



HC31项目- 
座椅控制模块-
架构需求书











浙江远程商用车研发有限公司
二零二一年十二月


C
	GEELY
	HC31项目-座椅控制模块-架构需求书
	




目录
Table of Contents
1	功能需求	3
1.1	功能清单及功能描述	3
1.2	功能实现计划（FIP）	3
2	通讯&诊断需求	4
2.1	通讯需求规范	4
2.2	诊断需求规范	5
3	硬件需求	5
3.1	基础技术硬件需求	5
3.1.1	CANFD通信硬件需求	5
3.1.2	CAN通信硬件需求	5
3.1.3	LIN通信硬件需求	5
3.1.4	以太网通信硬件需求	6
3.2	I/O硬件需求	6
4	信息安全	7
5	功能安全	8
5.1	部级件功能安全等级要求	8
6	软件开源	8
7	OTA	8
8	局部框图	9
9	EMC	9
10	附录A:	9
11	附录B:	9



[bookmark: _Toc87357478][bookmark: _Toc90105818]整车功能需求
[bookmark: _Toc87357479][bookmark: _Toc90105819]整车功能清单及功能描述
	序号
	功能编号
	功能项
	功能描述
	备注

	1
	C-BDC-007
	机械座椅位置控制
	主副驾座椅通过机械开关进行位置调节
	

	2
	C-BDC-008/015
	电动座椅位置控制
	主副驾座椅可以通过电动调节前后/坐垫俯仰/靠背折叠等
	

	3
	C-BDC-009/010/016/057
	座椅通风
	主副驾座椅可以进行通风调节；
	

	4
	C-BDC-011/012/017/058
	座椅加热
	主副驾座椅可以进行加热调节；
	

	5
	C-BDC-013/018
	座椅按摩
	主副驾座椅可以进行按摩调节；
	

	6
	C-BDC-014/019
	记忆功能设置
	主副驾座椅可以进行位置的记忆与座椅位置调节；
	

	7
	/
	信号路由
	根据网段需求转发信号
	

	8
	/
	网络管理
	支持网络管理协议
	

	9
	/
	诊断刷写
	根据功能需求，支持功能诊断同时支持Bootload刷写
	

	10
	/
	功能安全
	根据功能安全目标进行系统功能软硬件的开发
	

	11
	/
	信息安全
	根据信息安全目标进行通信以及功能开发
	

	备注：以上整车功能清单仅用于本阶段询价参考，各系统可根据自身规划进行调整。


[bookmark: _Toc87357480][bookmark: _Toc90105820]整车功能实现计划（FIP）
	序号
	功能编号
	功能项
	M
	VP
	TT
	PP
	备注

	1
	C-BDC-007
	机械座椅位置控制
	BR
	DI
	PI
	PR
	

	2
	C-BDC-008/015
	电动座椅位置控制
	BR
	DI
	PI
	PR
	

	3
	C-BDC-009/010/016/057
	座椅通风
	PNI
	DI
	PI
	PR
	

	4
	C-BDC-011/012/017/058
	座椅加热
	PNI
	DI
	PI
	PR
	

	5
	C-BDC-013/018
	座椅按摩
	PNI
	DI
	PI
	PR
	

	6
	C-BDC-014/019
	记忆功能设置
	BR
	DI
	PI
	PR
	

	7
	/
	信号路由
	BR
	DI
	PI
	PR
	

	8
	/
	网络管理
	PNI
	DI
	PI
	PR
	

	9
	/
	诊断刷写
	PNI
	DI
	PI
	PR
	

	10
	/
	功能安全
	PNI
	DI
	PI
	PR
	

	11
	/
	信息安全
	PNI
	DI
	PI
	PR
	

	备注：以上整车功能清单FIP计划仅用于本阶段询价参考。


备注：
PNI(Plan not implementation)：尚未开展，不执行；
BR(Br)：借用软件或软件修改，确保其它功能用于测试；
DV(Design verification)：接口定义未确认，用于零部件自身软件或硬件测试；
DVI(Design verification Intend): 功能完成，可以用于系统集成测试;
DI(Design Implementation): 功能完成，满足设计需求，完成基础标定；
PI(Plan Implementation): 功能验证完成，极少部分精标工作尚未完成；
PR(Plan Release): 功能、标定数据均完成并通过验证。

[bookmark: _Toc87357481][bookmark: _Toc90105821]通讯&诊断需求
[bookmark: _Toc87357482][bookmark: _Toc90105822]通讯需求规范
	序号
	规范名称
	备注

	1
	吉利商用车CAN通信需求规范_V1.4
	参见附录A

	2
	吉利商用车CANFD通信需求规范_V1.0
	参见附录A

	3
	吉利商用车CAN网络管理需求规范_V1.3
	参见附录A

	4
	吉利商用车LIN通讯需求规范_V1.1
	参见附录A

	5
	吉利商用车网关通讯需求规范_V1.1
	参见附录A

	
	
	



[bookmark: _Toc87357483][bookmark: _Toc90105823]诊断需求规范
	序号
	规范名称
	备注

	1
	吉利商用车诊断需求规范V1.3
	参见附录B

	2
	吉利商用车诊断数据需求规范_V1.1
	参见附录B

	3
	吉利商用车诊断故障码需求规范_V1.2
	参见附录B

	4
	吉利商用车软件下载规范V3.0
	参见附录B


[bookmark: _Toc87357484][bookmark: _Toc90105824]硬件需求
局部拓扑
[image: ]
[image: ]
[bookmark: _Toc87357485][bookmark: _Toc90105825]基础技术硬件参数需求
[bookmark: _Toc90105826]CANFD通信硬件需求
	CANFD通道数量
	终端电阻*(Ω)
	报文收发上限
	通信标准
	通讯速率

	/
	/
	/
	/
	/


备注：*:终端电阻支持可配置
（无此项则不填）
[bookmark: _Toc90105827]CAN通信硬件需求
	CAN通道数量
	终端电阻*(Ω)
	报文收发上限
	通信标准
	通讯速率

	1
	/
	无上限
	ISO 11898
	500kbps


备注：*:终端电阻支持可配置
（无此项则不填）
[bookmark: _Toc90105828]LIN通信硬件需求
	LIN通道数量
	主从要求
	通信标准
	通讯速率
	备注

	/
	/
	/
	/
	/


（无此项则不填）
[bookmark: _Toc90105829]以太网通信硬件需求
	Ethernet通道数量
	Switch
	物理层
	通信标准
	通讯速率
	备注

	/
	/
	/
	/
	/
	


（无此项则不填）
[bookmark: _Toc87357487][bookmark: _Toc90105831][bookmark: _Toc87357488][bookmark: _Toc90105832]信息安全
ECU信息安全等级定义:
	序号
	部件名称
	英文名称
	缩写
	功能安全等级

	1
	座椅控制模块
	Set_CONTROLLER_MODULE
	SCM
	等级2


附件：功能安全责任划分及供应商文档提交规范；


   
[bookmark: _GoBack]附件：信息安全责任划分及供应商文档提交规范；
功能安全
[bookmark: _Toc87357490][bookmark: _Toc90105833]部级件功能安全等级要求
	序号
	部件名称
	英文名称
	缩写
	功能安全等级

	1
	主驾座椅控制模块
	Set_CONTROLLER_MODULE
	SCM
	ASIL A

	2
	副驾座椅控制模块
	Set_CONTROLLER_MODULE
	SCM
	QM


附件：功能安全责任划分及供应商文档提交规范；

[bookmark: _Toc90105834]软件开源
	序号
	部件名称
	应用层开源
	底层开源
	备注

	1
	座椅控制模块
	/
	/
	/


软件开源建议：从各专业能力建设角度考虑自行决定；
（无涉及则无此要求）
[bookmark: _Toc87357491][bookmark: _Toc90105835]OTA
	序号
	OTA角色
	A/B分区备份
	升级路径（CAN/CANFD/Ethernet）
	支持差分升级
	升级方式（SOC/MCU）
	支持回滚

	1
	Slaver
	U
	CAN
	/
	Bootload
	U


备注：
M：强制支持; 
U：用户可选；
（无涉及则无此要求）
[bookmark: _Toc87357492][bookmark: _Toc90105837]EMC
部件EMC要求参考附件：


[bookmark: _Toc90105838]附录A: 
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Cyber Security  Statement of Work_V1.0_Compliance Matrix.xlsx


Cyber Security Statement of Work_V1.0_Compliance Matrix.xlsx
Compliance Matrix

		Chapter										CS-SOW Requirement		Supplier Response		Supplier Deviation		OEM Response		OEM Note		Security level 

Malin Wagnborg: NOTE:
Choose all levels that apply. 
E.g. Level 3 -> L1, L2, L3		*NOTE: Security level -  Select all that apply (e.g. L3 = choose L1, L2 and L3)

																						L1

																						L1

																						L1

																						L1

																						L1

																						L1

		Cybersecurity Statement of Work, (CS-SOW) - Compliance Matrix																				L1

		CS-SOW Version:										V1.0										L1

		CS-SOW Date:										12/14/21										L1

		CS-SOW Compliance Matrix Version:										V1.0										L1

		CS-SOW Compliance Matrix Date:										12/14/21										L1

																						L1

		Project:										Please, ECU owner to fill in										L1

		Module Name:										Please, ECU owner to fill in										L1

		OEM Cybersecurity Dept:										OEM Cybersecurity Team										L1

																						L1

		Supplier Name:										Please, supplier to fill in										L1

		Supplier Cybersecurity Officer Name/Email:										Please, supplier to fill in										L1

																						L1

		Cybersecurity Level										Components Description		Applicable chapters 								L1

		Low (level 1)										Non-algorithm relevant components, like common Sensors and Actuators		1, 3, 4
5.1, 5.2, 5.3, 5.4, 5.5, 5.7, 5.8, 5.10, 5.12, 5.13
6.1, 6.2, 6.3, 6.4, 6.5, 6.6, 6.7
7, 8.1.1, 81.2, 8.2, 9								L1

		Medium (level 2)										Internal ECUs 
(including ECUs supporting UDS Diagnostics and/or software download)		1, 3, 4
5.1, 5.2, 5.3, 5.4, 5.5, 5.7, 5.8, 5.10, 5.12, 5.13
5.11
6.1, 6.2, 6.3, 6.4, 6.5, 6.6, 6.7, 6.8
7, 8.1.1, 81.2, 8.2, 9				L2 = L1+L2				L1

		High (level 3)										Key ECUs 
(including Safety/Privacy relevant ECUs)		1, 3, 4
5.1, 5.2, 5.3, 5.4, 5.5, 5.7, 5.8, 5.10, 5.12, 5.13
5.6, 5.9, 5.11
6.1, 6.2, 6.3, 6.4, 6.5, 6.6, 6.7, 6.8
6.9, 6.10, 6.11, 6.12, 6.13, 6.14, 6.15
7, 8.1.1, 81.2, 8.1.3, 8.2, 8,3, 8.4, 9				L3= L1+L2+L3				L1

		Critical (level 4)										Highest level security ECUs 
(including connected ECUs communicating with off board systems directly)		1, 3, 4
5.1, 5.2, 5.3, 5.4, 5.5, 5.7, 5.8, 5.10, 5.12, 5.13
5.6, 5.9, 5.11
6.1, 6.2, 6.3, 6.4, 6.5, 6.6, 6.7, 6.8
6.9, 6.10, 6.11, 6.12, 6.13, 6.14, 6.15, 6.16
7, 8.1.1, 81.2, 8.1.3, 8.2, 8,3, 8.4, 9				L4=L1+L2+L3+L4				L1

																						L1

		Cybersecurity Level for each ECU shall be requested via the OEM component owner																				L1

																						L1

																						L1

		Chapter										Requirement		Supplier Response		Supplier Deviation		OEM Response		OEM Note		L1

		1										SCOPE										L1

				1.1								The Cybersecurity statement of work (CS-SOW), specifies the Cybersecurity expectations for vehicle development at OEM.
The CS-SOW defines the Cybersecurity requirements that shall apply to the component, depending on the component’s security level.		Information								L1

				1.2								This CS-SOW is valid for OEM and the supplier of the component, hereafter called “the contractor”. 		Information								L1

				1.3								This CS-SOW defines the cybersecurity process and the related work products. 		Information								L1

				1.4								The requirements in this CS-SOW are valid for components with a security level higher than 0. For components with security level 0 this CS-SOW shall not apply.		Information								L1

				1.5								Compliance matrix
The contractor shall fill in this Compliance Matrix that details how the contractor shall comply with the clauses set out in the CS-SOW. The Compliance Matrix shall list all clauses, the details of any deviations, and the concurrence signatures for the contractor and OEM.

The review records of each applicable requirement in the Cybersecurity compliance matrix shall continuously be kept up to date and presented to OEM as part of design and development phase security activities.										L1

				1.6								SWRS
The contractor shall conform to the cybersecurity requirements specified in Cyber Security Requirement Specification (CSRS) – for OEM Cybersecurity lead components or Software Requirement Specification (SWRS) – for OEM Cybersecurity lead components.										L1

		3										General requirements										L1

				3.1								Cybersecurity level assignment
OEM uses a risk-based method to determine the need for cybersecurity requirements on the component. The analysis results in a cybersecurity level classification.  Components of the vehicle are classified to one of five levels. The cybersecurity level of the component decides which chapters of this CS SOW that are applicable.The security level may change throughout the project, based on new/updated analysis or when new functionality is added to the component.
The contractor shall contact the OEM component owner to get information on the cybersecurity level of the component.		Information								L1

				3.2								Component classification
The contractor shall comply to the applicable chapters of this CS-SOW that corresponds to the component’s cybersecurity level, according to the table at the top of this document. 

The table summarizes the mapping of cybersecurity level, components classification and applicable cybersecurity requirements in this document. 										L1

				3.3								Contact person
The contractor shall identify key contact persons to interface with OEM Cybersecurity team throughout the execution of the requirements in this CS-SOW. At least one contact person shall have documented Cybersecurity competency and shall ensure that Cybersecurity is considered throughout all of the lifecycle phases of the component. The contact persons shall be responsible for technology development and for project management. 										L1

				3.4								Communication mechanism
The main communication mechanisms between OEM and the contractor shall be email, face-to-face teleconferencing and Skype (or equivalent solution).

There shall be a monthly summary of cybersecurity activities for OEM cybersecurity responsible for the component, including cybersecurity plans of next month, delayed problems, corresponding solutions and deadlines. The summary should be sent to OEM before the first Friday of next month. 										L1

				3.5								Contractor response time
The contractor shall respond to OEM Cybersecurity team in three workdays in general and immediate response  be given to any urgent incidents.										L1

				3.6								Subcontractor adherence
The contractor shall pass on the full requirements of the CS-SOW to any subcontractors that are used. The contractor is directly responsible for the subcontractor(s) adherence to the CS-SOW. 										L1

				3.7								Cybersecurity Related Information Sharing
The contractor shall be committed to engaging with public authorities as well as other stakeholders, from every sector of the industry to share Cybersecurity information. Equally, the contractor shall also engage with third parties to share and discuss new Cybersecurity threats in order to help the whole community find countermeasures.

The contractor shall be a member of a Cybersecurity related information sharing organization, such as Auto-ISAC or similar.										L1

				3.8								Vulnerability and Incident Management
During the entire component lifecycle, any discovered security risks or incidents shall be promptly reported to OEM.

Any highly critical patch shall be in place within one week after being discovered or published.

 A security patch process and strategy shall be presented by the contractor. The strategy shall be aligned with any allocated OTA requirements.
• If a permanent patch is not available, a temporary workaround may be applied.
• If over-the-air updates are not available, there shall be a plan for alternative update methods
Disclosure of any vulnerabilities of components must be approved by OEM cybersecurity team.										L1

				3.9								Security Standard
OS, Applications and programming interfaces shall be developed, deployed and tested in accordance with leading industry security standards such as ISO/SAE 21434, NHTSA 8133.

OEM does not demand a specific standard, the contractor shall be able to justify the proper security process and implementation in the product design/implementation, such as program language coding guidelines. 										L1

		4										Workflow										L1

				4.1								The OEM workflow is based on the SAE 21434 standard “Road vehicles – Cybersecurity engineering”, adjusted to be compatible with the OEM way of working.		Information								L1

				4.2								Security standard review
OEM has the right to conduct a security review to verify that any industry or internal security standards used by the contractor during development have been applied to systems and components.										L1

				4.3								Reviews
The contractor shall support reviews at the contractor’s or OEM's premises with contractor Cybersecurity personnel, software engineering personnel or their duly assigned representatives, when requested.										L1

				4.4								Joint reviews										L1

						4.4.1						Geely has the CSJR(Cybersecurity Joint Review) mechanism to manage the contractor development status. The joint reviews help ensure that appropriate activities have been performed and completed correctly and consistently before the next stage of development begins. The result of each joint review may be a pass or a conditional pass (rework required). 

The timing of the Joint Reviews shall be determined by OEM. OEM shall inform the contractor of the procedure and agenda prior to each Joint Review.

For L1-L2 cybersecurity level ECUs, a review meeting (teleconference by default) shall only be held upon request by OEM. For L3-L4 cybersecurity level ECUs the joint review shall be a face-to-face meeting between contractor and OEM.		Information								L1

						4.4.2						The contractor shall support (with appropriate preparation and staffing) Joint Reviews at the contractor’s or OEM's premises with contractor cybersecurity personnel, software engineering personnel or their duly assigned representatives. These Joint Reviews are respectively aimed at:
CSJR1- Concept and requirements focus on security planning, requirements and analysis of threats and risks
CSJR2 - Design and implementation focus on contractor’s system design of security features and implementation activities
CSJR3 - Verification and validation focus on contractor’s security test plan and security testing										L1

						4.4.3						OEM shall have the right to re-schedule joint reviews, and carry out follow up joint reviews if a joint review failed its intended purpose.										L1

						4.4.4						All documents identified in the document table, (CS-SOW, Table 2, chapter 5.14) shall be generated and supplied to OEM for each joint review identified. Only the documents applicable for the ECUs security level, according to the document table, shall be provided. The contractor shall update the work products to the requested status (Preliminary or Final) and provide them to OEM at a minimum two weeks prior to each review, as according to CS-SOW chapter 5.14 Work product timing.										L1

		5										Work products										L1

				5.1								The contractor shall prepare, review, and deliver relevant work products towards the milestones specified by OEM throughout the project. The work products shall be sent by the supplier for review to OEM at least 2 weeks before the CSJR gates. 
All work products shall be available in the Chinese-English language.										L1

				5.2								The contractor shall use OEM templates for the work product, unless other agreements have been made.										L1

				5.3								The work products listed in CS-SOW chapter 5 shall be delivered to OEM by the contractor. OEM has the right to use the work products in the context of OEM cybersecurity activities. 										L1

				5.4								Cybersecurity plan										L1

				5.5								TARA, Threat analysis and risk assessment
The contractor shall perform a Threat analysis and risk assessment, TARA, and it shall be updated along the project. The contractor shall identify any cybersecurity risks related to the component and it’s functionality.

The cybersecurity work shall be prioritized according to the identified TARA risks. As a result of the TARA new requirements may  be derived.

For Security level 1-2 ECUs, the contractor shall answer a short set of questions, after that the OEM component owner will make a judgement whether a TARA is needed or not.										L1

				5.6								Cybersecurity requirements										L3

				5.7								Cybersecurity assessment/case										L1

				5.8								System design and implementation activities										L1

				5.9								Security test plan										L3

				5.10								Security verification results										L1

				5.11								Additional security testing report										L2

				5.12								Security validation										L1

				5.13								Key management										L1

				5.14								Work product timing										L1

				5.14								The contractor shall develop, implement, and maintain specific work products as defined in the CS-SOW chapter 3.4 "Table 2- Document supply requirements" related to the joint reviews.

If the delivery is still not complete at a specific joint review then the design activities need to be repeated until accepted.										L1

		6										Product Cybersecurity requirements										L1

				6.1								Minimize Attack Surfaces
To reduce possible attack possibilities, the number of exposed services and interfaces shall be kept to a minimum and any unused functionalities and ports be turned off. 
										L1

				6.2								System hardening
Operating systems, application functionality, user accounts and communication protocols used shall be hardened to only allow the features or access rights needed for the demanded functionality. 
Hardening shall also consider an attacker that may already have gained access to a system and make it more difficult to get any further access to the compromised system and thereby provide a second line of defense.										L1

				6.3								Least Necessary Privilege
All systems or user permissions shall follow the concept of least necessary privilege. Each user, process or program shall only access the information and resources that are necessary for its legitimate purpose. Any sensitive information shall be isolated by partitioning or by using any other access control mechanisms. The possible privilege control could be (for example):
1. Debug port password control to Tier1
2. Diagnosis service access control to OEM/Workshop/Tier1/User
3. Telematics remote function/service access control to OEM/User/TSP
4. Operating system privilege control.										L1

				6.4								Cryptographic algorithms
Usage of cryptographic algorithms and key lengths shall follow industry standards and recommendations for long-term security. No exceptions are accepted. Insecure and/or deprecated cryptographic algorithms shall not be used.										L1

				6.5								Remove Debug functionality
Debug functionality, e.g. via dedicated debug interfaces or vehicle networks, shall be turned off after component product release. If any debug functionality must remain the reason and usage shall be approved by OEM ECU responsible person and the security solution protecting against misuse shall be presented.
Example of interfaces and services; JTAG interface, XCP, supplier specific services etc.										L1

				6.6								Handling of Anomalous events
System anomalies (such as misuse, unexpected system events or data overflow) that can endanger system security shall be detected and acted upon to prevent any system malfunction leading to information loss or system breach. Input validation on data shall be performed to prevent execution of  abnormal input parameters.
The possible validation control could be (for example):
1. Timing/frequency check
2. Status check
3. Length check
4. Range check
5. Exception Handling
6. Out of Boundary Errors										L1

				6.7								Sensitive information management
The contractor shall take adequate measures to protect any sensitive data such as encryption keys, personal data, financial transactions or intellectual property during the complete lifecycle. 
It is the contractor's obligation to document and provide information to OEM about how sensitive data is managed and protected.										L1

				6.8								Security event logging
Security events, such as high privilege system access, private information access and application security events like shutdown and errors, shall be logged when required. Access to the security logs shall be documented and protected from disclosure to unauthorized users. If the ECU has no or limited possibility to store logs it shall be clearly stated what is possible to achieve. For the details of the concept refer to "Security Audit Log".										L2

				6.9								Application Security
Application security refers to applications running on top of an operating system (such as Autosar or Linux). It shall be possible to build a boundary between trusted and untrusted applications, and have the technology to prevent unauthorized access from an untrusted world to a trusted one. Applications authorized by the OEM or in any way safety relevant are defined as trusted applications, otherwise they are treated as untrusted. For examples, preinstalled map and navigation apps are trusted applications and applications from third party application stores are untrusted apps.										L3

				6.10								Operating System Security
The operating system shall be secure and have a multilayer approach to protect and differentiate components and subsystems with different security criticality and exposure. Default system and user permissions shall be restrictive and shall not provide more access than necessary. The system must be protected against unauthorized access. Security patches for the OS and software components  shall be up to date during the development cycle and be easy to maintain and upgrade during the system lifetime. Sensitive system, configuration and log files shall be protected and monitored for unauthorized changes.										L3

				6.11								Domain separation
A program’s modules shall be grouped together based on the criticality in terms of security and then restricting intergroup data exchange. This separates the parts affected by a failure or an attack from other parts.										L3

				6.12								On-Board Ethernet IDPS
Connected components shall have the capability to detect and prevent intrusions from networks such as Internet or a neighboring ECU. If any anomalies/attacks are detected these events must be logged and if possible mitigated. The main goal is to provide network-based intrusion detection protection on Ethernet back-bone network. The Ethernet IDPS shall monitor the suspicious DPU (Data Protocol Unit) and its content in various OSI layers, according the protocol standard and application layer rules.										L3

				6.13								Trusted Hardware Anchor										L3

						6.13.1						Hardware Security
The ECU shall, based on Cybersecurity level and required features, use dedicated hardware security block to realize: 
- Random number generation
- Secure storage of keys, e.g. to ensure integrity but also that confidential keys cannot be extracted from the ECU
- Trusted execution, e.g. isolation of cryptographic operation
- Hardware trust anchor (root key) 
- Cryptographic acceleration
- Secure boot
- Tamper protection
- Secure time source
- Secure debug

Example:
SHE, HSM, ARM’s trust zone and one-time-programmable memory.										L3

						6.13.2						Sensitive Information Protection
Any cryptographic keys or other sensitive data shall be stored in a Secured Environment, such as Hardware Security Module or ARM Trust zone, which depend on the actual security level of the component as well as the sensitivity of the data. The purpose is to add logical and physical tamper protection to key material or other sensitive information.
										L3

				6.14								Authentication										L3

						6.14.1						Server and client authentication
Whenever possible  there shall be a mutual authentication between a client and server to protect from spoofing and man in the middle attacks.										L3

						6.14.2						Message authentication
All messages between the vehicle and any off-board system (like internet or cloud solutions) shall be authenticated and the integrity of the message shall be verified. Message authentication shall be used to detect tampered messages.										L3

						6.14.3						Downloadable Software authentication
An electronic signature shall be attached and verified for any downloadable executable software (e.g. from app store) so that when users installs or upgrades them, the system can confirm that they are from a reliable source.

Software Authentication protection ensuring system integrity has it's own concept and is not described in this document
										L3

				6.15								Code Validation and Exception Handling										L3

						6.15.1						Exception handling
Special attention shall be given to avoid buffer overflows and authentication flaws. All data input and output shall be validated (e.g. length, range and format checks) to prevent security issues due to systems errors, data corruption or misuse. There shall be a defined and predictable error handling to handle any exceptions and error states. 										L3

						6.15.2						Code validation
Source code shall be verified (e.g. by a Static Application Security Testing tool) in a security perspective to ensure good security and quality. 										L3

				6.16								Off Board Communication Security										L4

						6.16.1						Identification, Authentication, Authorization
There shall be a mutual authentication process between the communication entities before the communication initializes. 
Strong authentication methods shall be used where adequate, as well as access control mechanisms.
										L4

						6.16.2						Anomalous Data Traffic
Attacks associated with anomalous data traffic (e.g. flooding, unreasonable values or patterns) shall be prevented by e.g. rate limiting, ingress and egress filters.										L4

						6.16.3						Communication Channel Encryption
Communication channels shall be protected by encryption. Industry standard encryption methods shall be supported. It must be possible to change encryption method if the algorithm used is found vulnerable. 										L4

						6.16.4						Secure Time source (Secure Vehicle Time)
The component shall use a secure time source. Secure auditing and non-repudiation require logged messages that include a time and date that comes from a protected source.										L4

		7										Privacy, Policies and Laws 										L1

				7.1								Privacy as Default										L1

				7.1								The protection of personal data is of great concern for OEM, and applicable for any system using or storing personal information. "Personal data" means any information relating to an identifiable natural person.  An identifiable person is one who can be directly or indirectly identified by information such as name, identification number, location data or factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that person. 
The main rules when developing systems are “privacy as default” and “privacy by design” to prevent data exfiltration and ensure the privacy and integrity of sensitive information. When it is possible, data shall be anonymized or de-identified and when applicable encrypted. Applicable data privacy rules will depend on the laws and standards to which Geely Automotive group is subject to.
Personal data and critical data requirement shall follow Appendix I, from Index 32 to Index 35 .										L1

				7.2								Consent, Purpose and Data Minimization										L1

				7.2								Consent for data collection as well as the possibility to erase personal data from the system shall be included in the system design.  The contractor shall be able to present a list of what data is collected and the purpose must be clearly expressed.  Only necessary personal data shall be stored and the purpose for collecting the data must be clearly expressed.										L1

		8										Security Verification										L1

				8.1								Code review										L1

				8.1.1								The contractor shall use code reviews to do a systematic examination of the program source code. It is intended to find mistakes overlooked in software development and improving the overall quality of software. Code reviews can be done in various forms, such as pair programming, informal walkthroughs and formal inspections. The code analysis can be static or dynamic.
There shall be a code review report to be reviewed by OEM Cybersecurity team.										L1

				8.1.2								Static code analysis
The contractor shall perform Static code analysis. Static code analysis is the process of detecting errors and defects in a software source code. It is done without executing any of the code. There shall be a code review report to be reviewed by OEM Cybersecurity team.										L1

				8.1.3								Dynamic code analysis
The contractor shall perform Dynamic code analysis. Dynamic code analysis relies on studying how the code behaves during execution. There shall be a code review report to be reviewed by OEM Cybersecurity team.										L3

				8.2								Functional test 										L1

				8.2								To ensure the correct functionality of the ECU, that it works as intended/expected after implementing security solutions, the contractor shall submit the relevant security functions testcases to OEM. 										L1

				8.3								Fuzzing test										L3

				8.3								The contractor shall perform fuzz testing. The Fuzzing test shall include testing the software by providing invalid, unexpected, or random data as inputs to a program and monitoring the program for exceptions such as crashes or failing built-in code assertions or finding potential memory leaks. For the purpose of security, input that crosses a trust boundary is often the most interesting
There shall be a Fuzzing test report to be reviewed by OEM Cybersecurity team.										L3

				8.4								Penetration test										L3

				8.4								The penetration test shall look for exploitable vulnerabilities. All connected or exposed systems are expected to perform and present the result from a system vulnerability scanning followed up by a penetration test. 

The penetration testing shall be done by independent agency of the contractor’s organization or a 3rd party. 

There shall be a Penetration test report to be reviewed by OEM Cybersecurity team.										L3

		9										Cybersecurity related concepts										L1

				9.1								Secure Update (OTA/SWDL)
The contractor shall support secure update. A secure software update process ensures that only confidential, authentic, integrity-checked and fresh software updates are programmed into an ECU. The backend is usually responsible to create and secure the software updates. A dedicated ECU or each ECU itself in the vehicle is responsible to decrypt and verify the received software updates. After a successful verification the received software is used for reprogramming the ECU. For detailed requirements refer to "Software Authentication" concept.										L1

				9.2								Secure Diagnostics
The contractor shall support secure diagnostics. To prevent the usage of critical services like reprogramming firmware/software on the ECU, via diagnosis by untrusted entities, authentication must be required, before any service can be performed. For detailed requirements refer to Geely  diagnostic protocols, function requirements and "Security access" concept.										L1
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1. Scope

1.1

(Information)

1.2

(Information)

1.3

(Information)

1.4

(Information)

1.5

1.6

This document, Cybersecurity statement of work (CS-SOW), specifies
the cybersecurity expectations for vehicle development at OEM.

The CS-SOW defines the cybersecurity requirements that shall apply to
the component, depending on the component’s security level, see
chapter 3.2.

This CS-SOW is valid for OEM and the supplier of the component,
hereafter called “the contractor”.

This CS-SOW defines the cybersecurity process and the related work
products.

The requirements in this CS-SOW are valid for components with a
security level higher than 0. For components with security level 0 this
CS-SOW shall not apply.

The contractor shall fill in the Compliance Matrix template that details
how the contractor shall comply with the clauses set out in this CS-SOW.
The Compliance Matrix shall list all clauses, the details of any
deviations, and the concurrence signatures for the contractor and OEM.

The review records of each applicable requirement in the Cybersecurity
compliance matrix shall continuously be kept up to date and presented
to OEM as part of design and development phase security activities.

The contractor shall conform to the cybersecurity requirements
specified in Cyber Security Requirement Specification (CSRS) - for OEM
Cybersecurity lead components or Software Requirement Specification
(SWRS) - for OEM Cybersecurity lead components.

2. References

' Index  Documenttile =~ Location
CS-SOW Compliance matrix Provided by OEM
CSRS Provided by OEM
SWRS Provided by OEM
CSJR1 Guidelines Provided by OEM
CSJR2 Guidelines Provided by OEM
CSJR3 Guidelines Provided by OEM
SAE 21434 Road vehicles — Cybersecurity engineering Provided by OEM
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3. General requirements

3.1 OEM uses a risk-based method to determine the need for cybersecurity

(information)

requirements on the component. The analysis results in a Cybersecurity

level classification. There are 5 different security levels. The Cybersecurity
level of the component decides which chapters of this CS SOW that are
applicable. The security level may change throughout the project, based
on new/updated analysis or when new functionality is added to the
component.

The contractor shall contact the OEM component owner to get
information on the cybersecurity level of the component.

3.2 The contractor shall comply to the applicable chapters of this CS SOW that
corresponds to the component’s cybersecurity level, according to table 1.

security requirements

Table 1. Mapping of Component classification, security scope and

Low (Level 1)

common Sensors and Actuators

Cybersecurity Components Description Applicable chapters
Level

None specific cybersecurity requirements | N/A
QM (Level 0) P y y e

needed at the current stage.

Non-algorithm relevant components, like | 1, 3,4

5.1,52,53,54,55,5.7,5.8,5.10,5.12,5.13
6.1,6.2,6.3,6.4,6.5 6.6,6.7
7,8.1.1,81.2,82,9

Medium (Level 2)

Internal Components
(including Components supporting UDS
Diagnostics and/or software download)

1,3,4
5.1,52,53,54,55,5.7,538,5.10,5.12,5.13
511

6.1,6.2,6.3,6.4,6.5,6.6,6.7,6.8
7,8.1.1,81.2,82,9

High (Level 3)

Domain (Gateway) ECUs or ECUs with
important logic functions related to safety
critical functions

1,34

5.1,52,53,54,55,5.7,5.8, 5.10,5.12, 5.13
5.6,5.9,511
6.1,6.2,6.3,6.4,6.5,6.6,6.7,6.8

6.9, 6.10, 6.11, 6.12, 6.13, 6.14, 6.15
7,81.1,81.2,813,82,83,84,9

Critical (Level 4)

Highest level security Components

(including Components communicating with
off board systems directly, like diagnostics or
wireless communication)

1,3,4
5.1,5.2,53,54,55,5.7,538,5.10,5.12,5.13
5.6,5.9,511

6.1,6.2,6.3,6.4,6.5 6.6,6.7,6.8

6.9, 6.10, 6.11, 6.12, 6.13, 6.14, 6.15, 6.16
7,8.1.1,81.2,8.13,8.2,8,3,84,9

3.3 The contractor shall identify key contact persons to interface with OEM
cybersecurity team throughout the execution of the requirements in this
CS-SOW. At least one contact person shall have documented Cybersecurity
competency and shall ensure that Cybersecurity is considered throughout

5/20






GEELY Cyber Security Statement of Work

3.4

3.5

3.6

3.7

3.8

3.9

all the lifecycle phases of the component. The contact persons shall be
responsible for technology development and for project management.

The main communication mechanisms between OEM and the contractor
shall be email, face-to-face teleconferencing and Skype (or equivalent
solution).

There shall be a monthly summary of cybersecurity activities for OEM
cybersecurity responsible for the component, including cybersecurity
plans of next month, delayed problems, corresponding solutions and
deadlines. The summary should be sent to OEM before the first Friday of
next month.

The contractor shall respond to OEM cybersecurity team in three
workdays in general and immediate response shall be given to any urgent
incidents.

The contractor shall pass on the full requirements of this CS-SOW to any
subcontractors that are used. The contractor is directly responsible for the
subcontractor(s) adherence to this CS-SOW.

Cybersecurity Related Information Sharing

The contractor shall be committed to engaging with public authorities as
well as other stakeholders, from every sector of the industry to share
cybersecurity information. Equally, the contractor shall also engage with
third parties to share and discuss new cybersecurity threats in order to
help the whole community find countermeasures.

The contractor shall be a member of a cybersecurity related information
sharing organization, such as Auto-ISAC or similar.
Vulnerability and Incident Management

During the entire component lifecycle, any discovered security risks or
incidents shall be promptly reported to OEM.

Any highly critical patch shall be in place within one week after being
discovered or published.

A security patch process and strategy shall be presented by the
contractor. The strategy shall be aligned with any allocated OTA
requirements.

e [f a permanent patch is not available, a temporary workaround may be
applied.

« If over-the-air updates are not available, there shall be a plan for
alternative update methods

Disclosure of any vulnerabilities of components must be approved by OEM
cybersecurity team.
Security Standard

0S, Applications and programming interfaces shall be developed,
deployed and tested in accordance with leading industry security
standards such as ISO/SAE 21434, NHTSA 8133.
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OEM does not demand a specific standard, the contractor shall be able to
justify the proper security process and implementation in the product
design/implementation, such as program language coding guidelines.

4. Workflow

4.1

4.2

4.2

4.4
4.4.1

(information)

4.4.2

The OEM workflow is based on the SAE 21434 standard “Road vehicles -
Cybersecurity engineering”, adjusted to be compatible with the OEM way
of working.

Security standard review

OEM has the right to conduct a security review to verify that any industry
or internal security standards used by the contractor during development
have been applied to systems and components.

Reviews

Contractor shall support reviews at the contractor’s or OEM's premises
with contractor cybersecurity personnel, software engineering personnel
or their duly assigned representatives, when requested.

Joint Reviews

Geely has the CS]R (Cybersecurity Joint Review) process to manage the
contractor development status. The joint reviews help ensure that
appropriate activities have been performed and completed correctly and
consistently before the next stage of development begins. The result of
each joint review may be a pass or a conditional pass (rework required).

The timing of the Joint Reviews shall be determined by OEM. OEM shall
inform the contractor of the procedure and agenda prior to each Joint
Review.

For L1-L2 cybersecurity level ECUs, a review meeting (teleconference by
default) shall only be held upon request by OEM. For L3-L4 cybersecurity
level ECUs the joint review shall be a face-to-face meeting between
contractor and OEM.

The contractor shall support (with appropriate preparation and staffing)
Joint Reviews at the contractor’s or OEM's premises with contractor
cybersecurity personnel, software engineering personnel or their duly
assigned representatives. These Joint Reviews are respectively aimed at:

CSJR1- Concept and requirements focus on security planning,
requirements and analysis of threats and risks

CSJR2 - Design and implementation focus on contractor’s system design
of security features and implementation activities

CSJR3 - Verification and validation focus on contractor’s security test
plan and security testing
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4.4.3

4.4.4

NOTE: The purpose of the Joint review process is to maintain a common
understanding with the stakeholders of the progress against the objectives
of the agreement and what should be done to help ensure development of a
product that satisfies the stakeholders. Joint reviews are at both project
management and technical levels and are held throughout the life of the
project.

OEM shall have the right to re-schedule joint reviews, and carry out follow
up joint reviews if a joint review failed its intended purpose.

The documents identified in the document table, (Table 2, chapter 5.14)
shall be generated and supplied to OEM for each joint review identified.
Only the documents applicable for the ECUs security level, according to
the document table, shall be provided. The contractor shall update the
work products to the requested status (Preliminary or Final) and provide
them to OEM at a minimum two weeks prior to each review, as according
to chapter 5.14 Work product timing.

5. Work products

5.1

5.2

5.3

54

The contractor shall prepare, review, and deliver relevant work products
towards the milestones specified by OEM throughout the project. The work
products shall be sent by the supplier for review to OEM at least 2 weeks
before the CS]R gates.

All work products shall be available in the Chinese-English language.

The contractor shall use OEM templates for the work product, unless other
agreements have been made.

The work products listed below shall be delivered to OEM by the
contractor. OEM has the right to use the work products in the context of
OEM cybersecurity activities. The work products are:

CS-SOW Compliance Matrix

Cybersecurity plan

TARA, Threat analysis and risk assessment
Cybersecurity requirements

Cybersecurity assessment/case

System design and implementation activities
Security test plan

Security verification results

Additional security testing report

Security validation

Key management document

Cybersecurity plan

The project shall be planned with respect to designing and developing the
component’s features in the context of a Cybersecurity process. The
Cybersecurity plan shall be updated along the project.
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5.5

5.6

5.7

The work product shall include a Cybersecurity function implementation
plan (CS FIP). The CS FIP shall list the security features mapped to the
corresponding requirements and specify when the features will be
implemented according to OEM gates.

The Cybersecurity plan shall include:

e Projectroles

Project risks

Cybersecurity function implementation plan (CS FIP)
e Verification and validation plan

TARA, Threat analysis and risk assessment

The contractor shall perform a Threat analysis and risk assessment, TARA,
and it shall be updated along the project. The contractor shall identify any
cybersecurity risks related to the component and its’ functionality.

For ECUs with security level 1-2 the contractor shall answer to a short set
of questions (in Chapter “3. ECU Information” in OEM TARA template) to
identify if there may exist any security risks that need further investigation.
OEM will then decide if the contractor needs to perform TARA or not.

The TARA shall include:

e ECU information
o Potential vulnerabilities
TARA scope
o Target of evaluation
= HW block diagram
= SW block diagram
= Network topology
» Data flow diagram
o Assetidentification
e Threat identification and attack methods
e Risk assessment (Threat classification)
o Risk analysis
o Risktreatment
e Cybersecurity goals
e Countermeasures

Cybersecurity requirements

The supplier shall analyze the Security goals to identify any new
cybersecurity requirements that are needed to reach the security goals. If
the supplier identifies any new cybersecurity requirements, they should be
communicated to OEM in this work product.

e Detailed cybersecurity requirements derived from cybersecurity
goals

Cybersecurity assessment/case
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The cybersecurity assessment shall be a summary of the current status of
cybersecurity for the component. The assessment shall list any open issues
and major threats that needs further analysis. The assessment shall be
refined throughout the project. In the final Joint review gate, the
Cybersecurity assessment turns into a Cybersecurity case. The
Cybersecurity case shall provide the final argumentation and evidence that
the feature as designed and developed satisfies its’ Cybersecurity goals.
The cybersecurity assessment/case shall include:

e Description of the current level of cybersecurity of the component
o Cybersecurity goals
o High-level strategy for obtaining cybersecurity for meeting
the cybersecurity goals

o Deviations
o Improvements
o Recommendations
o Open security issues
5.8 System design and implementation activities

The contractor shall document the design of the security features to display
how the component’s system design meets the Cybersecurity
requirements. The system design shall include:

e Software block diagram showing interaction of security features

e Hardware block diagram

e Security feature designs
The contractor shall document the tools, open source libraries and
methods used for implementation. The contractor shall describe the code
review process and any activities performed for static and/or dynamic
code analysis.

5.9 Security test plan

The contractor shall provide a security test plan showing the planned test
activities and timeline. All requirements shall be tested, any deviations
shall be discussed with OEM. The test plan shall include:

Scope of security testing

Information about any 3rd party suppliers used for testing
Referenced Material (any external resources used, e.g. guidelines)
Test Items (systems and functions to be tested)

Features and requirements that are not tested and why not
Identify any risks for the test plan execution

Test description including security test cases

Test Environment setup

Test objects, security test tools, process tools

Resource and test schedule

5.10 Security verification results
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5.11

5.12

5.13

5.14

The contractor shall deliver the security verification results to OEM. The
result shall include:

e Security test cases
e Security test report
e Summary of all test cases, both device test cases form OEM and
the contractor’s own test cases.
e All major/minor/open test case that are left shall be specified
with ID, name, status, reason and any comments

Additional security testing

The contractor shall describe the testing activities and deliver reports for
each of the activities. The work product shall include:

e Fuzzing test report
e Penetration test report
e (Code review report - static and/or dynamic code analysis

Security validation

The contractor shall update the TARA in case there are new requirements
after CSJR2 and present the latest status of the compliance documents.

Key management

The contractor shall specify the sensitive information stored in the ECU
such as keys and passwords. The key management document shall include:

Descriptive name of the key

Type (Asymmetric/Symmetric/Constant etc.)

Algorithm

Issuer

Where in the ECU it is stored

When it is written into the ECU (Supplier factory, Geely factory etc.)
The interface used to write it

Related requirement

The purpose of having the information

Work product timing

The contractor shall develop, implement, and maintain specific work
products as defined in the subsequent table related to joint reviews are
defined as follows:

CSJR1- Concept and requirements focus on security planning,
requirements and analysis of threats and risks. To be held in E1 phase.

CSJR2 - Design and implementation focus on contractor’s system design
of security features and implementation activities. To be held between E2
and E3.

CSJR3 - Verification and validation focus on contractor’s security test
plan and security testing. To be held between E4 and VP.
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If the delivery is still not complete at a specific joint review then the design

activities need to be repeated until accepted by OEM.

Table 2 — Document Supply Requirements

Work product Reference Joint Review Applicable Security
IR1 | JR2 | iR3 |levels
CS-SOW Compliance Matrix Section 1.5 P F F Li-14
Cybersecurity Plan Section 5.4 P F F Li-L4
Threat Analysis and Risk Assessment | Section 5.5 P F F L3-L4
(TARA)
L1-L2: A limited
assessment is performed,
after that a decision is
taken by the OEM
component owner
Cybersecurity Requirements Section 5.6 F L3-L4
Cybersecurity Assessment/Case Section 5.7 P P F Li-L4
System design and implementation Section 5.8 F Li-L4
Security Test Plan Section 5.9 F L3-L4
Security Verification Results Section 5.10 F Li-L4
Additional Security Testing Section 5.11 F L2-L4
Security Validation Section 5.12 F Li-L4
Key Management Section 5.13 P F F Li-14

Notes:

P - Preliminary means that the document shall be complete, but the data is expected to be updated periodically.

F - Final means that the document is complete and represents the production ready product. Where multiple
entries of final are made, the relevant document shall be final at that specific Joint Review and an updated, final

issue expected at each such definition.

6. Product cybersecurity requirements

6.1 Minimize Attack Surfaces
To reduce possible attack possibilities, the number of exposed services
and interfaces shall be kept to a minimum and any unused functionalities
and ports be turned off.

6.2 System hardening

Operating systems, application functionality, user accounts and
communication protocols used shall be hardened to only allow the
features or access rights needed for the demanded functionality.
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6.3

6.4

6.5

6.6

6.7

Hardening shall also consider an attacker that may already have gained
access to a system and make it more difficult to get any further access to
the compromised system and thereby provide a second line of defence.

Least Necessary Privilege

All systems or user permissions shall follow the concept of least necessary
privilege. Each user, process or program shall only access the information
and resources that are necessary for its legitimate purpose. Any sensitive
information shall be isolated by partitioning or by using any other access
control mechanisms. The possible privilege control could be (for
example):

1. Debug port password control to Tierl

2. Diagnosis service access control to OEM/Workshop/Tier1l/User

3. Telematics remote function/service access control to OEM /User/TSP
4. Operating system privilege control.

Cryptographic algorithms

Usage of cryptographic algorithms and key lengths shall follow industry
standards and recommendations for long-term security. No exceptions are
accepted. Insecure and/or deprecated cryptographic algorithms shall not
be used.

Remove Debug functionality

Debug functionality, e.g. via dedicated debug interfaces or vehicle
networks, shall be turned off after component product release. If any
debug functionality must remain the reason and usage shall be approved
by OEM ECU responsible person and the security solution protecting
against misuse shall be presented.

Example of interfaces and services; JTAG interface, XCP, supplier specific
services etc.

Handling of Anomalous events

System anomalies (such as misuse, unexpected system events or data
overflow) that can endanger system security shall be detected and acted
upon to prevent any system malfunction leading to information loss or
system breach. Input validation on data shall be performed to prevent
execution of abnormal input parameters.

The possible validation control could be (for example):

1. Timing/frequency check

2. Status check

3. Length check

4. Range check

5. Exception Handling

6. Out of Boundary Errors

Sensitive information management

The contractor shall take adequate measures to protect any sensitive data

such as encryption keys, personal data, financial transactions or
intellectual property during the complete lifecycle.
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6.8

6.9

6.10

6.11

6.12

6.13
6.13.1

It is the contractor’s obligation to document and provide information to
OEM about how sensitive data is managed and protected.

Security event logging

Security events, such as high privilege system access, private information
access and application security events like shutdown and errors, shall be
logged when required. Access to the security logs shall be documented
and protected from disclosure to unauthorized users. If the ECU has no or
limited possibility to store logs it shall be clearly stated what is possible to
achieve. For the details of the concept refer to "Security Audit Log".

Application Security

Application security refers to applications running on top of an operating
system (such as Autosar or Linux). It shall be possible to build a boundary
between trusted and untrusted applications, and have the technology to
prevent unauthorized access from an untrusted world to a trusted one.
Applications authorized by the OEM or in any way safety relevant are
defined as trusted applications, otherwise they are treated as untrusted.
For examples, preinstalled map and navigation apps are trusted
applications and applications from third party application stores are
untrusted apps.

Operating System Security

The operating system shall be secure and have a multilayer approach to
protect and differentiate components and subsystems with different
security criticality and exposure. Default system and user permissions
shall be restrictive and shall not provide more access than necessary. The
system must be protected against unauthorized access. Security patches
for the OS and software components shall be up to date during the
development cycle and be easy to maintain and upgrade during the
system lifetime. Sensitive system, configuration and log files shall be
protected and monitored for unauthorized changes.

Domain separation

A program’s modules shall be grouped together based on the criticality in
terms of security and then restricting intergroup data exchange. This
separates the parts affected by a failure or an attack from other parts.

On-Board Ethernet IDPS

Connected components shall have the capability to detect and prevent
intrusions from networks such as Internet or a neighboring ECU. If any
anomalies/attacks are detected these events must be logged and if
possible mitigated. The main goal is to provide network-based intrusion
detection protection on Ethernet back-bone network. The Ethernet IDPS
shall monitor the suspicious DPU (Data Protocol Unit) and its content in
various OSI layers, according the protocol standard and application layer
rules.

Trusted Hardware Anchor

Hardware Security
The ECU shall, based on cybersecurity level and required features, use
dedicated hardware security block to realize:
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6.13.2

6.14
6.14.1

6.14.2

6.14.3

6.15
6.15.1

- Random number generation

- Secure storage of keys, e.g. to ensure integrity but also that confidential
keys cannot be extracted from the ECU

- Trusted execution, e.g. isolation of cryptographic operation

- Hardware trust anchor (root key)

- Cryptographic acceleration

- Secure boot

- Tamper protection

- Secure debug

Example:
SHE, HSM, ARM’s trust zone and one-time-programmable memory.

Sensitive Information Protection

Any cryptographic keys or other sensitive data shall be stored in a
Secured Environment, such as Hardware Security Module or ARM Trust
zone, which depend on the actual security level of the component as well
as the sensitivity of the data. The purpose is to add logical and physical
tamper protection to key material or other sensitive information.

Authentication

Server and client authentication
Whenever possible there shall be a mutual authentication between a
client and server to protect from spoofing and man in the middle attacks.

Message authentication

All messages between the vehicle and any off-board system (like internet

or cloud solutions) shall be authenticated and the integrity of the message
shall be verified. Message authentication shall be used to detect tampered
messages.

Downloadable Software authentication

An electronic signature shall be attached and verified for any
downloadable executable software (e.g. from app store) so that when
users installs or upgrades them, the system can confirm that they are from
areliable source.

Software Authentication protection ensuring system integrity has it's own
concept and is not described in this document

Code Validation and Exception Handling

Exception handling

Special attention shall be given to avoid buffer overflows and
authentication flaws. All data input and output shall be validated (e.g.
length, range and format checks) to prevent security issues due to systems
errors, data corruption or misuse. There shall be a defined and predictable
error handling to handle any exceptions and error states.
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6.15.2

6.16
6.16.1

6.16.2

6.16.3

6.16.4

Code validation
Source code shall be verified (e.g. by a Static Application Security Testing
tool) in a security perspective to ensure good security and quality.

Off Board Communication Security

Identification, Authentication, Authorization

There shall be a mutual authentication process between the
communication entities before the communication initializes.

Strong authentication methods shall be used where adequate, as well as
access control mechanisms.

Anomalous Data Traffic

Attacks associated with anomalous data traffic (e.g. flooding,
unreasonable values or patterns) shall be prevented by e.g. rate limiting,
ingress and egress filters.

Communication Channel Encryption

Communication channels shall be protected by encryption. Industry
standard encryption methods shall be supported. It must be possible to
change encryption method if the algorithm used is found vulnerable.

Secure Time source (Secure Vehicle Time)

The component shall use a secure time source. Secure auditing and non-
repudiation require logged messages that include a time and date that
comes from a protected source.

7. Privacy, Policies and Laws

7.1

7.2

Privacy as Default

The protection of personal data is of great concern for OEM, and
applicable for any system using or storing personal information. "Personal
data" means any information relating to an identifiable natural person. An
identifiable person is one who can be directly or indirectly identified by
information such as name, identification number, location data or factors
specific to the physical, physiological, genetic, mental, economic, cultural
or social identity of that person.

The main rules when developing systems are “privacy as default” and
“privacy by design” to prevent data exfiltration and ensure the privacy and
integrity of sensitive information. When it is possible, data shall be
anonymized or de-identified and when applicable encrypted. Applicable
data privacy rules will depend on the laws and standards to which Geely
Automotive group is subject to.

Personal data and critical data requirement shall follow Appendix I, from
Index 32 to Index 35.

Consent, Purpose and Data Minimization
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Consent for data collection as well as the possibility to erase personal data
from the system shall be included in the system design. The contractor
shall be able to present a list of what data is collected and the purpose
must be clearly expressed. Only necessary personal data shall be stored
and the purpose for collecting the data must be clearly expressed.

8. Security Verification

8.1
8.1.1

8.1.2

8.1.3

8.2

8.3

8.4

Code review

The contractor shall use code reviews to do a systematic examination of
the program source code. It is intended to find mistakes overlooked in
software development and improving the overall quality of software. Code
reviews can be done in various forms, such as pair programming, informal
walkthroughs and formal inspections. The code analysis can be static or
dynamic.

There shall be a code review report to be reviewed by OEM Cybersecurity
team.

Static code analysis

The contractor shall perform Static code analysis. Static code analysis is
the process of detecting errors and defects in a software source code. It is
done without executing any of the code. There shall be a code review
report to be reviewed by OEM Cybersecurity team.

Dynamic code analysis

The contractor shall perform Dynamic code analysis. Dynamic code
analysis relies on studying how the code behaves during execution. There
shall be a code review report to be reviewed by OEM Cybersecurity team.

Functional test

To ensure the correct functionality of the ECU, that it works as
intended/expected after implementing security solutions, the contractor
shall submit the relevant security functions testcases to OEM.

Fuzzing test

The contractor shall perform fuzz testing. The Fuzzing test shall include
testing the software by providing invalid, unexpected, or random data as
inputs to a program and monitoring the program for exceptions such as
crashes or failing built-in code assertions or finding potential memory
leaks. For the purpose of security, input that crosses a trust boundary is
often the most interesting

There shall be a Fuzzing test report to be reviewed by OEM Cybersecurity
team.

Penetration test

The penetration test shall look for exploitable vulnerabilities. All
connected or exposed systems are expected to perform and present the
result from a system vulnerability scanning followed up by a penetration
test.
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The penetration testing shall be done by independent agency of the
contractor’s organization or a 3rd party.

There shall be a Penetration test report to be reviewed by OEM
Cybersecurity team.

9. Cybersecurity related concepts

9.1

9.2

Secure Update (OTA/SWDL)

The contractor shall support secure update. A secure software update
process ensures that only confidential, authentic, integrity-checked and
fresh software updates are programmed into an ECU. The backend is
usually responsible to create and secure the software updates. A
dedicated ECU or each ECU itself in the vehicle is responsible to decrypt
and verify the received software updates. After a successful verification
the received software is used for reprogramming the ECU. For detailed
requirements refer to "Software Authentication" concept.

Secure Diagnostics

The contractor shall support secure diagnostics. To prevent the usage of
critical services like reprogramming firmware/software on the ECU, via
diagnosis by untrusted entities, authentication must be required, before
any service can be performed. For detailed requirements refer to Geely
diagnostic protocols, function requirements and "Security access" concept.

10. Terminology and abbreviations

Abbreviation | Description

BEV Battery Electric Vehicle

CSRS Cyber Security Requirement Specification
CS-SOW Cybersecurity Statement of Work
ECU Electronic Control Unit

ECU Electronic Control Unit

GDPR General Data Protection Regulation
HSM Hardware Security Module

OCSP Online Certificate Status Protocol
OTA Over the Air technology

PHEV Plug-in Hybrid Electric Vehicle
PKCS Public Key Cryptographic Standards
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PKI Public Key Infrastructure

SAE Society of Automotive Engineering
SWRS Software Requirements Specification
SW-SOW Software Statement of Work

TOE Target of Evaluation

TPM Trusted Platform Module

VaX Vehicle-to-Everything

11. APPENDIX I: Cybersecurity Resources

SRR

Document title

OWASP — 15 i 2% [ ] 22 4 T H
OWASP - Open Web Application Security Project

R

Location

http://www.owasp.org/

ISO/IEC 27001 {5 B % &8 #

ISO/IEC 27001 Information Security Management

www.iso.org/iso/is027001

NIST-3% [H [ 5 bR e A BRI 5T
NIST — National Institute of Standards and Technology

http://www.nist.gov

W 30 P i R g 2% 451

EU General Data Protection Regulation

http://www.eugdpr.org/

GB/T 35273-2017 ([5G B LZ4aHA MANGEEZEME)

http://www.tc260.org.cn/front/postDeta
il.html?id=20180102094739

1SO15408 i FhnifE
1SO15408: Common Criteria

WwWw.iso.org

FIPS140-1: NS M HL 22 4 bRk
FIPS140-2: JNZ Rk 22 4= b
FIPS140-3: JN# A B 22 4= b

FIPS140-1: Security requirements for Cryptographic
Modules

FIPS140-2: Security requirements for Cryptographic
Modules

FIPS140-3: Security requirements for Cryptographic
Modules

www.nist.gov

SAE 21434: Road vehicles — Cybersecurity engineering

OEM

DR B IR G 22 e N AR AR B 0 H
E-safety Vehicle Intrusion Protected Application

www.evita-project.org

10

BRERAR B2 AWK R e 77 e S AT 3L

Cybersecurity and Resilience of Smart Cars Good
Practices and Recommendations

www.enisa.europa.eu
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1 REAE RaTrik www.ipa.go.jp/files/000033402.pdf
Approaches for Vehicle Information Security
12 WAIREAE B2 e i S0 www.nhtsa.gov
Cybersecurity Best Practices for Modern Vehicles
13 STRIDE Threat Model https://docs.microsoft.com/en-
us/previous-versions/commerce-
server/ee823878(v=cs.20)
14 GB/T 37376-2019 Z=IE P 71k 5 4% xCi
15 GB/T 40857-2021 iU W R A5 B 2 A HORBER Sk 56 7772
16 GB/T 40856-2021 EH(E B H R GE B L BHARER K
I TTE
17 GB/T 38628-2020 VA4 Hi T R4 M 4% % 245 T
18 GB/T 40861-2021 145 B % A8 BORE R
19 YD/T 3750-2020 Z-HAM I 2618 (5 22 = H AR5 5
20 YD/T 3737-2020 £ T2 A HE PR I 4EAE B 2 4 15
21 YD/T 3594-2019 3£ T LTE [ 4 BE (5 22 AR Bk
20 YD/T 3751-2020 ZEHc M5 SR %S Hil 22 & HRE R
23 YD/T 3746-2020 ZELMAE B RS H P A NG BRI ER
24 YD/T 3752-2020 ZBEM{E B AR & 2B B AR TR
25 GB/T 40855-2021 HIAIA GRS SEH RGE R 24
FOREL R B AR J7 1%
26 CHds 241
27 (Rt N RIEATE A NAE BRI
28 GRIEBIE 22 TEEE) 1T
29 General Data Protection Regulation
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2 1 F
2.1 P
%5 PR A H R4
1 SAE 1939-11 - 2016 | Physical Layer, 250Kbps, Twisted Shielded Pair
2 SAE 1939-14 - 2016 | Physical Layer, 500Kbps
3 SAE 1939-15 i 2015 Physical Layer, 250Kbps, Un-Shielded Twisted Pair
(UTP)
4 SAE 1939-21 - 2016 | (R) Data Link Layer
5 SAE 1939-71 - 2016 | Vehicle Application Layer
6 1SO11898-1 ) 2015 Road \_/ehlcles. Controlle_r area netv_vork (CAN)-Part1:
Data link layer and physical signaling
2.2 HARTE
Tl PR A =k P
1
2
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CALYSE ]
] BB HSCHER
ACK Acknowledgement HENE
BAM Broadcast Announce Message T B ASTHER
CAN Controller Area Network 423 | s X ) 2%
CM Connection Management EEE
CMC Common Mode Choke ALY 7 e
CRC Cyclic Redundancy Check TEIR LRI
CTS Clear to send BRI
DLC Data Length Code B KRR
DLL Data Link Layer BAEEE =
DP Data Page i it
DT Data Transfer il
DTC Diagnostic Trouble Code 2 Wi AR A
ECU Electronic Control Unit B3 BT
EDP Extended Data Page ¥ REHIE T
EMC Electromagnetic Compatibility P T 3 5 ek
ESD Electro-Static discharge e HBE IR
GE Group Extension HY &
ID Identifier PRIRFF
IG Ignition Power RUK HLE
ISO International Standardization Organization [ B b e AL 421
KL15 Terminal 15, Ignition Power KHEHLAL
KL30 Terminal 30, Battery Power EERG IR siEE]
MCU Microprogrammed Control Unit TR T s ) B2
NACK Negative- Acknowledgement HEMNE
NBT Nominal Bit Time BRARALI [8]
OEM Original Equipment Manufacturer FHL
P Priority LA
PCB Printed Circuit Board EI1l] PR 2% A
PDU Protocol Data Unit PR 5T
PF Protocol Data Unit Format PR SCEAR B e 3K
PG Parameter Group S
PGN Parameter Group Number SRS
PL Physical Layer Ve =
PS PDU Specific R W SCEE FT
RTR Remote Transmission Request TREAL H A oK
RTS Request To Send 1R RIE
SA Source Address Yk
SAE Society of Automotive Engineers EERE LRI
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SIW Synchronization Jump Width 5] 35 Wk o5 B
TP Transport Protocol RISV

TQ Time Quantum i (1] £

Tseg Time Segment EX ]

UkLso voltage - Permanent supply d==g=cEn
UkLis Voltage - Ignition switch on AT E
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J1939 CAN S LB E R RMIE A 7 CAN SLGEERWE R ER, Bz 2R, LHZE

EORAR N SWIESR, R R ME 1R, SRPERERE LT E T
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Network Diagnostic
Management Layer
OR
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5 WHERER

AITEY IR R SR E T SAE J1939-11, SAE J1939-14 F1 SAE J1939-15 e K, B 1 SfE

W & SAE J1939-11, SAE J1939-14 f1 SAE J1939-15 JEAZ R\ [EIN;, FELSW T EFERE
Xo
5.1 FARFER

P IEREE] CAN 28 B ECU 1 Rl A —E R ARIAE )1, ECU LR AR EE RGURER
AR, TR AR UEA KT S 2R A ECU 75 Rl (5 /™ AL 520«
o rhirfitA L
B2k B ECU SR AR, B A TIRAERE T, WA SRR, A RIZFEm H A
ECU I35 .
® T R
2k FH) ECU WT S IES:, M AR, ARIZE AR ECU HIE(E .
® ECUEEALIRG
S B ECU RAEEADIRA, A SRR X 28 Hh iR ST
® ECU LHIHZPRE
S B ECU FEWIIR IR Y, ASREZ IR I 2% o ()4 5
® it

WA I BEMROWZR 2R, 255 A I B R T T, AR Z 2 mi At ECU (A
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5.2 WX 2% ¥ 4

P2 AR S ZR TS5, A2 o 28 PR 2 AT = IR AT RE I 24 1 445 A DAgE S L 2 4
Sho P HABECUMEIE S HESE, RERAE NI SCL SR £ T2 i o Oy 7 ihER, ECUM

()RR AN BLAH S5 oL &g K E (nfE2dh RSTS) AR %K.

Diagnostic
| Tool
ECU ECU ‘ gt ECU ECU
|1 2 Diagnostic _] * n-1 n
' " " Connector o
—d— L] T4 |
] S 1 ? )
ECU I L : ==
ARL%_[!—.. ‘ (] (] — R,
| <« d
- L >
K2: AL 4h
FEANSE N 3R
F1: 250kbps 57 M W 4 26 0 2% 31+ S 8
S8 /e | By | B/AME | EEE | #KE B S
BRK L m 0 - 40 NGRS a5
2SR K S m 0 1
ENZW LK Sq m 0 0.66
AN LK St m 0 5
FHAR S 2 Ph 5 d m 0.1 40 FF W ARAR S 2R iR
Ay FE R AT LAYE ECU
R4 2 :
E;EE;? B3k do | m 0 Pt T L 7 4 2
CAN_H 5 CAN_L 2 fd],
AN n A 0 30
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< 2. 250kbps A BF il 4L 26 M 25 Y $h 25

¥ e | AL | B/AME | EEE | BKE &/

MK L m 0 - 40 AELFE L 2k

BT R S m 0 3

ENZWSCEKE Sd m 0 - 2.66

EAMEW S KT St m 0 5

AHAR S LR = d m 0.1 - 40 FF W A S 2R BE B
T i R ATLAYE ECU

Egﬁfg%i% o | m| o : C I, B

CAN_H 5 CAN_L k.
T RN n A 0 - 10

500kbps M4 £k ) L 45 S A FEAEO~ 1.6 TmIFITE il o e K5 mi MEHZB0S, T Ie A 5 K il

B oN40m.
5.3 22K
5.3.1 MEEN S

MARERTF TG FRI, R4 REME IFHIE

#3: 250Kbps 5 i U2 £k (P BE A T 5 50

¥ 75 HAL &/IME EHME BAE &

FHPT z Q 108 120 132
AL L mm 28 39 50
FAAT HLFH ' mQ/m 0 25 50
AR LR AEIR fo ns/m 5.0
. Ch PF/m 0 40 75 P 542 1]
AL 8 —

Cs PF/m 0 70 110 SR X B 2k
BRI mQ/m 200 225
B C C -40 125

S AL A PR RE B
" s 4 158 p
HLZE S Hh 12 r mm B B EBIRRT )90
- P AR
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# 4. 250kbps FE 5RO L L IV FRA [ S5

S 5 Hfr ®/ME IEHE BAE B/
EE7 Z Q 108 120 132
ML L S mm 28 33 38
FAA L PE o mQ/m 0 25 50
AR AEIR o ns/m 5.0
LER AR Co PF/m 0 40 75 T4 ]
T S C C -40 125
4 el ML A PERE B
Ck el iR ¥ e r mm i P HRIRES 90
FEES 247
#5: 500kbps XL Lk M A 5 S 5L
¥ s E:2FivA &®/ME EWE BAE B/
FHPT z Q 108 120 132
PSRl mm 20 25 38
TR B BH I mQ/m 0 25 50
AR LR AEIR to ns/m 5.0 5.5
A HLAR A TERE )
4 25 1% r mm B B RIAE 1990
FE A A%

500Kbps WALk I 22 SR AT AR T IR MOW Ze 2k, BT LICR FH AR IR OW Ze 2k o 75 B B K PR BE DR R
UBLRBITE, B 4R S R SRR ok . B ZERIE S % RS, BAMERBIRE IR T SR
KL

USRI PR RO LR, T BRI DG E S/ N LA 25 e, DASBE S N 451 3

AN SRFH BERON A4, I~ SAE J1939-11 HIZITR

R B HE BERGR A Wi 2k, I 75 B2 57 SAE J1939-15 ) HE RIS

5.3.2 B AR R ERTT

NI, T I A BRIERE BE /AR B O S 2k -

D g kEISE. [n N E=E 40 # 100 mm, FHAEZAARI RS E FEARIL.
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3

4)

5)

6)

7

8

D)

10)

11

12)

SRJE, EBRXE I BE BN E TR (DUEH T h RS

TEBf W2 L1 9 RECKZ) 6 mm, JEBTIT (DUEH TN &)

2Bk CAN-H £lE 2k K% 6 mm (FRHOWALZ) 17 mma0.8mm CIEFRHONAL) 4
%

7E CAN-L #fa 2k b 8 IUKZ) 21 mm JEETIWT . fEIXMRZE b XRERRZ) 6 mm (FERI
KL 17 mm0.8mm ClERFMON A L) 144k

X R ARAE &S R DR 1 B 4, (HEEID TR 3 F1 4 G T CAN-H Al
CAN-L [#JI5F;

F&HF CAN-H Fil CAN-L $(d5 2k b imAN 48 2 1 i 46 B 5

R

fER g BB E AR R AR B

SHE=ARBRIRE (SUEH T BN £k , = CAN-H Ha 4 A1 =i CAN-L $di 4k
TRIEEEE (BURED

A, JEERAR K

LG I B B ORI B ORI B 2R B4k hoty, F I R RE I T 1%
THREE,

F IS R HERE (T A TR EMC RIBRROM R (BUE FL T B RO ZD)

FE P At Y AL 6 22 A A LR Y P o A% 1 3 R A D T
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(B TRETLL

AT A B

i

CAN_H CAN_L

FEAMCHR BT 1 IR PR 4%

KI3: B /AR B O B2 rivn =

5.4 FEYR AL

ECUMIf F 5 =0 an F b =X
° KL15ffH;
° KL30fL e, KLIS/E NAEHIE S M

VEYHIECUMIL i 5 208 SUE S B ECUTNREMIVE o

5.5 TiEHE

FEIEH TAREEE N, CAN {5 LRI RIES . 8 IEH TAE GRS, ECU W LAF I
CANEfE, (HAREIE B LR o

#*6: TAFHLTEH

¥ B®/ME BAE &/
8V 18V 12V R4, ZHEEJCEN, 586
N " 6.5V 18V % YO8 T PSSR IR OR IR SC
ECU i@l IR 16V 3V | 24V RG, B RGN, B A
v 32V (L2 LRTNYISVE S I % '8
(1)5 )5 BhAH 5% A A T R 3 R

CAN 15 75 K HiE<J 1939> WA 1.3 17 162






5.6

56.1

WAFER

et

CAN #5123 FIEFE RS SAE J1939-11 FIESR, CAN #5843 7o 4R F MG e MCU i8S F

I8 E IR CAN il 2R B .

5.6.2

ek 2%

TET /& SAE J1939-11 [3&4l |, CAN Wt A 2%k B 2 DL R 2R

(D)

2)

3

4)

5.6.3

ek A% Fe VR A E S A, ECU PR i 7 B £ AU R A DR 15 3L 248 5 MR A3 215
AIERIA, EBCRHA 53575 B2 N R R 00 s
QPR R T BEHE BRSSO 45 SRR DI AR 3

AR RO 2R A MR ) DI RE, USR358 6 S fr i E e BE ) e 5

W B S 2
7 WRBIEIEDE
viths A
TJA1050 NXP
TJA1040 NXP
TJA1041 NXP
TIA1042 NXP
BfEEO

R T AMERE RSO S SN R EOE R T 2, A B FLE AT R I 2 2 AR A R R AT

ftEr, HIEEMCIRIAL, RO ORISR & 8B EECUSE I 1 ML
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ESD Protection
( Optiona)

Common Mode Choke Split Termination
( Optiona) (Must)
CAN H
CAN_H .
- CAN L
CAN_L .
SRS o CAN SHLD
H
SPLIT RS ET Z ETZL
(Optiona) . v 2 R
Capacitors €L 1L
( Optiona) I CsH

F4. {550 R

5.6.4 AR B B

N T R TP R o TP, A7 s AL P ARSI ]

BElit, PCBAT JR N 24 e Tl B AT ATECE CMCH 51 IS (Rl AN A . RIAEFE A CMCHITS L T, i
AEMCIINA thH R 4= A0 I, 1% 51 B2 T R A0 7 TR Hh ok . SR IAe Pl B > A1 AR SUA
FRIBRI -

HERAEFECMCI, B IREE— N 0QRE P B — A FLERE B .

®8: LB S

W5 i FE i E RS
1 SIEMENS TDKZJYS-2
2 EPCOS B82799-S513-N1
3 Vogt K5 2x50pH/0.5A
4 TDK ZJYS81R5-2PL51T-G01
5 Bourns DR332-513
6 Pulse TX8111T
7 TDK ACT45B-510-2P
8 EPCOS B82793-S0513-N201
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5.6.5 2% i B R

A~ CAN MIBUAR 7 e & im L P 2o PR R A B 4 Py RN & . B — 1 Hlas 2 &

AR P (R A1 Copuir) HIMIZEARINRE . T ECU ) PCB A LA 551 B £ S FiL BHL 1) 22 2B or
He.

ECU & A B &k &um il (BOZAESNSE LA — MR ibsic) »  H R RERCEAEA W B — b B
g, FL AR E 0T AR:

#*9: A

S s Bhr | B/ME | IEEE | &KE ZiE
CENVER Rz Q 55 60 65 L
ENT =3
W2 | R | kQ | 13 47 | hIREAC0 SR
Lz Y CspuiT nF 4.7
HZs 2 CspLiT nF 4.7 100
SE

1) U

2) AELun Al W AR K I 0.6m,  JUZ T AR Sk A FRLRH
HeAF Ao R BEAE N 1.3kQx1%, Rl — P B HR R s AN R 8 /.

3) R Vean 1 IR 16V (12V R40) 132V (24V REE) .

4) WA 2200 Rep B HLBAAE AR R 3F A ZA R IL H %,

5.6.6 B4 1k

AR BB R B oW L 2k

BN A — MR IE LR S5 R H e — niAb B .
B et Gl W8 AR GRS -
> RBFAETIRME;

> R PUR N

> REFGTEANMZ R R AL,

R BRI AR A AP R B Al R SR1TT, IXCAN_SHLD £k [ 552 W 1
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Ao BRI AT HEL PELRT H 28 5 7 R Y P i (R R, HEREE WRsn =1 QJ2C sw=0.68 pF.

5.6.7 EMC HZE

N T HGE EMC R, RTRAZ%E EMC B (Cy M1 CL) , W 4 Fios, XA ATRESTE EMC 1L
PRI FHE], EMC BB MRS S, (LN RIIE R PCB 75 E M Z a1 23S0 E .
PR Ca il CLIEUEAFE, FFHAEZEANEL 10%, HEHEEERW FRITR:

#10: HE
S "5 LN v B&/ME EHEE BAE
LA Cy» Cp pF 47

5.6.8 ESD fR#

BEU AT LB A R 82 2 T AT (A INESD ORI AAF Zy MZy, . AnEARTZR,  DAME 5 i CANGE IR

5.6.9 PCB fi &R

PCBAf & 5 & LA N ¥8 F J5i) «
2 LAY IR R A, DR i E AR UK A8 A 2R 51 IICAN_HATCAN_ LB .
B 55 CAN_HAICAN_LHIPCBHLIZE W LAX FR A /5 U IE AR —ife, K AN #EIL10cm.

FI-T-ESDLRA 0 1) — A B AR BHL 25 % 53T ECU I 2 £ i P 1 O o7 .

5.7 Mm%

HCANTT i i K (i F AN I 1V
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5.8 WATNETE S
o T I D55 8 SR AL B 1) S 00 3R T«
Flla: Hiff[EZ% (250Kbps)
¥ 5 Bhr B/ME | EEE | &XE #E
AR tait us 3.998 4.000 4.002 | 250kbps
Tq & NBT Tq 16 20 HWSFEK 12.a
KA R tsp % 85 87.5 HWSEK 12.a
ﬁiﬁi tsync Tq - -
%ﬁéﬁi Nsp - - -
[F) 20 Bk 5 P SIW Tq - -
ECU P ZEIR Tecu us 0.0 0.7
F11.b: ALEFEIZ40 (500Kbps)
¥ 5 Bfr R®/ME | EFEE | &KXE B/IE
AL 1] ts us 1.999 2.000 2.001 | 500kbps
Tq & NBT Tq 10 22 #WSF#ERK 12b
KRR tsp % 80 875 | #iZHEK 12b
E,H'/FE& tsync Tq - -
%#ﬁi Nsp - - -
[ 20 Bk 5 P SIW Tq - -
ECU V‘]—;ﬂzﬁﬁ Tecu ns 390

(vAingE|

B Te] B 1 (TSEG1)

Rl B

1Rk B

LEEAZ- oL gl

Hltg"‘

K5: g 24

) 18] B2 (TSEG2)
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REi 1) 7y BUk £ T~ R i) — 418UE -

*® 12.a: HEFALS A2 BtZ 40 (250Kbps)

LRE ToHE |WERLl |HEE2 | APBEHERE KEER * B K
(MH2) (NBT) | (TSEG1) [ (TSEG2) (SIW) (Sample Point) | %
16 16 13 2 1 87.5% 1
20 20 16 3 1 85% 1
40 20 16 3 1 85% 1
80 20 16 3 1 85% 1
K 12.b: HEFEAI A7) BiZ 4 (500Kbps)
B R ToHE | WER1 |HEE2 | APBREHER PRIt FKrE
(MHz) (NBT) | (TSEG1) | (TSEG2) (SIW) (Sample Point) /€
11 22 18 3 1 86.4% 1
10.5 21 17 3 1 85.7% 1
10 20 16 3 1 85.0% 1
9.5 19 15 3 1 84.2% 1
9 18 14 3 1 83.3% 1
8.5 17 13 3 1 82.4% 1
8 16 13 2 1 87.5% 1
75 15 12 2 1 86.7% 1
7 14 11 2 1 85.7% 1
6.5 13 10 2 1 84.6% 1
6 12 9 2 1 83.3% 1
5.5 11 8 2 1 81.8% 1
5 10 7 2 1 80.0% 1
5.9 AR R

v IR PRI 20T A2 DA T 23K

D IR AUE CAN W 45815 8 R R H s

2) WA RRIEN AN SR, HERAME—E, HORZEESFFAT (n. EEE. gl
HUE . 240 HIREHETH 2 CAN ML IE (5 BR [KiR 2 ER

3 KRAATEAIR;

4)  BPRIRERZE N20.05%.
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5.10

= 2 H P

> MELWITH) ECU B EMEMBMRES ERSH, W TFRIR.

#*13: ECUME B ERZH

. FH, R B P
o W BAME | WEE | BAE | BA i
VeaN H 2.0 2.5 3.0 V
Vean L 2.0 2.5 3.0 V T
FEIIRZS Vit -1200 50 mV
Ruifs 10 100 kQ .
Rin® 5 15 kQ Tk
Vcan_H 3.0 35 5.0 \%
BHRE | Vean 0.0 1.5 2.0 \Y} (2)
Vit 15 2.0 3.0 V
(1) CAN_H 1 CAN_L P #5FLFH Rin R AL 9AH [RIMEL,  AH E B 22 BN T 5% IXAF AR BXT AR
S5 URIE A EMI AR ST S B/
(2) P FF4EAE CAN_H AT CAN_L 2 ] i £ s Hi, BHL (25 35UE 9 6092

>  FTH ECU MR ALk b, EMMBEMRSHEEHRESH, IFEFR.

F14: FrBECUEN ST R HESH

HL I F P

LR | i B/ ME PR BN L::¥ivA =
Vean H 0.1 2.5 4.5 \Y XHEAS ECU F 2 i
s Vean L 0.1 2.5 45 \Y mue _
Vit -400 0 12 my | FHERLER R
A ECU AbiifE
Vean 1 3.5 7.0 \% STEEAS ECU B $2 b v
Vean 1Y 2.0 1.5 \Y MIESS
BAERAS 12 20 3.0 v fm‘/l\ ECU 42 Hh v
Vit @ MIEES
5.0 \Y TE A 3 3 1]

(1) Vean n B /AMESE B Vean_ o B /AME N L Vair 5 IME T E 1. Vean L FIERE R B Vean
AT e KABLIR 2 Vaise FE B 5E 15
(2) 3 ECU I#BIMZE R, BT Rar I, SR AEIEI, M Vair iAo Vair P8/ IME R
JE TS EARVEIMER) ECU BN Vi (8 KAR B AR 3R B E BRAE BT € o ZBNMEAT B Vaire
B KAE U IUVNT 3V,

CAN 15 75 SR #liE<J1939>

hA 1.3

24 /62






511

55 I TR

K67 N TH S BT B I TR 1) 73, 2200 B A B TR A B I ) 225K LR K

#15: {55 B TR E (250Kbps)
¥ #E | B B/ME EHE BAME B/
G5 EF T EERTTE] tr,tr ns 200 500

N TARIEZSEOF B INIEECU EAICAN_H FCAN_L Al {745 960 Q, HL%$200 pF.

#16: 155 LA T FERE (500Kbps)
¥ #E | B B/ME EHE BAME B/
G5 EF T EERTTE] tr,tr ns 15 150

N T IEIZSEOF B INEECU EAICAN_H FICAN_L [a] ) f %k b 960 Q, FHE%Z$200 pF.

V diff A
VCAN_H Vi f=Vean H-Vean L
Vean L
0% - — — — — - T
|
|
|
[
0% | — — —f— L+ — — 1 - =
! | b
! ! L
i E — e
A S T BRL St
Kl6: {55 LT+ TR E
5.12 M
5.12.1  FiERM

—MABEHLR, AT RURBA S TR EHAMECUMCANE S . M RMIEHE G, FraiEfE ke

1IEW, SRR WFE1T:
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RAT: R

ST | WRRH

W17 A

1 e ECU MU T Fel RECU M. 4k SR FFTC PR P AE

2 2231 ECU MR ZZ T AJRE A BUEEE, (HEBRRE L.
3 ECU i T4 ECU M4k SR FF PR 20015 .
4 ECU #ilth Fel RECU N 4k 22 R FFTC P J A

5.12.2  JFFERFIGEERRN

HRERETT IR RO, AN AHECURZ BT . HRMEE G, PrailE NIk e IER .

R SRR (TR, RIS LK 18,

#*18: BRI

T | BERRK

W17 A

1 | CAN_H 7t

T O AL AR S A PR 3 o TE) AN BESRATIEAS o W I AR A R0 )1
AR REA B, (EfEME L2 PR IR.

2 | CAN_L WiJF

I AR AR S A PR 5 o B AN BESRATIEAT o W AR A R0 A1
sBIFTREAELE, (EEMEEE2 FEIR.

3 | CAN_H 43| f 7

A AR LR e K UV L, AN EORATIESS .

CAN_L 523

T T 2 L R AE Fo VF RO SRR IR YE Bl Y, P BATT REA T
{5 BN S PR BRI, AT T RE ) TR

5 | CAN_H 4533

AERAEAE

6 | CAN_L fE4HJF ANESRAEAE
CAN_L %45 g o [
7 CAN_H ANESRAHAE
8 CAN_H #1 CAN_L b7 - A A S 00 P T R TR AN SR AT AT o W A A [ 00 S
[ — 457 B Whr AR BB, (AEME 2 PR
i i 2 2 b W . .
i + o =, AE = QA r o
9 R LR ) TS BEMT IS, Tl Re A E S (2 H T

CAN 15 75 SR #liE<J1939>

WA 1.3 26 /62






Vean v Vean

CAN
module
1
Ncasez]
(J \)
C) case5 I GND
Veat case6b r)
- \J
CAN
module
n-1
\‘/BAT case3 /] AN case4 |
° D G | GND
caselXcase8 X case 2
CAN
module CAN_SHLD
n {
% case 9
Termination =

network

BI7. MR

6 HIRERERR

AREHAR R T K2 BT SAE J1939-21 il i€ Y, AT ECU 1 L & SAE J1939-21 Pl

FORMIFNY, 7 2475 W0 F B = 75 K€ Lo

6.1 ik =X

ISO 11898-1 5 X T WA SCHE 3: ARAEMUANY f ot 25 1SO 11898-1 A1, ZRPIFH
F& I REHR o AR X F a3 ST — B SE AR AL T A5 M o VR4 AT
LIRSS

AR EESRAN A P S22 2 Mt AT L o

ARHIEE LT 29 MARRFFY AR, Fra ik X n e LFH /S SAE J1939-21 Pl I E K.
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SAE J1939 30 e L anE 8 Fror:

Arbitration field Control field Data field 2 CRC field
W base ID 1D extension DLC - CRC sequence | 3
@) o= tle £
mﬁﬁ EE%NL‘E :DELL MN:D%‘Q ‘&%32 :QE
G EE R A EEEE EE A AR AR E E R EEE
MSB (first bit transmitted) LSB
Key

a  Nodatafieldif DLC= 0 or RTR = recessive.

Hrp, RTRALATHFRIERES G2E D .

6.2

PR T

Kl8: SAE J1939#k k& =X

PRl #oT (PDU) H-BE A, a2 (P)  REA (R) - HHETL (DP) |

PDU #30 (PF) . %5 PDU (PS, AJ/ENHARHNE. Ay EekEH) « Wikl (SA) FIdEig.

J1939 PDU

[

P R|P

=

P3

HEERRR

SA

e 3 1|1

8

8

K9: PDUH

WAk Fra sl EREAILES0E 3, JMprAE R LH . RN ACK M B HBLAE S

Pt 6. T IS AR T, Bk LlE R, RJeZmT AT s s AR .

PREANL: BT EEE T (EDP) , A SAE J1939 R iz 4 B 0.

Bl vi: JenBcse WE AT PGN, 20l —H#) PGN.

PDU #%2: 24 PDU #&ZUIAMEAE 0 3] 239 2 [aI), JHE & PDUL #3; 24 PDU #4 I E7E

240 F1 255 2 [a]f}, W EE PDU2 #3K.

CAN 15 75 SR #liE<J1939>

WA 1.3

28 /62






K2 PDU: 24 PDU #4308 PDUL I, 5 PDU A H bl (DAY , AR ke Hbrthilk
(B B4 B bsiil (255) [ CAN imiifd. e, W TR, anfiEit 54k
FH 2 H ARtk A AH B B2 G S . 24 PDU & ACh PDU2 IF, F§75€ PDU AT & (GE) , H
TR E Hhridk (B4 1) CAN Zl it 4.

Ptk 2% b —ANREE PR R BEVLEC — e, TR CAN ARIRFT I E—1k

6.3 HERR

SCRETLAE BRI, A RS RN, B AL ThRE, R AT 102 2 g
ALY IRERSY RNy St

6.3.1 e

A T SRS A PO FLRRHB A 4 AR R fr A RO S L.
BRI B fr AT S SRR BRI 09 8 R I Z . PDUL H6X (PS Ay Hl
BE) FIPDU2 SR (PS ALY TR HREFIER 4. fr &K MA B T4 ], JuikisR. 41
5 A P

6.3.2 R

TERRAYH S IR A T M2 R BT € H AR LTS SRAZ L IRE ST XHRFE B b ik A5 K
FRONHR FVRF € H PRk 033K . R RET H 798 3K PGN"Z L1 PGN € 3o
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219: 1HRPGNIE X

SR LR &>k PGN

E T M —ANEE AN 2 % 5% 15 SR S50

H AL E R P HEEN, HEEEIERAZ T 2803 K
K 3T

EAET 0

PDU #%5( 234

k552 PDU 15 HirHiht (2R e)

BRIMILSE 2 6

S S 59904 (00EA00,4)

T 1,2,3 BeiF RIS H M G5

6.3.3 T %/ L

PR B R T RE R R BRI B 3%, AT RER

6.3.4 AN

L AR N LTV

BN ACK T FIER . 5 —H2 CAN BSOIERT, el — P hi ik ACK &, MK

W MH B ED AT RIS Ji5h, WREA I CAN #HRIWG SRRt — D ik,

AN R R B T FA I b R R B R R B A IR R T i R . S AR

N ACK L ZRLE , ZXS AR fr& 3R A EIE] Fi o ACK B NACK” (M B o Ak

ACK ZHUAME X TR FLESHHPTFTHN ACK FIZEBLEN I E FE o W THIRES A,

HINREME S VF R B AR IR — ARy 2 2L g

fi. HIREME A& R HUEVER 7E 0 3] 250 Z [Hl.

15N A S B0 B — AN R LT A
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2620: HHIAPGNHIE X

SR LR {T:RIN

E FH RS 1 7 AU s 2 TR] i 32 F- ML)
H AL E R W2 7 ZL IR T A T PGN

K 8 7

EAET 0

PDU #% 232

F55E PDU 5 HbrHhk=4 R

BRIMILSE 2 6

S S 59392 (00E800,,)

L KR 5 M e PRI R 01.939-21.

6.3.5 HIhgk

KRR S TR RIhRE . (& ThRe. Mg EHIhGE. S RMARMIIAES) AR
ORI 2 — A7) € XIhag. MR HAThae, LU ERELm T ANE R, A
A& R Z AT CAN ARIRFFIE BRI R o S, oA LA T B RO HE R St 7 —Ff
Jride MnAhRUEF E LA BANER], ATELEATIUE L DRERTIR R, ACKAT (B NACK L. fif
FI PGN=59904 %>R et & H br ik 2 15 3235 50 B M Ry € S B s L Th e . & 3k, Tl
FBE AN PGN, Horp i 719 E 0 CHEMIRD) 8t 2 GEZEVTD 8 3 (ARERNZ) o
ANSZRE, WS e 2 AR RN PGN, Heip il w49 (E 9 1 (REMIR) .« PDU R URI S5 HA )
SN IEHHIREER, EATENE T, REAFFEREZSBAAPRIE. ARt

P75 R E — NI AR PG 2 51 N
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#21: LHARPGNE X

SR TR LHA

E X XAEH PG i PDUL #%3K,  Fu Vil iR A AT 11 & S 2 1) 2R
EARTT Ro & i3 i o S G fer A58 FH 9 2 i i 8. A8 FH & S B il i
FURE, (H RIS St S SR AN WX 2545 B 2% 2031

HELRRE P EE X

EAEITR NS 0% 1785 7 1i (XFz )

H i L 0

PDU #% X 239

55 PDU 15 H prtthtik

NN Wt 6

ZH A G 61184 (00EF00,)

FA71-8 il i 7 &

HIhREM ARE X

SRR

% 22: KH B PGN & X

SR TR LHB

E X XAEH PG ] PDU2 #%:H R, AVFHIER 1T € L PS (GE) 1
P2 o H RLZEAE o (T S S A 25 B 2% 2400, il
I P AR PS (GE) BIMAE. WERBIEKE. Wik, £
FEARIY, P R AT REAE AR IR IK) GE E M B K AN o {5 J2 0 B
HEX G H AR

HE L mER P HEEX

K 0% 178571 (LFFZA)

EAE/T 081

PDU #% X 255

52 PDU MY e (HliE 7 i)

NN et 6

ZHMH 5 65280 % 65535 (00FF00,,%00FFFF,;)
130816 % 131071 (01FF00,4 % 01FFFF,4)

A7 1-8 il i 8 L

A Tfe i ARV

BEHER € SCZSHAN AL, RVEEAS R A0S i AR bk i $
BEKEARE. 2AEBEE TARKEE, TRedfE— M5B
B w5 (PGN=65280) , HTLAEHIZSELLRS &%/l
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6.4 M ThEE

DR R BRI B — 305y, BT AR E D)6 HE R B EA DK E
A,
OB AR A T SR T S RTS Y FL % BT BB & o 35T R iR IR B A H N BV L CTS Y
PSR ITE R

o HEMEMEL,

KPERT 8 4TI SR A~ CAN Hmiikded. Mk, BAIRAR AT
ANEOECE AL, SR A FR A B Al DS OB — ARk . TR MSCTT A6 0 RE W 2 O L6 B B B
T, SRS AR AT AN EE G T A R IR (S R

12 A AR SRR A H s 0 0 B R A SRS U SR DM IE R B A, PR A Al 1)
FAE SCNBAR AN F IS . P ARSI, IR A SRR, BRI R
WO AAIMEIATE R . XK G 5 0y 1 BB BT R 4% g 5 IR K% . 7549 5 i
KIE9 255, PRIt KRBy 1785 A7y (2565 1 x7 w4i/t) .« ) — M HdEtt 8
FHRBII O Bifeatsm s, 201 1058EES8H PG HSHIEWE 77, RAEH
15153 78 )y OXFF .

BB A EW RO SR 4% BB R 5 (KT BT A 1) R 0, A 2 T 4 A
RS HH R N2
o EEET.

RS TR AR E H bR I AE I, T AL FR Y AR R UL B AT IR, R AIOGIA . B
MR, RISEMSHE R, N THEE—FHEANSEAR SR KRN, WA A
AL H N R CRI RO Rtk D o REER —HBZ 8 (ZEHET/H , AR

U R 5% AT 6 BRI RE
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6.4.1 ZEHBEE

KIHE TR 3k S M B 16 E Hbsttuht . WEREADW R X2 0HE, EEAEK

B AEHEE (BAM) o RFEASEEBLAEER 4R sl (255 , fE—PMKIEE

TS AL 4 LRI L. BAM B8 7B HI 71 (=32). KIEMSHH TN ITERESESEH .

KIEMZH PGN. ZJa, R EdEAL Mk o0(DT), BIEdEE, RIET R,

TETEIF, T RS54 2 PGN=65260 (ZEAHGMARIART) o Kik5E TP.CM_BAM VLG, Kik

AR &R S TP.DT, TPDT ARSI R,

RIEN R PRI R
IS AL SR

50ms<T2=200ms

50ms<T2=200ms

2 <, -
50ms<T2 =200ms gy,

K10: MR #

223: EREFHIPGNE X

I [ 25K

T1=750ms

T1=750ms

T1=750ms

S AR el ——EHE . (TP.CM)

E S T 9 775 UL B AR 28 H 1AL 4
HEAEE R HAEE R S w5 e

K 8T CLFFZE)

EAETT 0

PDU #% 236

K€ PDU H Az bk

BRIMILSE 2 7

SHM IS 60416 ( DOECO0s)

CAN 15 75 SR #liE<J1939> fRA 1.3
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F24. THEAEME (TP.CM_BAM) Fifdi #2506 H

T Pl 7=32, THAEHE (BAM)
2,3 A BN 7T H
Et A ETR NI
TREE% SAE, ZT-T NN OXFF
6-8 AR EISRE S (e TR
#25: HARAEHIIPGNE XL
SR A FR e —H R &% (TP.DT)
E X T4 8 71 UL L EdE S B IfE
HE AR R HAEIE I S H A Gn 5 e
B 8 MFT
i it 0
PDU #% X 235
k5 3& PDU Hirtihk CofT-TP.CM_BAM s fL 1548 FH 4 /it (DA=255) )
ERNR SE 2 7
SHH 5 60160 ( GOEBOD;s )
#26: HdEfEY (TP.DT) Prfd S HE H
PS5 1-255 (1 5%5)
T 1 7515

2-8

paEE (77 . EERZOSHANERE MR

REANAL8 A7 e . RS 0719 1 WOXFF

6.4.2 B} s AR

6.4.2.1 ERAIE

FHATT SR IE—A RTS 15RE — A HARHBRETT SR, — AN St e, —4 RTS i

AT EHTN(=16). ZRIENSHA TN TR, KB RN CTS fEX

BB EE R ERIEN S PGN.

MRGE FIRNCER B RO R CTS Jim, AT LA 53T ri i e o, iy

MBI RIE CTS Ja, AT LA 5 A0S RAERE CE @A 1. I f% 8] RTS WK)E, "TEL

W RGOS A TR ZIE R
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D i RAR L ERE, B ROZ RIS — ST I (Abort) A B, X RE RS PALE T S A B — A
T IR R A 6 5 BRI

2) WRAESEER, MR ML — A CTS.

CTSHEE THEHI 741 (=17), BORAGEN M —UREBIRBEH . ERAET RUKIEI1Z CTS
BRSNS o FEACTT R AU R ) BT R A0 B R IS X L K 0.

i BER, CTS Al A& X T Bl S s, JF HEORAGE ™S UGS R AU el it
RTS 1 Byted HI%fE, KIZIEIE R EAEH BE N 16,

6.4.2.2 a5

L AETT SRR CTS Ja, BT i . R BAL M€ HAriht, sy
sSASTI AT R B R . IR — MR CATIT, HO AR RIS IR B, e AU
CTS {EEZRI B BB H B AF. HAERRER T 2L LR, Sl mb st 0.5 /5
(Th) HERRIE—IR CTS ARG HIAIET s R Pl HAL R ER A B 1.

6.4.2.3 HEHM

St RIET S, 1R 5 SO A B AL E I8 TP.CM_EndOfMsgACK, 5 Hi 3l 5 [ (41
an, EBED) KIET Abort, B HEULE] Aborts X THEUCT AU, TETE MU BUE LS KIET
TP.CM_EndOfMsgAck, i i TRl R E &% T Abort, i E20F] Abort, W LLSCHER:. Halk
BRI%E Abort J&, T CARIE B Gk 55

P BESRAE H R 2 (5 25, A ZIEEAE 200ms(Tr) A HH e 2 o BT A5 AR5 ) 2 F) 1 s 7 i o el o

AT 22 FF 1250ms(T3).
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*K27. ENBEE

i [ 2%

BRAHE] (ms)

iR

L. BT SRR R RTS B /5 —€ DT J&, K H CTS 8 ACK

FRT AR 8] 1]

T 200
' 9. RIEFTEAENE] CTS B H DT 7 1A 17
3. Ri% DT KIS [a] ] Bg
Th 500 o FF 1 5 R s 1] ] B
BRI A B b — OB LS SR R I (5 SR80 M AR AR i 5
T1 750 2
T2 1250 B S R CTS Ja &5 £ ZE B
T3 1250 AL R BB F 45 CTS 8t ACK i ZERT
T4 1050 RIETT USR] CTS(0))5 5435 E IR

CAN 15 75 SR #liE<J1939> fRA 1.3
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NAE
PAENT R TR A
I ) 5k I (] 255K
T3 1250ms Tr <=200ms
-
Tr <=200ms T2 1250ms
_—
Tr <=200ms
B —
T1 750ms
-
T3 1250ms Tr <=200ms
-
Th <=500ms
-
T4 1050ms
_—
Tr <=200ms T2 1250ms
Tr <=200ms
_—
T1 750ms
-
Tr<=200ms
T3 1250ms -—

BI11: SO0 s A

1) RIETT K% TP.CM_RTS RIHA —4 23 NFT1 1 PGN=65259 ZHZH T Bk 4 M EHE B

2) FMH Rl TP.CM_CTS M1, FoRE CaMEd B MG 5 1T R fIESE A il AL .
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3) JOEF sl TP. DT KIES 1. 2 MR, ZJEHICT SR T —2% TP.CM_CTS(0), #
AR R R IE BB A RE 3L 2 4k B S AT 0 L . FE SR RE IS 500ms S, BT AR ORI
TP.CM_CTS, Fuwe ] LIEW G5 3 T AR I M M Eidls (.

4 fEHHRA 3. 4 Bl E SR, BAlCT MUK T — %% TP.CM_EndofMsgACK, & A i) #is
B IER BN EA, LR R, bt 4 WS M) B8 1N HFE 9
S 2 TR REE, 702 PGN=65259 Z A (15 22-23 715 Al 4 BIFRIR 571y

SR E Y OXFF, TR RS PRI IS EE B A AT 982 8 e

6.4.3 R #

Stk A P e A LS P TR BR A 2

[F— B2, — AN SO 5 — AN S BLEE S — AN RTS/CTS skt sfixiifi. XAZ2RFN TP.DT A
B8 T ERIEZHA PRI B ARk, A S POGNE. (H2E—IZ], —AN5 Al PASCREXS
LA S A O R

[l —i %), — AR BERIE—A BAM [ A . XREFEN TP.DT NS ERIESHAN
PGN.

Al —B %, — AN R AURENS SCRER A T — AT s — A 0 s i R — AN i . [ —
20, — AN RO AR SRR 1 2 AN AN E T R SO s TE R R T R TP.DT RIZMS 4L

RENEET H bbbk R X 53

6.4.4 FERIHIER

6.4.4.1 R B OL(TP.CM)
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EREHSEAN T, MK MHER, PRSI S S

HE— AN G2 H) ) KN B RN A R IERAE B RE, BHEE R AR (RTS). HEVFAIA(CTS),

RIKEE W N (EndofMsgACK) . TR 7+ %32 (Abort) L) #& A %5 (BAM).

EREHSHANME TR,

*28: EHAEHSHH R

FES P — B (TP. CM)
ThagsE X T HEEKEE KT 8 N SHUA Mt
EHE H A& S HH e
K 8 7
™ F&E ks 7L (EDP) 0
4% 71 (DP) 0
PDU #% 2 (PF) 236
PDU 48745 (PS) DA (¢ 5 H Fn k)
BRI SE 2 (P) 7
ZH M w5 (PGN) 60416 ( D0ECO0;s)

TEREE PR — SR K 4% (TP. CM_RTS)

AL EIELE TP, CM_RTS [al A1y f kBB s i1 >R, TP. CM_RTS HAEH RIETT S KI%E. N

RN FOELERRIRR A R — A& R 2N RIS K, SR B ST RTS, 2008 S5 1 1 RTS,

I HIE T N 2 RTS K% EBAR S

TP. CM_RTS Hy#id W F .

& 29: TP. CM_RTS it

HEREH—FRKIE (TP. CM_RTS)
Bytel Pl 7 15=16
Byte2-3 RIESHH BB
Byte4 FIE R T
Byte5 JIET R R — AN CTS e 2 RS 1% A HUHE (40 H

CAN 15 75 SR #liE<J1939> fRA 1.3
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HEEE—E R KIE (TP. CM_RTS)

PL OxFF IH 78, REHEA BRI

Byte6 RI1LEZHH PON [#] LSByte
Byte? RILEZHH PON [r)h a) 7
Byte8 1% Z ¥4 PGN 1] MSByte

RS M —WEVF RI% (TP. CM_CTS)

TP. CM_CTS M B A 36 45 s ) — D RTS 5K, HURRE RIS mikiE . FRICT RO I A3& CTS

HEVFARCIE T RORIERE « R W AR LI LRI CTS NMAZM B . T s AR IR s — 4

Ha A (Hal—> CTS 51K) , B SRR A RRVFRIE T —A> CTS. WL R AR Ty sl

FEABAREA R, WECY FERE T —A CTS 28, MAZE 0 TRAH RGN CTs, M

i DR T A E0 AT RENS IR UL

TP. CM_CTS KA L R .

% 30: TP.CM CTS #iik

EEREH M RIX (TP. CM_CTS)

Bytel P =17

HEVE RIETT R IE M BAR AR, ZEHREA R RTS ) Byted 5
Byte2 Byteb "HEUMERIEME, JFHAE 16

0 FRREFIER:, (HABT A
Bytes BERIER R R IR g 5

Byte2=0 i, Bh#17E N OxFF
Byte4-5 e, BN OxFF
Byte6 LS54 PGN ) LSByte
Byte? 25040 PN e ja) 71
Byte8 FAZH PN [ MSByte
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EEE AL IL 45 RN (TP. CM_EndofMsgACK)

Bl A IER O EAST O SHEH M TG EUR A5, 17 IEYT RUKIE TP, CM_EndofMsgACK.,
e — MR LR e e e, BRSO 55T DR SLZ R IR AL IR 45 RN s IX RIS A 75 AT
SRATLOEIE K3k CTS ARIETT mRIS BT 7 M AR 0 G SR i 38 1 B (B A 2 m R 303 B
GERN, B4 RIEF N ZEEIX % TP. CM_EndofMsgACK.

TP. CM_EndofMsgACK [J#ifiid W R 3.

# 31: TP.CM_EndofMsgACK fi&

EBEE—EALE RPN E (TP. CM_EndofMsgACK)
Bytel =19
Byte2-3 BB S HA B K
Byte4 BRI BT R a8
Byteb {RE, BN OxFF
Byte6 F S 44 PON 1) LSByte
Byte7 FTE.ZHEH PON [y [a] 5
Byte8 FT6L.Z 5040 PGN [1] MSByte

MR B — T 4% (TP. CM_Abort)

FAK BN AR AL R b U SREOC M B RR R 1% TP. CM_Abort. HSCTT siHeii RTS 3K
JG, WZUE F B TR R A P N E R ORI S B, AR, AR MRS, B
AT BLRIE Abort. JXRERT LU R IET 50 75 45 B I At T DA Rz

KT RIE BB R, ERRE R TR B, TR E N AR TR, e Ok B,
LR 1% — % Abort F UL HGFER N RN RIET SAEBMCEHEICN £ Abort J5, Z7E 50ms Py
{5 - A . BECYT AR A BRI T Abort S5, AAAUARE T T AR SR L.

TP. CM_Abort MR W N .
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% 32: TP.CM Abort f#iif

BB &R (TP. CM_Abort)
Bytel Pt 7 15=255
TR T (1) 5 A«
l: OERHFET - NRENEREHSE, PR umEss
HoE
s REFWH S AT, EERE IR 4L
o RAEEERY, RUCEBBGT IR SE
: TEEEAR S R, IR CTS R
¢ BIIA K H BT R PR A
: AETRA B AL
: EMERFImS CRETEREE)
s BEMNTIS GRELEREE)
s ZHABIEKERT 1785 F15
10-249: {8
250: JEGFEENIER CEHE, HRAERY, WA 250
251-255: Z WL HH JEH e 3L

2
3
4
5
Byte2 6
7
8
9

Byte3-5 ¥4, B OxFF

Byte6 LS4 PN 1) LSByte
Byte7 TS HEH PON [y [a] 1
Byte8 F LS H4 PON () MSByte

IR NS (TP. CMBAM)
TP. CM_BAM F ) # R 1E— N8 . KIETT S RIE TP. CM_BAM J&, 1ERIE I 18] N a5 504 . .
TP. CM_BAM W GE H A E T K%

TP. CM_BAM IR W R .
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% 33: TP.CM BAM ##ik

EREH—T HBA% (TP. C(M_BAM
Bytel P 7 1=32
Byte2-3 RIESHH A
Byte4 Eostib i Cr RNk (gl
Byte5 {REH, BN OxFF
Byte6 FT LS 404 PON (1) LSB
Byte? S H 4 PON () [E] 745
ByteS8 F .2 %040 PGN (1) MSB

6.4.4.2 s 154k S (TP.DT)

TP. DT HKAL 1% 2 S5 h i A E s 6

TP. DT ik W, N % .

% 34 TP.DT #iik

gl — BB fE5H (TP. DT)
CikpuEs &1 I S HUH e e
Hm K 8 7
& 45 5T (EDP) 0
H4fs 7 (DP) 0
PDU #% 3, (PF) 235
PDU 4H5 (PS) DA (Xt-F BAM, DA=255; X RTS/CTS, i FI%E Hbxituhl)
ERIAR S5 (P) 7
ZHH %5 (PGN) 60160 (0x00EB00)
Bytel BRI Fo4%5, M1 2] 255
Byte2-8 SRR N . RSO E 8 M5, A OxFF A,
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EReE-Ys e b %
(%) [ IR N S T Y I T T | Ay S I N
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A A
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E12: AR
%35 ;. A%
SH B/ME BRFRAE BAE | BB
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S SLR 09*T T 1.1*T | 10ms < T < 100ms
7.1.2 RS4RI

JEL SRR AR S et BT 5 SCIRIIN [R) TRD RS T A PR A%, i s Ch IR WA KA T 2L

AP T — AN, R AZAR ORI TL R IVERIE o AOE I 18] 18] B Taelay HR4E ECU DIREREAT 1E

e S, BARE SCULREAERE A € SONHE,  BRAE AR 7 Bl .
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Un SR A SR A A I 1) 5 U3 SC R B IS TR TRI R KT Taetays AR J JUI30 SCRE 2 4% 8 i 56
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e e | P 1
Tdelay T1 Tdelay
O HHE N A Bl 545 X% Bl {55 IF Bl f5%5: X

K13: I AR S A B

236: W A]SH

B | &5 | BMME | WWE | BAE | R
EL N FE| 2 il A N
ZEIRAFTE] | Tdelay 5ms 10ms 40ms ;i—é(ielayﬂi M1 72 R RLAEL, A e b
-_‘/\/—\ ’ %‘, e > 1 1 1/ “‘ \\
emm | T oo 7 S, BB EOE L RN
ﬁi’ﬁ%& o e R, RS SR
N W GRS IR . R o)

7.13 HERHRC

P A AR SCHE Al A, R AAZ AR T2 RIS RN RS A NI R BRSO %
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i LTI I
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e Bl (55 IF B _
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%37 T2WF A8
S s | &IME | BWRE BRAE | BB
S WHEIhEEF R E X T2, AR i
S (] g B[] T2 KRy 20ms
R ESE N MRIEThRE TR R e U N, 5 A BH 1
RIEIREL BRI 3K
FEANZ 185 il .
7.2 WK E
FAETT S FRVF RIE IR e KB AR SC, BRSSO R SO K R AL FR R -
D BRI EI AR DLC KT el & T 1A DLC, W8 i DLC AbFiZAR L HIE 5

2) AR SC DLC /N T T DLC, I fl ZE BEMR ST, YOz 3L E 2K,

AREHEALE E S

7.3 g X

BB BFES T4 (DLC) 7795, AT R ARG NAL0~7" L7 2 i i A AL
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S E T N AE Intel A% AL AR (55 HRG N RICE 71 (LSB) HImRItA
A (sb) JFas .

Wk 15 Pos, AR RS 10 HAHE S Intel #% N0k S0, HRIAAN 18 L.

msb 1sb
<

Byte | bit7 | bit6 | bit5 | bitd | bit3 | bit2 | bitl | bit0

LSB 0 7 6 5 4 3 2 1 0

1 /15|14 |13 |12 | 11 | 10 8

9
o . Start bit
Isb 17 | 16

2 Signal_Alert

3 (31 (30| 29 | 28 msb

4 39| 38(37 |36 | 35| 34| 33 | 32

5 (47 | 46 | 45 | 44 | 43 | 42 | 41 | 40

6 | 55|54 | 53|52 51| 50| 49 | 48

MSBw| 7 | 63 | 62| 61| 60|59 | 58| 57| 56

K15: 1006155 EHEHEAT Cintel format)

7.4 WILAE

7.4.1 VITHE ML RE

PIUGRAE: fE LA B RS SR TN REE RATAG AL 2 i, W) ECU K i 5 S HIAGE -
ToRE: IR IEESRE T, ARG SR RE R AL (AR A% R ey Je i I W R SR 15 S M
), M ECU K izfs S HE N EAE.

AR R — DN RESE 5, B s AR 5 [ DI RE 7 2258 B . DI fE -
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7.4.2 THEE

OB 5 H TR RIE RO SR, DR 0T SR8 S I SRAS SR SR 5 S 1
158 e FRTHEER BT 0 LGRS R it e SORME,  BeAb VB R R 1

FIENT R ROCTH R AN AL R U H RS, BUEAEOR L5 IR, AR B (W E]
ACK)JE f i+ i RNl fEBus of UK J5, 2 RoffAl IE n14k%: Kk i%: ECU Reset LU=,

TR EIEE.
7.4.3 Sl

ORI AN 5 T A0E T BT R ISR N R BT IR R . FAARRIR AN SR € LA
MEAERE P B8 SO HE,  BeAl A R 7R
HWEHAF, T 7T AEROCEIRM, T 0-6 BE RO

ByteO Bytel Byte2 Byte3 Byted Byteb Byteb Byte 7
[ %% | %or | %or | %oR | ¥oR | RoR | RoR | REW |

K16: RI&A

46 1= Byteo XOR Byte; XOR Byte, XOR Byte; XOR Bytes XOR Bytes XOR Bytes

4
Byte0 Bytel Byte2 Byte3 Byte 4 Byte 5 Byte 6 Byte 7
Chex) (hex) (hex) (hex) Chex) (hex) Chex)

[ oxct | oxaa | ox55 | oxcc [ oxBB [ oxi1 | ox2t | B |

K17 B AR

RBE A = 0xC1 XOR 0XAA XOR 0x55 XOR 0xCC XOR 0xBB XOR 0x11 XOR 0x21 = 0x79 (hex)
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FRIENT R BERAE IR OSCROE N JEAT T HAIATE, RN EIRSCARR T RE T, 6 2 R B A AS
KA

BT R BRISCT RAE BRI BIR SO FR U BRSO AT, I 5 B B AR SCR S AME AT L
B WAREMEAE, WZWER AT EEF AL

7.4.4 AR AL

WS ARAE AT 1, AT OXFF,  BlCT si7E B BRSO 2088 BT A A3

HOE I
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CAN 7 g8 B — ML FREAF RPN, R BEAE CAN EAET . BRI H B2 H1 1 e

2. RHAMEHRAEE, JEAW R 5% L HAT RS, R r] IAEA AT B . 5 m i B

BT BIFR .
Application Layer
Diagnostic
} Layer
Interaction
Layer
MNetwork
Layer
Data Link Layer
Physical Layer
CANH
CAN L
K 18: CAN 245
8.1 W RORESHIR

T RE B ARESE W TR .
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A A A
=112 IGN ON IGN OFF
IGN OFF & y
Com_Special_Requested
RiEfrRE [ . !
(i) | EHBRERSE
IGN ON
R RERAE
H A I
IEHBEER
RO R
Bus offf&il]

K19 5 R BRI
8.1.1 TR
FET RERCRA, CAN B SR Z LM i 2 DU R Rz —i, 7SI 2 0 20K, 16
Z LK 19,
1) HIhER:
2) IGN OFF: ri:kFFKHI ON A OFF

3) RESET: ECU&fiJa, BRUIRERA N ALk
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8.1.2 HRIED

FE RIEBIRES, A3l CANGEAE, I HUb/E RFERESIIRE . SR JCIRE M OFF 2205 ON i,
TR B FIERCRAS VI BT miE s, W RiE s IS BRI E RN TIRES .
1) IEHBEIRE

2) JRIBITIRE

8.1.2.1 B EAERAS

IEFHBRMERE T PR E R

1) IEWFEER
FEMAER, BT IR W I8 4T DhRE L A5 BRIE .

2) R

VRN IR TE WL 8.3 7.

8.1.2.2 JGIBATIRAS

U SR 5 AE D REAE i K RS DR TR 2, I RELEHESE /) ECU (ildn ESC, EMS) FR S HEJn
AT IR X T HAFIBATIIEE ECU, MAZSZILLLT 4T A
o HIJEAIIN IGN OFF
o TSI R OREE— BRI
o PATHHT
o AT CAN@EIHALEE
o TSI F R A D) I

ERE: VRAIIJE 14T MRS N 19 ECU TIRERE L, JF 1 75 FlikiE.
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T A BN R T
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|
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A 4

TMes sagestart

TSignaIVa lue

A

TDiag Enable

: KL15 #TFF

©@: ECU &R A A 1) 3L

Y

K20: Jazh5 kMR

®: ECU B &% T Ty M SR &k oc s b —ik

@: ECU KX MBI A 5 ¥ N H A

©: A sk @ N E L) DTC & LG

®: KL15 %

@: KA @I E LA DTC & LG

®: ECU {5 1L ik X

TDlagDisa ble

\d
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i 2 Bt WL F 2

*38: Bl EIFIEN RIS

2R By | BR/ME | BRKAE (3%}
T s 0 200 | AMKLISAT TFIG 2N AR 91616 CAN BE 1 JF
centnt HAE A BSURT R 154 SCIR) I T
L — s 0 300 gg%%%%%¥#ﬁi%&a%ﬁ%—ﬁ%
Te s 0 600 BT (55 A% R 1% SR 1A BAE 1B 1), J )
Sorelvele b, {55 RS AT REH A (A
To: S 3 4 M KL15 FTIT 35 sl P 1 2% 1) DTC & R
DiagEnable %% E(J Hﬂ' [Iﬂ
M KL15 5% P 356 PR e TR 25 2% DTC & FE 8
TDiagDisabIe ms 0 50 N
(B[]
Tstop ms 0 250 | MIKEH] KL15 J5 %] ECU {515 CAN JE 1S [ [a]
8.3 RWARERAE

PO KR 3 W £ BRI, B AT AT B R G da E ROERME, IR RFRDDRERIIER (A
AE, AIRIIRE) » IR EICNAZ KNI EE. DTC AR LR bz, W45 i)
ECU #BZ2 W LT i«

e Bus Off

o MERXIE

o JBEEXR

CAN 15 75 K HiE<J 1939> WA 1.3 55/62






9 i LI R

PIZEH S I2 W E ST 5 ECU 815 HH 50 st AR AS U A L AR ) o

9.1

P 2% 12 Wy b T ¥t

W LRV 52 ST SRR IS W D RETT R IR FLS Y Bl 0 T T R R 3R B

Voltage ]

V/ DHoff

VDHon

VDLon

VDLoff

<>
TRecovery TRecovery ~
Time
K21 12 W7 e Ve ]
*39%.a: ZWrHETEHE (12VRS)
E LA LN BE
VDLon V 10 i05
VbLoft \' 9 +0.5
VDHon V 15 x 5
VbHotf \ 16 +0.5
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E: B

D)

2)

3

4)

9.2

#*39.b: ZWrHIEIEH (24VARSG)
2K LA F R AE BE
VDLon V 19 105
VbLoff \ 18 +0.5
VDHon V 3 1 5
VDHoff \Y 32 +
FA0: PRI SE IS BRI 7]
B} (8] BhAL | BAME BAE
TRecovery S 3 4
IRVERIAN, HERIR e R ATE AR N AR AT PR S g A, AR E A AE S A

M R R RS R FRRE (BRI, ECU SLEIS I M4 AR A2 Wi Th e .

Mt e TS RLE PR (BR@) B, ECU FFE 2 E Zhit i, 2412

Bty AR IA E TRecovery Ji, ECU Ja3IMZAH 12 ki DR

M TSR ERRE (R RG)) I, ECU SEEIE 2 A 2 Wi Th g

2t L A HOIRAS TR 2

WA BTHI 85I E] Trecovery Ji,  ECU JA B ERAH G2 Wi D fig

SWTHUE IR (B @) B, ECU JF RS WT R 2 i 28,

R B Al

RIENE s DTC MAFE(E ECU HE S KAt g b, RIRAE A IIAE LR 26 AR IR 2L

CAN SZBHT f it IR < 9V(12V R %) 118V (24V R4 (RIEFKRES)

> 16V (12V &%) 132V (24V &%) GLEENS) , HikS% 9.1 &y
SHIHEE <9V (12V 245 118V (24V 2% siE b E > 16V (12V £2%) /
32V (24V R4 , RFEFZRERD 1s

KL15 ON
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9.3 BRERKEE

9.3.1 BRERKEXG

PO e A I P e IS ) P A S AR S, 0455 T R i SOR R B A B4R S0 . CAN R
R FAT
1) PN RS 5T AN AIA I 1] Ji 3 P9 5 WSR2 — AN RS S, D Al S
FOETT R 5 DTC, BRALIEINE R F /M TRREHE O 250ms.  (Tx ££ CMX 1
WE SCONIRSTRIE FA ) -
T AR # R DTC = A 8] 8 SN F

FA1: EHBHEDTC ™ A [A]
B A] e E BN B/E

nbSuccLostFrame 5* & 1 Frame J& H#H>50ms
REJLHE: 10%
250 ms JiHA<50ms
REJLHE: 10%

9.3.2 BHRERBEH

PERISSAEW R I N 2R BRSO E R, e idsB il E L DTC, JffHIR DTC {7kt
ECU 9k 5 R AEAF Al & o

1) CAN ST sk it v 0 R AE 1E 2 W i e Y B A

2) i/ TDiagstart 2&1F;

3)  ARKIZF| Bus off.

CAN 15 75 K HiE<J 1939> WA 1.3 58 /62






9.4 CAN Bus off 47

X —F, FEX 24 Bus off RS Bus off Y E IR AE . Bus off IRASTEHZY
CORIFAERTHEES BT 255 BT CAN 2 i) 5% 38 1o A 42 il 45 1 b R &R SO IR AS, 17 Bus off 1K &

TR A S R e B S

9.4.1 CAN MR Bus off IR%&

iR ECU #EA Bus off JIRZS, #2854 AN HE 1) A& W ME AT SV IROC, ARMTERBALE T
GEA7 ) A SV A A BRI ARG BR AN FoVF S AR A% T SR R BR A AR B A RE
£ Bus Off Y& LLJ5E 8 23R 8l BTN Ja P EAT S RS (0 A0 A i AT, R
BB R 5 RS R e 4

9.4.2 CAN Bus off AbFEATRE

AN AR R I B TP E A 1R, Bus off K5 HR B 4l ECU SEbIIRtl, WIAE AT LA 5EnE,
Wk 21 Bizs, B Bus off & S 50e Lk 40.

Bus off ALPERIRE LA A%, Rl HRIK S AME YR 145 & b B 7 2% 35 RGO 4% R iR ) 2K
Bus-off &b #id AR H R 4 T -

D R CAN il 234 1 21 Bus of fIRZS, ) Bus off br 544 4 B AL

2) Bus off F1 kAL el — A el bR — MRS ALK E, Bus off & 4=

JE T RS AL S SRR

3 S CAN Ffil 48 75 1745

4) 7£ tBusOffRecoveryL1 fll tBusOffRecoverylL2 K2 #IE], Fr i) CAN JE1E B4k 212

5) 4 tBusOffRecoveryL 1 B¢ tBusOffRecoveryl 2 s} [a) &5 1R, 5 i 22 3 5% 32 CAN &

%
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6)

7

8)

9

100

A
Tx Error

Counter

255 —

ALV A cLITOL2 MIAAME A 0, 4715 sS4 S 4 R I R] I P ks i 3] Bus of f B
fibrd, REVHEIXA Bus off ZANELEN Bus off I H A MIhE, XA
Hds cLiTol2 (WIME N 0O 1, 5 AUERWIT 5 Mk iE s

M AL HEE cL1Tol2 /M F45F 10, tBusOffRecoveryLl 52 I Ki4 a 2l ;
MBS cL1ToL2 KT 10, tBusOffRecoverylL2 &R 55, tBusOffRecoveryLl 5&
INNCRT

RSO DR I%, T R BT R ZOIRES, 15 AUBS T Bus of fIRES, #EAIE
WHEERE, BT cL1Tol2 #75 0;

AR SOR B R AL RIS Bus off FHAFFRBARIN, 5 RU B R 22X BL L) Bus off A&

HOD IR E R AR PSR .

cL1Tol2=10

— - :
! | tBusOffRecoveryL1 ‘ 1BusOfiRecoveryL2 Time

Tx Attempt

K22: BUS OFF{& & S Ig

CAN Bus off I/ W, N R ik -

RA2: RGP E 24

28 PRt B/ [E] FAEE ] = INN
Bus Off Recovery | tBusOffRecoveryL1 90 ms 100 ms 110 ms
Time Level 1
Bus Off Recovery | tBusOffRecoverylL2 900 ms 1000 ms 1100 ms
Time Level 2
Bus Off counter L1 | cL1ToL2 10 10 10
to L2
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1) Busoff 31 24X 7E tBusOffRecoveryL1 5% tBusOffRecoverylL2 & i 45 sk b 72 - = A
Je ¥ A S RV S B
2) RN EWOTIERE: RO L R  R SCHE N ASI E I A5 AL
3) W RUERBE L ROCAEE R i S R 5 I R
4) R I 128 YOES 11 AR, CAN ERi B e N Bus off #550IRE,
ECU BCIR A HIE

5 i LifiE XIS ECK AT E .

9.4.3 CAN Bus off B £

DTC_BUS_OFF ¥ # f#-fifi /£ ECU HE 5y Rt A7t 2k N Bus of f ARZSZ000 2 T 1 ) 2% AF =

1) CAN 27 5t e R BBl E 168 12 I i LR E L Y 5

2)  Busoff {7 it#4% cL1ToL2 55T 10,

#F: 1X2 DTC_BUS_OFF it SRERAN AR EU, WH ECU A AN AL B SRR, S 2 [m] 75 ]

i o

9.5 2

R A W 2 R AR e R DTC, #H5CH) DTC & WL ECU 2 WiiiliE .
o iERE

® HilELR

® Bus off
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GEELY <HLE>

B x
70 = = AET 30
V1.0 iRzl IR
V11 5.1. B 3T ok A0 R M S SR I i
: 5.4 B3 T_WakeUp IR 2%, BRIE N SRV AR —5
B T_REPEAT_MESSAGE ##iA
5.4 ¥ T_START_NM_TX #iik
F3H T_WakeUp #iig
5.3 MR F 7745 2~7 H5E X
V1.2 5.5.2 B NM_07. NM_11 #iiR
5.7 B 5.7 LW SCANEE B R
5.3 HE 0K X 2% 5 PR SC A 5 Ui
5.4 3 N_ImmediateNM_TIMES fIkrFRE
V1.3 3 AN 15 5 A5 30 5 AR
5.3.3 SRR E N, BSCCH T_NM_TIMEROUT A
5.6.2 T_NM_TIMEOUT
5 1BE T 48 FROMSCE I I i R
B FHE R F MRS LT, 4% R S 5 N RO 2 S I
5.2 ST P 8T A 1 B
5.3.3.1.2 ST Ak S M B Y A X 8 R AR S 5 R RS R 3 A e
5.4 MB% ECU JE il — a3, VM S %5 55%
Bt T X 25 BRSSO IIR E 5.4.1 S5, FRIX 40 hn v
gj; S R & B 1D,
5'4'3 i 5.4.2 iR ECU address;
544 B 5.4.3 FEIAEE G LR R &
HTHE 5.4.4 f5R P AR
5.6.1 B VRSB
5.7 B HEIR ASHE M b P 15
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T - 1 = [T 5
2 B ST ..ottt ettt ettt e et r et r et s et reen 6
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T 5 123y >TSS 9
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5.3.1 3 < T 10
5.3.2 THITHIIETC oo et et et e e et et et ee e s e e e e e e et e e e e e e e s esees et ee e e eeaseseesesesenneseneneneees 10
5.3.3 < 2= = oo 10

B R B TR N oottt e e ettt et et ettt et r e et en e r e, 12
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5.4.2 B =t s T 12
5.4.3 BT e 7= o 12
BUAL JHSTBEHEIT oottt ettt ettt ettt ettt e et ettt eeeeans 13

D5 R B T B B oot e ettt r ettt e et 14
B8 dR IR oottt ettt ettt et r et enerees 15
5.6.1 T BSTTTELE oottt ettt ettt ettt ettt ettt 15
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2.1 ;3
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1
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GEELY <HLE>

3 BiARES

#5 TR W CHER
AUTOSAR Automotive Open System Architecture REITTL R GLEN
CAN Controller Area Network 25 i 255 [X 3 ) 2%
ECU Electronic Control Unit LIk T
NM Network Management R 2% 7 7
NM PDU Network Management Protocol date unit | K& Bl a5
KL15 A power supply/control signal that
activate nodes 15 i
KL30 A permanent power supply 30 i

CAN 2125 X 25 55 B 35 SR Ve WA 1.3 7122






GEELY

<HLEB>

4

B

AR 28 8 B R fe HE T AUTOSAR [ 45 8 B il 52 Y

CAN 222 I 25 87 3L i SR LY

FA 1.3

8122
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5 RILRE RN

AR HE T KL30 iR Mg B B AE. KL30 7 2K T B S 9R k4F CAN
BAERE . F—MB) KL30 15 5 7 25y 7] — B P 45 5 B

5.1 M BT K
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*: RN DA RIR G X AR FeVFBOR L 1)
#ALE N IRCC, SR CSCRIbR E R
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5.3.1 [ER#HRA: Bus-Sleep Mode

Y RV AN 2% M S e M T SR I, ECU 3l TR i 23 U 22 B AR AR X,
ECU INFEFFR 218 47K

FEMERRBI T, 7 2 B 4 BRSO N A SCER R R %, F HANREXT S 28 B
WOCHEAT ACK Ni%s (HRT DA S 28 B SCHRe s, fEHE MR BE 5 4 AT DL S 2o SCidEAT
ACK %o R mAEZAS, o Sl 304G R e i, 15 R Db A e P

5.3.2 TFWiER#ER: Prepare Bus-Sleep Mode

W N TR RS SN, 45 R EhT_ WAIT _BUS_SLEEP;ZI 2%,

FEMMEARAE T, SATES TR LR, RABRRL B ES), (HECUMEIR
P AR R T TAER

FEAZAER, 7 R 28 58 BRSO B AR OCEE IRk O TIB B RIEZZAE, o
VPR RIE BB A R SOK 58D (HFTASZ ERROCHEITACK R 2 .

5.3.3 M%#ERA: Network Mode

2 A BLRET, K T_NM_TIMEOUT it 58, 78 M2 B T s Th s
KB ik P 28 8 Rl SO, T A E ST A 3 T_NM_TIMEOUT g/ 2%,

W 25 A5 5K 70 9 = T N ERRS

® & 5 R UIRAS: Repeat Message State
® i I EE/EIRAS: Normal Operation State
® /S MEARIRAS: Ready Sleep State

5.3.3.1 EEHF RS

TR SORZS A PR 50 N R HRASE B o o IR A G 281 o) 2 5 K 90 2 A o) D 4% 1 (1) G
b R W BENEEIROCIREERE, A7 50k (¥ JTHRR S RO A%, IFE
Z) T_REPEAT_MESSAGE JEM @, NIk S ZAE 55 — il /9 2% i B4R SO IR TT IR Ja
H/NF T_STARTx_AppFrame W ki%.

TR R 2% BDR AR ORFF AR B S A OCIRAS HLEIT_REPEAT_MESSAGEN [ £
b, —E R, s RS M IZE T EEROCRE . RS, AR
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288 R SONTN. H 3R SCIA AR RE RS 115 BIE
AEEMRCRET, WA - BREESEE - FMEEHRL, SF
T_NM_TIMEOUT ##f, W T_NM_TIMEOUT SrEI & .

HEEHRSOCREEE WA TR

® NMIREE i TIRA&: NM Immediate Transmit State
® NMIE# KiZETIRAE: NM Normal Transmit State

5.3.3.1.1 NM HELEFIE

WRAEHEN NM PR IE TR, 9 7 PROE MR 25, 15 A 20 DA A 3
T_NM_ImmediateCycleTime K%M %8 B . A IK 1R I W 2% 7 B4R U H
Z4 N_ImmediateNM_TIMES ¥e5E, 1w BRI R 1% — F Hast J] HA 9 255 55 2 4 SC
I, AZHME RS 1.

5.3.3.1.2 NM [EERFETIRE

HEANMIE S KETFIRESE, T ABLLIE R FIT_NM_MessageCycle ki M
SR IR T S R R SR EANM PDUIE % K% TIRAS, S00F 5 NM-
Timeout Timer, JRATAEPE (NmAsrCanMsgCycleOffSet, A &RH]D
PAIE 86 JE R0 PR 28 A BRAR ST, [ I T PR T8 PR 1 S0 20 DT A ) 38 e 175 K 5 3
iIRT_STARTx_AppFrameA fE k%

5.3.3.2 WIERIERES

T AR R AR A G i T S R R AT AR AT IR R, SRR
HIEIRAS, HFHLCLE® A T_NM_MessageCycle &Ik FAR . 157 %
PERET, W8 — B R ik — &M E P, 583 T_NM_TIMEOUT #if,
T_NM_TIMEOUT R iZ BRI & ,

FERIIRAEIRESTS 9 s 0 45 A8 B AR SO R R SO ZBUIE 1 KK

5.3.3.3 MR HEMRINGS
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T AR AR S, 25 1k 30 PN 4% A AR L
EERIEIIRES T, 18— BRIRE— KM E RS, T_NM_TIMEOUT.i%
SZEE . T_NM_TIMEOUTHERY, 7 A0 R0 2 5 BR8N g N TRUEAR A 2

5.4 X 2% 5 B R SC
5.4.1 MEEER KX

AUTOSAR W25 PR SCEEM AN R R s :
CAN ID ByteO Bytel Byte2 | Byte3 | Byte4 | Byte5 | Byte6 | Byte?7
X 2% 5 2 ECU Cogittrol User User User User User User
#C ID Address Vector DataO | Datal | Data2 | Data3 | Data4 | Data 5

EHEFIRAZE L, WA R

CAN W4 H# 3 ID St 4 0x18FFFA00~0x18FFFAFF,

Hrh 0x18 ARCtdedt (6 %) ., OxFFFA A7 Al H 4 MM 4% & PGN,
0x00~0xFF Jy ECU il SA;

A0 SRR A -

CAN W% #R 3 ID St FEl 0x400~0x47F.,

FEIE S5 (5 551K Lo

5.4.2 FEWRRRRF

NM PDU K171 0 AT midniReT, &4 ECU Hatntic — M1
PRIRSE, K2 FECT 5% NM PDU & FHWRAN 19 s R IE 1

EENEHZE L, mAERAY REmi: ECU Address HJJ SA;

W brdEwi, ) NM Message ID = NM Control Frame Base Address
+ ECU Address. FH" NM Control Frame Base Address J;y 0x400.

5.4.3 #EHIFRE

W 28 B B SCEORE I I 7 1 T R LbRr A & (Control Bit Vector)
TR M EHRES, H T

CAN 222 I 25 87 3L i SR LY

FA 1.3
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AL E TR

Bytel Control Bit Vector Ei:13%)
| e 0: iR EEI RS
BitO HEROCER Lo PR E TSR
Bitl TEE
Bit2 T TEAIIAT O
Bit3 TEE
. X 0: WK AMEEMLEE (g
i M i 7
Bit4 ERIRRE 1. A CER LS ()
Bit5 T
Bit6 TR TEAIIAT O
Bit7 Tiied
5.4.4 HPEIEE

WEE BRI T 2 27 7 AT R B e XNEHEE R, SRR ERT
FIE PrFr e IR B SRR o LB A B DR v iR 1, e 50K B
L. ZFE LR B 2 1T B A B 1R ECUBE N Tl IR AR 3 A J5 B o
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5.5 4% B F S
SHLR BRFRAE &R iR
44‘IJ_:I‘ S é 3 —H‘ﬁ 3 Y,
T_REPEAT_MESSAGE 1600ms | +/-10% ;f“mﬁ T RO ART A TH
R g N Y W W = R ) ey
T_NM_TIMEOUT 2000ms | +/-10% | W38, SqutrE i R EHIN, A%
N TR ARAS 2K
4 b ] A o3
T_WAIT_BUS_SLEEP 2000ms | +/-10% gﬁ‘ﬁﬁﬁﬁ““ﬁﬁ'm%iﬂm’%‘ﬁ
J% Ty 395 B — o oY) 8% 787 PR AR S JE
T_STARTX_AppFrame 20ms ] 695 9 P ST 1 B ]
. ) POE R IEFAIRS T, WL R
T_NM_ImmediateCycleTime | 20ms +/-10% o .
1EH RIEFIRS BE & IR S
T_NM_MessageCycle 500ms +/-10% T, LRI S
PRIE R IETIRE T, CLE BB
N_ImmediateNM_TIMES 10 & - T_NM_ImmediateCycleTime k&
T [ 28 TR R R .
I N - S e e w T
T _START_NM_TX 10ms - AR B R O U 4R &
326 5 — T PR A5 PR S R A KIS )
MO IR AR 203 N I 28 i X, JT IR &
T_WakeUp 120ms ) - 7 9 24 B S A
CAN s 28 X 28¢5 341 75 SR AR Vi WA 1.3 14 /22
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5.6 CREIT®

5.6.1 R&ETHE

NM_15:
Passive Wakeup Request;
/Start NM-Timeout Timer;
Start Repeat Message Timer;

Bat Power On

NM_01
Bat Power On

/Initialization of CANNM

NM_17

Bus-Sleep Mode <«——Wait Bus sleep timer-

has expired

NM_03:
Active Wakeup Request;
/Start NM-Timeout Timer;

StartRepeat Message Timer;

NM_02:
Passive Wakeup Request;
/Start NM-Timeout Timer;

Prepare Bus-Sleep Mode

NM_16:

Active Wakeup Request;
IStart NM-Timeout Timer;

Start Repeat Message Timer;

Start Repeat Message Timer;

<« NN_04

Repeat Message
State

Immediate
Transmit

NM

NM_05
State

NM_07:
Active Wakeup Request;
IStart NM-Timeout Timer;
NM_06: StartRepeat Message Timer;
Network Requested
&Repeat Message Timer has expired

NM_14

<(——NM_10:Network Requested

NM_08

NM_12
Network Released
&Repeat Message Timer has expired

Network Mode

\——NM_09:Network Released——)-
Normal Operation State

NM_11:
Active Wakeup Request;
/StartNM-Timeout Timer;
Start Repeat Message Timer;

NM_13:

Ready Sleep State

NM-Timeout Timer has expired
/Startwait Bus-Sleep Timer

1IREIERK

CAN 2125 X 25 55 B 35 SR Ve A 1.3
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5.6.2 REETBHKM
NM_01

W& T A A KL30 FHLS (Battery Power on) , 7 k47 4% & BB H )
ok, WA SE A BE N BEIRAE I, FL A A A b g 8 47 2 Ao P AR 5K )

NM_02

24 W2 PR R AL TR IRA I, a0 R R R M R, I A L 2
B HEIRA AT HE AN B AR OCRAER NM IEH & TR

BN NM IEHRIETIRESE, 4% T_REPEAT_MESSAGE I #f, =5 b
5L, T_NM_MessageCycle A 3 ik W 4% 5 F 4R S

NM_03

A BT R RS 2 A I B A M e A SR, A Y R AT B e Y 2, gE N
NM PRIEAGE TR, TER LR E N 1.

T AHEN NM RE K 2% FIRE)E, 7L T_NM_ImmediateCycleTime J )&,
REHE N N_ImmediateNM_TIMES f 9 45 & B4R L.

NM_04
AF NM PSR 2EFIRESR T A, EiHEE N_ImmediateNM_TIMES A%
N, N NM IER RiETFIRE.

NM_05
RbF R RIRRA TR 5, ik T_NM_TIMEOUT JBI, 5 251 45 & LIRS
AREAE, {5 T_NM_TIMEOUT WAZi&E H .

NM_06

AbF NM IEH RIE IR S, 24 T_REPEAT_MESSAGE #8itf, {H 54575 E 4k
FEMZIEAE, MENEEAERES . AR ERRF LUIER B T_NM_MessageCycle
RAK I 24 A AR STRAH 26 1 B AR S

CAN 2125 X 25 55 B 35 SR Ve WA 1.3 16/ 22
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NM_07

Ao HEBRAEIRGE T /L WORT R H B A EEICSGHE R, 7 m0R M 28 5 BUIRES
DI B E B OISR NMBRERIE TR AR R8I HAR Y 5 B RS CESR AL
B 1 NMRIC, 7R R 4 IR D) 40 B A SR SCIRAS O NMIE A2 THIRAS

NM_08
Ab T AR ERAS N RYTT A, WS T_NM_TIMEOUT &8I, 7 s 1) 48 5 BARAS
AR, HT_NM_TIMEOUT L4iH & .

NM_09

Ao HRIRAEIRAS S RIS AL ORI R BEAR 25, 9 m0Rs P 2% BRUIR ZS ) 46 1)
FBEIRARS, [R5 1k 3 W 48 AR S

AR, MNTHEWIHZA AUTOSAR ML EEF MG, FALTH MEREIRES
T ARSI R B S L BEIR R AR, AR ME S IR A TS 25 PYORISCE AR Y /i)
W 2% PR AR L, TIPS X 248 A8 BEOIR S U146 21 v & BEROIR S, [R5 1B 3 I 24 A B AT
Lo

NM_10
Kb T HE 2 IR A AT R, W RAS I B A M e TR 5K, UK 90 28 7 BRUIRZS ) 8 21
HOAEBRAEIRGS

NM_11

Kb HE A BRI AS BT i, WOERT B B EEOCER, 1R NS BRI
DI 2| E B ARSCRE R NM PRERIE TIRES s SR ml i) He it = o B R AR i SR Ar
B 1 NMRC, 9 RUR R4 BUIRZS D)3 21 2 R OSCIRES I NMIE# R IE TIRES .

NM_12
AT NM IEH RIETIRES TR A, 24 T_REPEAT_MESSAGE i, H. ™ i
JEMEAR S, 0 AU I N T A% BEAROIR 25

CAN 2125 X 25 55 B 35 SR Ve WA 1.3 17 /22
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NM_13
Kb v A ROCIR &S T A, T R U B A Bl R e R 3 oK. A
T_NM_TIMEOUT #iitf Jo, =7 st HEA TR AR 2

NM_14
0T AR s R R B2 S O — R 2 AR SO, T R R
RS AN A, HT_NM_TIMEOUT WA Z4iH & .

NM_15
Kb+ FRUEIRAE SR 1Y e, A SR B A MRS K, R N R ROSCIRAEH NM IR
HORIETIRES o

NM_16
Kb FRUHERRARE AT, SRR A R R R, R N BRSO R NM R
HRIE TR o

NM_17
Ab T TORE BR BT KT A, W RN Bl B R M B R e RS ok, fE
T_WAIT_BUS_SLEEP #if 5, 7 Sk ARG,

5.7 WREEHHFHE

AN EZS 4 AUTOSAR CAN I8 £ I 55 SR 3 [ I RE A E Sl e MR 1Y s S A4 sl i i
TR EHRERUE S ENSH, AET R, R GRRY R — 3]
MRS SR FAFREATREE, IR BRONAE MRS SR A A AR5 rildd THEIRAE S, HRZA
MBI SR GO0 N 1 R NS E EIRS R IES % 5.5 B,

AN ETH R AN RS EARBETFES 5. 4 =75,

CAN 2125 X 25 55 B 35 SR Ve WA 1.3 18/ 22






GEELY L
A Network Network
Network Released Requested
Status
Repeat Message State(Activator) Normal Operation State(Activator)

>

T3

A
\

Network

Activator T1—m Tee— T2

Network
Responder

Repeat Message State(Responder) Ready Sleep State(Responder)

J\ |
vl 13 =i/ A\

Icon explanations:

T NM-PDU sent by Activator T NM-PDU sent by Responder T Application Message

K 2 mrfiE s e A

T1: T_NM_ImmediateCycleTime PRIE &KX TIRE T, P4 EHHR SR % R s

T2: T_NM_MessageCycle 1E# KL FIRET, MEE B STR L 1H;

T3: T_REPEAT_MESSAGE 5 5 % - W 2% b 1 At 5 w5 i) m] R[] 5

T4: NmAsrCanMsgCycleOffSet 4 a7 p Y 31 3= Bl M B 17 £ 1 25 — il ) 2% 5 34 S 3 5 &
2t T 5% A B ST (T TR (B, PR T P % 3 2K

CAN 222 I 25 87 3L i SR LY
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Network
Status

Network
Activator

Network
Released

Network
Requested

Repeat Message State(Activator)

T3

D

T1—w
T5—»=

Icon explanations: T NM-PDU sent by Activator

[‘E—J )

T Application Message

K 3 R i - PR R IR TR AS
T1: T_NM_ImmediateCycleTime P K&k TR T, PILE BEHR SR 1
T5: T_STARTX_AppFrame Rl A& ig 55— i X 2% & B4R SC 5 T 46 72k I FH % S 5 K T B s

M EHSHR L, LR SHIARIREARE 20ms, 565 iy BT BT SC S 28 3
RICH) 1D PLsed. MemERS PR, BRIEROE TIREHEIREM RSO 5 T U, RIS ATER 3

RN

CAN 2125 X 25 55 B 35 SR Ve A 1.3
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A Net! k
Network e Released
|
Hepeat Message | Normal Opera}ion Ready Sleep | Prepare Bus Sleep | Bus Sleep
Sta}t\e I State | }itate | Mgije | Mode
N )H,/ - ~
I [ T6 ' T7 |
| - !t Bl >
| |
| I ,
|
|
T T T T " N T AAAAAA HT ...... T
|
Actlvatar 12 ] | >
—h |
' [
' [
' |
' [
T3 |
T
i |
' |
' |
[ T N
Responder 1
: J 6 | 17 R >
v ) — A
Repeaslt’;ﬂlissage Ready Sleep State ! PreparEmE)i:esSIeep ! Bu’ag,cligep
Icon explanations: NM-PDU sent by Activator NM-PDU sent by Responder T Application Message
4 PRARE 7
T2: T_NM_MessageCycle IEH KETFARST, ML BRSO R I% R 15
T3: T_REPEAT_MESSAGE 17 s % - X 4% - it HA Y 5 0 A RS (1] 5
T6: T_NM_TIMEOUT =4th 5 i 28 2SI, 15 fUCkE e N\ Pl AR ASE X
T7: T_WAIT_BUS_SLEEP #ffi {47 7 s I [R5 1 2435 5
CAN &1 2 00 25 8 P 75 SR ARV fiA 1.3 21/22
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5.8 PR AL 2

R 2 A 3 F B B A T A R AT, B R AT
G SR R VA SRR, (AR AR T, TR A N BB R,
G SR L A PR, (LR S AR AT R, U N B R,
G RAN AT, ETT AR A A v A EER, U2 N\ B
HSRRARAS T, BT AR E R A AP EAR, U 2 1 A B A

v v v vy df

o 235 7 B ) B A B AN & T SR 4 T MR A ST A, PR D9 R B HRAR 3 T Je i
54709, DU 2 AN ) A s DU I 21 o

5.9  ZHiiRsckE

FE 2R A0 T HEARAE 38 (BusSleepMode 2# PreBusSleepMode) , MIASGER 2 K
o lE; MiEH g T2 210U (Diagnostic Session) 1 A A BEE N BEAR
A (S EEBEAEMNEEAT) .

VS WA A e 3 B3 S X 287 SRR 485 e 30 114 8 T B 0K v FLlAE 75 R

THEAIH 7L AR L

P SR AEME R BEIOIRES, RIBNZ IR SC, 2 Wi =5 2 a) ] 2% 8 B AR B
AL P 2% 7 SR AT 1) R AR S e e . BTN R b, B R B — AN s
Twait_DiagReq 4 Twait_DiagReq A i, 12 W N F AR 37 VL [71) X 284 7 BB L 5 32 19X 28 B Tl o
KL 1A HE SR RIS e . (IR & I R T AT B P RE e W3 7 A3 )

Time Typical (s) Tolerance

TWaiL DiagReq 5 i 10%

: Twait_Diagreq & — N THIN &5, P8 W 7E 42 ] S22 S0 3002 W i SR A S 8 48 45 g it
RAS B e /D B ) o A 22 92 1) 28 2 UL 21— T2 7 07 SRR ST, Twait_piagReq 78 B 25 # 22 E
J

¥ S 7E BusSleepMode Hi# Prepare Bus-Sleep Mode U2 WHR L, 5 HA

e N2 AR IE NM ROC. WIEREE S 2 A RR DI Re TR ok, T3 213 R feir.
CAN s 28 X 28¢5 341 75 SR AR Vi A 1.3 22122
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LR

%N ] VEanfd

V1.0 kel
1) 5.2 ¥, HiH SAE J1939 250Kbit/s [FAH ok ;
2) 6.1 H1,3% 28 Bk 2; PLERIE 6.2.2 1, R 2 HURE
3, e ;
3) 611 i, “CMX” NMEH 3 FAE LK —E “C-
Matrix” , CMX &/ C-Matrix

______ 4) 6.1.1 Tirh, BB Ak
Vi1 5) 6.2.1 T —BOE ik s

6) 6.2.2 T, WG AR

7) B 6.2.3 HERT RIS, FRAIIA AR
8) 6.3 TiHh, HTIMFHIA;

9) 7 HH, HTIMRHEL A BB

10) 8 iy, TEHTE A gl

1) 2799, XHEEEH

2) 4, U
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b T
2.2 B ETERY oo

KA ) & = PO
A RBIB oottt e

5 PHFRZERITER oot
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8.1 TR IS oot
6.1.1 RGBT AR oot
6.2 L 3 AT
6.2.1 BRI TE Yoottt n s
B.2.2 B B S s
8.3 LB oot
B b BT oottt
8.5 JHHTFEI oo

7 PEBHTER oo

YA L o=y 7/
7.1.1 BRI
7.1.2 P ZEARIE ..ottt ettt

8 PISKIHBEAIE BRI ..o

B L ettt
ST 2 = OO
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2 SIHXfF
2.1 ik
kel po L X4
SAE 31939- SURFACE VEHICLE RECOMMENDED PRACTICE
1 11-2006 - 2006 |Physical Layer, 250K bits/s, Twisted Shielded
Pair
2 SAE J1939- _ 2001 SURFACE VEHICLE RECOMMENDED PRACTICE
21-2001 DATA LINK LAYER
3 |AUTOSAR CAN| o, 5 } AUTOSAR Specification of CAN Network
NM ) Management
2.2 HAhSH
ikl e EZS H3# Xt
1| #1930 CANBAERE RIS | - - |HITRECANTR A
> | CAN %458 5 R 7 FI T 2 CAN 25 35 5L 75 5K
3 . MIE_V1.2
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3 RAR%HES
w5 FEXHR B iR
ECU Electronic Control Unit HL - il BT
CAN Controller Area Network 45 1) 98 [X Jak fX) 2%
GW Gateway EFS
C-Matrix Communication Matrix TAEHPE
LIN Local Interconnect Network R i R 3 )
DTC Diagnostic Trouble Code WA
ID Identifier PRIRTF
KL15 Terminal 15, Ignition Power RN
KL30 Terminal 30, Battery Power FA 7 A H
PT_CAN PT_CAN 317738, CAN &2k
Body_CAN Body_CAN % g1 CAN 248
Diag_CAN Diag_CAN 2k CAN 2k
Chassis_CAN Chassis_CAN JE#E CAN M4k
Infor_CAN Infor_CAN {55 CAN M4k
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4 Bk

PISRAE N BE TS IR, T3 25 R 2 v [RD M@ A5 P AN R R 5 i 2
RS B A EBFEEMgT, BAToEEnEl, 2BFariaR
GG AR PIOIBAE T A TR MG, W UME N R fUE R B RS T
P, A A ARAEMZE CA T R . MERGWAE Y T fUERE SN CANT M.
REZDIFEUR -

o [55HH
i
LWk
[ 25 P R
A a2

YT ZE . BIREERE . NE. M EE, W48 TS 5 BT Al 45 e
A £ 57 AT 75 5K

WAS VG A ECAN W i i K AE_V1.2

W2 B ERRNIG: 2 AR T FCAN P25 B P 77 KA V1.2
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5 MREHFER

5.1 PO

oG CAN JE{EHE: D HR AL T Haom &% CAN #RCHIThAE. CAN JE{E#: 1 5ilEH%
PERIAZ B R R AR P BB ERAT W 25 8 PR R AR IR 2R 51> CAN %84 —> CAN
F FI AR BRSO 0 23 8 SRR AR, 40 T B TR

N
A2 HJZE [RR] 2% 4 T T ] B

1% ] 1& ]

il %% i 2%

=4 =1

W paict W 32

| ‘ ‘
CAN$E: CAN#Z

K1 DR ER

5.2 e O

P SGHEIE T Gn T CANBRE A2 11 -
o AN LB MR DRE R CAN 2 11(500kbit/s)
o i IZEMLEE T k) CAN 2 11(500Kkbit/s)
o ANHIHLMER AR 11939 #10 (250Kbit/s)
o WRILZEMLEETIAER) 11939 H211 (250Kbit/s)
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6

CAN % 2 28 % B D e e X R
# 1. CAN M2k hthag e X

B EH 7 K

BERAY

B BTy RE

CAN

WL (55 B e AZ g

6.1

OB B

WSCHEE L 48 KK 75 B R ST T AN ST @ (ke ID. &%
JEBA. #dEArE . checksum. livecounter 25) # U1 3| HFr+ M.

6.1.1 RICGHER M

WOCEH,  H s X I R M R SR R, AR R RTY . dn RRT M)
TR SCE R, WOORS IR B iz ik S0, B3 WO AE YR 1 90 E T R UL B 1% ik 3L
Ja, FRRERR B B H AR TR

P 9R GW I ST IR SR 4

PR R 7R B P LTI SR BT B AR L, 3 A U A SCORT R S A A AR
Mo HIECT RAEESE 5*Tx NI Ta] A I e e B8 — A AR O, e

BEAR SRR RIS e DTC, MA@ E K&/ TIBRE R E Xy 250ms.
C-Matrix F#E SO ICRIE A ) -

T RN g fE DTC ™ AR ]2 AT

#* 2. s DTC AR (A

(Tx #

Bt ] BEE V(A B/E
nbSuccLostFrame 5% & H#A Frame J&H#>50ms
T4 10%
250 ms JAHA<50ms
T4 10%
oA G TR RS V1.1 9/ 15 |






GEELY <HLE>

6.2 {55 ¥t

SEPRE, FE ORI R RSO P S e B R, T AR
H AR T MBI 5 TSR B0, AR 26 [ B R B B AR 79 . 5 74T
AN BERSC ID. KI5 S Hef i B S

6.2.1 BEfEE X

P 5% % T Th RESOA I, A S A R0 bR R BURIE S 5 B R S AR EIUR I B Y
WL AR S AIAME, SR A N IR B OCE , SE8E S 1.
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5. 12 JATEFRIRTT B ZIAE (0X2E) cvveveeeeeeeeeeee e e et tetetee st eeeeeseseaeeeasateseeseseseeeeseseseesat e et et aeeseseneseneneasaeaeeseenenesannenas
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512, 1 FRILHETR oo 97
5. 12,2 SERFIITT TEMIIRITD coovoieeieeiee ettt s st s sttt bbbttt 98
5. 1203 SEHEFII oottt 99
5. 13 MITFRIRFFHEAT HIAI HFZ ] (OX2F) 1ottt 99
5130 1 FRILHETR oo 100
5. 13,2 STFFHITT IEMIRIED oo sse s s s sss s s ssessessesesssesssseesssssesseseeseesensens 101
5. 13,3 BN HEEHIZETY oottt 102
5. 1304 SEHEFII oottt 103
5. 14 BRI (0X31) weveeereieeeeieieeeeeseeeee et s st s s s s st es s s st saensnens 103
B T4 T FRICHFETR ot 103
5. 14, 2 SERFIITE FEMIIIRITD coovoieeieeieei ettt sttt ettt 104
B 14, 3 BIFEFEHIZETL oottt en e s e s aenennens 105
B T4 A FIFEFRTERE oottt ettt 106
5. 1405 SEHFII oot 106
5. 15 FERTIZR (0X34) oottt 106
515, 1 FRILHFETR oo 106
5. 15, 2 STAFFHITT ERHIIID oot s s s e s s s s s s s seesseneeneeseenaeneenens 107
5. 15. 3 1R T R IE TR TR oottt 108
5. 15, 4 SHIFII oottt 108
5. 16 EHIEIHE  (0XB6) cvvuveeiieeieeiseiseiseessesss st sse st ss st et s sttt 108
516, 1 R ILHE TR oot 109
5. 16,2 FCRFIITTTE MG coovvocveeeecte sttt s st es s s s see 109
5. 16,3 BB oottt ettt ettt ettt ettt ettt s s et bttt en s aet et be s s s enanas 111
5. 17 TERAZFIIE HE (0X37) covieiieieeeireiseieeie ittt sttt sttt sttt sttt sttt s st s sttt nsentes 111
T O 5 55 VOO 111
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5. 17,2 STFFHITT IEMIRIED oo s s s s s s s ssessesseseessesssssessessesseseeseeseesens 112
5. 18 JHITHIIE T PUAT (0X3D) cuurvrieiereceeeiieeseseiee sttt ettt s st s st s st s st s st s sttt sentes 112
518, 1 FRILHE TR oot 112
5. 18,2 STAFHITT IEMIRIED oot sss s s s s s s s seessesseseessesssssessessesseseeseeseesens 113
5. 18,3 BEELIE TN oottt sttt 114
T LB w2t S 2 o () ) TR 114
T LT 35 5 VOO 115
5. 19, 2 SERFIITE TEMIIRITD coovoioeieeieei ettt s sttt ettt 115
5. 193 BB oottt ettt ettt ettt ettt ettt e s s et ettt et s st et et betesenenanas 115
5. 20 FEH DTC BEE (0X85) crvurverrieirrrietssiiesssssssssessesssssss s sssssssssssess st st sse st st s st ss st ss st s sesses s st st st s s st essensessensns 116
5.20. 1 FRICFETR oo 116
5.20. 2 STFFHITTIEMIRIED coovooeeeeeese e s s s s s s s s s s sssssesseseessesssseesssssesseseeseeseesens 117
5.20. 3 DTC BB T ..ottt sttt 117
5. 204 SZHIFIIUN ..ottt ettt sttt en st s e 117
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1

ARSCRS B AEE 2 48 1) — B2 W R . R e P s AT mP IR 22 5 o BRI 5 A o D 22
CLARRIFRTE A SR A AR B2 ] 4512 W i

1.1 V6

KRG T a8 SOk, € LTS WniE, 2WiN—BEK, 2 Wi BUIR S M
HAME S

AR REEET CAN 2 248 EARBIUAT B2 Wiva e SCrk,  (EXTRRAE R A
BEIR T BN SRR A o A2 R ZE RN, ASSCAFAUSE T HARVENESCAE o ARV (1 N 5 By
A SIS IR 25 AR AL SR A R (0 o AR AR i 22 A0 75 22535 M Atk ote, R LA AR . R 425 1) 2312 A
Ta A E o

AFRVEAE ] T AR AWMU M) UDS 12 Wr, 252 & nl AR i A X B SR e 36 Y )
W0 FL ARG 5% 2 1 2 45 22 1072 W Bl i3

1.2 AR IS0 trE

R -1 ZH Wb

0SI 2 IR ALS W
] 2 IS0 15765-3, 1SO 14229-1, 1SO 14229-3
won R N/A
SR IS0 14229-2
et = N/A
W 2% J IS0 15765-2
B B IS0 11898-1, SAE J1939-21
YyELZ IS0 11898-2/3, SAE J1939-11/14/15
1.3 ZHEE. FIRFFUH
CAN Controller Area Network
ECU Electronic Control Unit
Node ECU connected on the network
DTC Diagnostic Trouble Code
1D Identifier
DID Data Identifier
ComfortCAN Comfort CAN Bus
PTCAN PowerTrain CAN Bus
UDS Unified Diagnostic Services
LIN Local Interconnect Network
(OBD On—-Board Diagnostics
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MOST Media Oriented System Transport

Cvt Convention

BS Block Size

CF Consecutive Frame

FC Flow Control

FF First Frame

FE DL First Frame Data Length

ES Flow Status

LSB Least Significant Byte

MSB Most Significant Byte

N Ar Network Layer Timing Parameter Ar

N As Network Layer Timing Parameter As

N Bs Network Layer Timing Parameter Bs

N Br Network Layer Timing Parameter Br

N Cs Network Layer Timing Parameter Cs

N Cr Network Layer Timing Parameter Cr

N WFTmax Maximum Number of Flow Control’ s Wait Frame
Transmissions

NRC Negative response code

A PCI Application Layer Protocol Control Information

N PCI Network Protocol Control Information

N USData Network layer Unacknowledged Segmented Data transfer
service name

N PDU Network Protocol Data Unit

STmin Separation Time Min.

Client External Diagnostic Tool

Server Electronical Control Unit Node

N/A Not Applicable

M Mandatory

C Conditional

S Selection

U User Optional

Y Yes

N No
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1.4 %30

[1] ISO 11898-1 Road Vehicles — Controller Area Network (CAN) —Part 1: Data link
layer and physical signaling.

[2] ISO 11898-2 Road Vehicles — Controller Area Network (CAN) —Part 2: High-speed
medium access unit.

[3] ISO 11898-3 Road Vehicles — Controller Area Network (CAN) —Part 3: Low-speed,
fault—tolerant, medium—dependent interface.

[4] ISO 157652 Road Vehicles - Diagnostics on Controller Area Networks (CAN) -
Part2: Network layer services.

[5] ISO 15765-3 Road vehicles - Diagnostic on controller area networks - Part 3
implementation of unified diagnostic services (UDS on CAN).

[6] ISO 15031-3 Road vehicles - Communication between vehicle and external
equipment for emissions-related diagnostics - Part 3:Diagnostic connector and
related electrical circuits, specification and use.

[7] ISO 15031-6 Road vehicles - Communication between vehicle and external
equipment for emissions—related diagnostics - Part6 diagnostic trouble code
definition.

[8] ISO 14229-1 Road vehicles - Unified diagnostic services (UDS) -
Specification and requirements.

[9] ISO 14229-2, Road vehicles — Unified diagnostic services (UDS) — Part 2:
Session layer services.

[10] ISO 14229-3, Road vehicles — Unified diagnostic services (UDS) — Part 3:
Unified diagnostic services on CAN implementation (UDSonCAN).

[11] SAE J1939-11 Physical Layer, 250Kbps, Twisted Shielded Pair.
[12] SAE J1939-14 Physical Layer, 500Kbps.

[13] SAE J1939-15 Physical Layer, 250Kbps Twisted Unshielded Pair.
[14] FHAEHE 2 W20 v 5k,

[15] 75 FH 4 CAN 3 i 75 SRV o
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2 ZWEE
2.1 MR

ZIWHEAE 2 X T 2 Wifs BAE IR A ZE 3845 ) B 0 2 [A) A e L
AATHE B 25 :

iz

W 2% 2

N 2

IZLNEES

2.2 2D

W AL T U5 W R HOE S NS RGN T R . ARG R iR DA TS0
15031-3 5& X [#) 16-pin @R
% 2-1 ME 1-1 #E T E 2 Wnd s 5INR % & 18 0 E L.
* 2-1 W5z X

EH EHIE X

1 N/A

2 i (IS0 15031-3)

3 N/A

4 GND

5 SGND (OBD-relevant)

6 CAN-H (Diagnostic CAN)
7 K line

8 N/A

9 N/A

10 i (1SO 15031-3)

11 N/A

12 N/A

13 N/A

14 CAN-L (Diagnostic CAN)
15 i (1SO 15031-3)

16 Battery voltage (T30)

##,,r*“

z 3 b 3 b 1 8 /

\\ 9 | W | M | 12|13 | 1] 1 15;H
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B 2-1 ZEHOERSE L (i m)

2.3 MI%E

W28 JETEAR UL B 1 X251 5 2 1)K A2 TR X 22388 4 P8 Gk B AR BN O — A
RE:SIOF

2.3.1 #EHIFFSH TR

2.3.1.1 SR

HHEHE G, DA CAN SIS, RAEIreMBER, A CAN Rtk
it (L1 A2ARVRAF) B CAN 7 el (29 S AR TART) BEAT 12 W -4k
2.3.1.2 FhkkA

W AR IR AF T R 2R AT BE S A D e Sk o 3X ATk SO0 R I S K
RIZ WK € LT K.

* 2-2 F4 R

FHTT A Ejzipy

T fETAE: i 4 SRS W AR IR R AR R . XAITVERT H B ik 2 A Ehild O

FRE S B ) W TR K. T 20 3 ) g 3 T e T iR AT 2

ik VB 31k I T AT i 2% 2 B O RO R . I B g R e PR AR 2
W bR IR 7 AR RIEE K o XA AR H S - Ik B A2 25

BRI 2% 75 2 — X ME— 2 BT bR IR AT F T3 Tk, P& — M2 g SRR IR R A —
A2 Wi SR TRAF o
FEANE 38 1) T EE XIREFHARRAT, HTSCRRZI IS0 14229 B¢ IS0 15765-4
(HEBUEIGIZ I 1€ X o
RN 2% ST 48 € A BE M2 W AR TRAF, i N D) R - HETE 3K
RN R BRI RE AT AT 20 LU PR B B2 W i 55
— /R A B 2 Wik S
—NERRET, ANTEEM R, DhREF-HENA R SRR ST (RS 1D 0x3E)
T 0 TR DR DU B 4 72 2 A8 R I AR A 2 B2 2R S i el 4 1 BRSO EAE HEAT 1) 22 i oK
T o
;t 3. 1.% Egﬁhé‘ﬂﬁﬁiaﬁ
% 2-3 11 RARAEBTS TR

CAN #RiR%F (Hex) iR
7DF M D BE T HEZ W R
TXX-7XX I B2 x4 Al 25 R P BE S A2 Winiis SR
7 (XX+8) 2 i) F 0 DA B 2 A BE T k& Dy i - 1k 12 g 7
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R 2-4 29 (WIS Wb iR T

CAN #RiR%F (Hex) iR

18 DB 33 F1 M 1524 ) D RE - B2 Wi =k

18 DA XX F1 DR TR 20 428 i 2 B A 2 - bk 2 Wi ok

18 DA F1 XX 1) o AR 8 2% 1 B S B T E SR Wi v

VE: VAR S B I H G TR R SR

2.3.2 Hiifei

WX £ AL S AT DR S, S REE K N 7 N B 0 ISR i SC . JE DR PCT B3
WBE N 0000b HEAT RS (FELHRI LS5 2. 3. 4) . THEBEMUEE K SF DL !

* 2-5 HMUEFEKE (SF_DL)

B (Hex) iR
0- 7 BB K (SFDL) A5 $68 i 7 3
2.3.3 ZhitEH

X 285 g B AT DL i 22 it ) 7 S e R B 4095 MR F I RIS, TR
LWL . WYL, NSZEE 1S0 15765-2 & XA T (g 2-2).,
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TPTransival FF Sandal Faceupr
S ——
N_AE‘ -\_\_\-\_‘"—\—\_'r_'-"!f 'r'l'-tr_r.
—_——— e ——— el
M_B=a M_Er
-
FlawConlrel Frarme M_AT
_____________ L
M_Cs
i
MN_Az mmﬁ“ﬂ"‘&"ﬁ-__:_' i
=] i
-h__hhcﬂns
M_#s BCUliv M Cr
_—— ____::_;_______'a‘fi":‘:—a.:.
B3
_ e AP
MG
H-:lrﬁ
M_As BCUlipe M Cr
——— e e H_HE“_:-:-' | X —— =
M Ha rLEr
] i —
Flreelonlrel—" e
FramalzT. =
———k Pl _I_EJ_:_EE —_———d
M _C&
———— e e e e e 4—_—— -
q_h_'“':ur.-_

5
M_#z Bl
——— e e Iag_mf‘.“:—; L sk

K 2-2 etz gy 5\

N T HRIRIEFRIELE, BRI SR AL AU T — HE N 24, XS HAE 1S0_15765-2
S PUEHT CAN F5 il g . SCRFU IS4
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R 2-6 BWIMSKZESH

e SH iR i) PEREELR
N As As 35 Il 4% 7 0] ) 265 FEAE R 32 B A% S i2 W ik SCH R i 25ms -
I} 8] o
N_Ar Ar 2351 2% U7 ] X 2 FFAE BRI o A% S 2 Wi S ) fe iy 25ms -
I 18]
N Bs" Bs 2 A% i 58 — i Bade 2l 5 B IS 32 il i 28] ) B 75ms -
[B] o
N_Br Br & /e B2 — i s 2 J5, fEdEH AR - <10ms
25 i Wt 2 /17 7 T8 1 B[R]
N Cs Cs A2 il 33 7R BRI B Yt 425 il o B R i SE i S22 J - ST win tester
B AL famaZe S 2 8] 1) 7o VRIS 1]
N Cr Crr A2 425 il 88 10 R 325 T 47 i it B2 WAL T — A28 4l 5 25 150 ms |
AR I 82T ) 0 VPN 1]

7
1) ROR TR G — AN WU, WA R 5 — R BRI s, AN EEE Toms 5 .
2) N,CS ﬂ%jﬁ%ﬁﬂ‘@ﬁ ST*min TesTER &E{ﬂﬁ%*ﬁﬁ SThin testER 1EZ:&E5§£ 2/3 N7CT0

& 2-1 LN E S

24 g BRIME
BS BT SR T3 RIE i KL i 0x00
STain tester SThin rester EX%{M iﬁiﬂﬁﬂ/}ﬁj?ﬁéu rl]ﬁjiii B@X‘_E'Hﬁ‘%% 0x00

o T ] A8 R B S B i
STminJiCUD STmingcu %ﬁ % X j"j ?ﬁﬁ%u %% Uﬁ jlij ﬁ éi fl]ﬁ ’ﬁz: iﬁ]ﬁ% E(J Hﬂ' I‘Eﬂ é% OXOA/OXOO
N_WFTmax” LR AR A S oA e PR B K EH 0x255/0x00
VE:

1) $EH) 32N B A IZAT I, STa s BEIZSE “O0x0A” o FEHIGAET] FEAFIBITHS, STanswly “0x007 ;
2) AR SRE il 4% -

FEgRRE T, (SIS DL T P a5 PR 5 Ay, (AR Z RO TR SR, FRHARIRICEIE K. BRritk
LABE,  REAS SOV TR A S5 AR 1)

RESKGIECE

MGAFA R LIRS B RO, RSP 38 A% AT S5 A o 2 8 S AT R B0 6 S 220 T D

2.3. 4 BG4S

BN (SF) . it (FF) . 3EZi (CF) slyiidzfilie (FC) 47 8 Fii¥idiin. &R
2-8 LU ARSI,
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R 2-8 HlEairy

BRI G
HROCR A Byte 1 Byte 2 Byte 3 Byte 4 -8
Bits 7-4 Bits 3 -0

ERLT (SF) 0000 SF DL DB 1 DB 2 DB 3-7
SE—mi (FF) 0001 FF DL DB 1 DB 2-6
WESEmT (CF) 0010 SN DB 1 DB 2 DB 3-7
gz il (FC) 0011 FS BS SToin N/A

2.3.4.1 F—ijj

WU T R 7 SRR 6L, e AR LML (. PCT
BN ByteD) MEET A 0001b, H—AFHIICEF A AT (Byte2)
FRHURH KL

* 2-9 FH—mwiEPEKE (FF_DL)

{8 (Hex) Fhid

000 - 007 S|

008 - FFF S —mE R K (FF_DL) (& #7194k, 12 {2 FF_DL #ig F R %
K% 4095 MR FT .

2.3.4.2 FEgm

HELMTHILAE S — Wi J5, PCLAYE T 19 80010b, (K377 15 R emi)T 55
(SND , SNARHEPA T B 52 X -

EMiKISNIE A 0;

BT R 2 —MISNAE M 15

BRI — AN, SNEH N

TR AN 52 el SNAEL 1) 1155

YSNIHIE R 155, F— NS SNE ~0.
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# 2-10 515 (SN) EX

PSR % FF CF CF CF CF CF CF CF CF
SN (hex) 0 1 2 .- E F 0 1 .
2.3. 4.3 sk

Fisk I R e — MRS )G, B2 IELEW (CF) R5E R UL S
WOZRER AR USCTY 5 R IR — AR I AW PCT 25— (Byte 1D FIf 57154 0011b.,
TPEHIRES (FS) o SRR IREL (BS) « St /MAIRGIN 8] (STon) FRYSE LANF

£ 2-11 WBEHPIRZE (FS)

f& (Hex) iR
Continue To Send (CTS)

0
RN CEWERUT 54 BS 75 B I B K IE LML
Wait (WT)

1

MBS SR SIZIEE G N PCT 3B — 1 IR0 FS % B N 0001b B T49mi5 . 4%
SBURIE Ty M B A IR S N_PDU, JEEHT R s ) N BS i 28 .

Overflow (OVFLW)

A SNV IE K N PCT 25— R4 FS &N 0010b 34T 4mh%. E¥45]
2 E R TT TRk BARSC AL, 35 N_USData. confirm AR 451 F S%k
<N_Result>=N BUFFER_OVFLW. % N PCI Jf¥ZH IR SSHUEAN FOVFAES — M N _PDU 2 J5
MW N_PDU AR A&, FRAOPR T2 B B9 55 — il N_PDU B4R SCKE FF DL @i 1
PSR I AT RN R D o

3°F TR
R 2-12 FFERIEUEL (BS)
{E (Hex) #id
Block Size (BSmax)
00
FTRAE Sy BRSO AN B R RPN B A 1 SRR 45 82 1Y) Rk B
Block Size (BSmax)
01" FF
SE LN E) T — ARSI WU L 53 SR RN ECR .
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[Fa) o B T8 5 ST PRI 8 it 2 18] ) die /s S VFIRS T (ms) o N 25 ST Ta] B e T

2= 2-13 e/ NMA] R A] (STain)

{8 (Hex) iR
At ] 5] B Y8 ] : Oms—127ms
00~ 7F
STuin YE I 0x00-0xT7F, BN 24Nt ZFP (ms) o
80"F0 e
B[] () B Y Rl : 100us = 900us
F1- F9 STuin Y FEI7E OxF1-0xF9 [ AL A 100 1t s,
ZH1E 0xF1 A3 100us.
ZH{E 0xF9 483 900 1 s,
FA-FF {6

2.3.5 CAN mi%dEiE%

TEAERT 1S015765-2 AER PRSI, #5823 MW a5 26 CAN ity DLC % & N 8. 24 DLC A
ST 8B, P28 N 2 150157652 CAN i,
RS W SCHE A CAN Wiy 430 8 N 715, B4R s B 3 e DL 2L

SRIHTT

#* 2-14 CAN WUHETEHISHL
S s e e
SR R E T E A SGE B _PaddingByte OxAA B G (o7 33
2.4 NHE

2.4.1 HESHEX

MBS 2N JE R A
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Client Server
-\-‘_‘-\_""‘--\_._
Client Request
—— ___________\__b ________
l P2 can_server
P2 can_client Server —
Response_Pending
— e «— _
P2*can_server
P2*can_client L e — — ——
Server —]
Response Pending
—_——— 3
e,
P2*can._ciont e | premsener
Response_ Positive |
Nagetive

P __Q-ﬂ‘ff

K 2-3 2N R R 25

7 FE 2 T 2 0 SR s

* 2-15 LW N ZE 825

s .
S HER ;(*ﬁﬂ]‘ HERE TR R E
ms) (ms)
P2 client T RIS IR, I3 T LA R ) 87 4 SC R S RS ] 150 n/a
Pyt A LB AU RS i S SC0x 785, S5 A RIS 21k 1 i) 5000 a
et I S g TR R N B TR
po, P2ews server B XA | 2RV A4 B0 46 FF A L HL /et “ & 3E /7 n/a 50
(e 2 R (F 8 55 ) FIHRREER TE]
P2 cux server B 58 XN | B AE K IE TS SEMI N OXTSZ Je, &l
P27 server 25 mINA L B i “AIER7 2R (8 A E) I FF n/a 2000
SL[E]
- R R RIEEREEOMATILERIL, Hefer | "
e R AR BRI N
P o1 W15 28 ) R T T NE I Dhae F-hbiE SRk S0, FI'ERER n/a 50
e fune &R — AN EE HREE SRR ST A I B /NI TE]
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2.4.2 =iGHEER
DRI S, W E R,

Client Server

-:I'as.’cer F‘re@en!_

T

_—— e — ]
53 client Server —
= Responsa{Cptional)
W—__ e -
——— e = T===" S3_server
Tester Present
\i-_ﬂ_ Y C

K 2-4 2N R 215

MW S TENAEBRA S TERE, R B S TR ] S8, iR S H0EN 1S015765-3, fUEH T
CAN Mgzl de . W TAFMIMNLZ  C(an LIN, MOST), BfRIZEmIReAE. 2 E4E S
I IS0 15765-3.

y =
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R 2716 S ULE LN E 24

RGeS ¥ FEcling B
P ZRAE AR EMEATIZ WG RIOCHIE LT, o] DURFRLE
EERIN S TEAR TR I [] o 28 01 2R A AL ERAT AR 12 I8 R 25 1ot
53 TR, #REAT IR B IS Sserver i B8

‘ AbH SEL AR 55 Je (i 240 18 i SC LT o i N AR SCAN S
SEMAR RS, ANEHENRC 0x78), 44 # 37 o 20S 1
S3server T 25

5000 ms n/a

s — AN E AR . DIRE Tk TesterPresent
(0x3E) i RSO 4 H| 2R ORFFE AR BN Sl B, 2 —
AN &S o MBS 2 W 216 A 7E B M T 28
S3ctient n/a 4000ms
A — AN ML R ) EE -1k A 0x3EH TesterPresent
T SRICCH, B f0 fUEAE W A R AN R — 1T
25, DMEAESR D 7 — A2 Wil SRR CSCHIE LRk B2
S ORFFE AR A 21

2.4.3 BAYMEILMTYEET HEHIZ WO RFRIR

HALR R SRS N A o, A — A AT B2 O ] . — N2 iSO B — A RE
AEBR—ANER . BRGE, AR Bk SC OB 18 T Ak SR Y RIS 2 DI RE ) #B 4 i HT L 3
P, ELFUTE SRR S AL P (A28 A 24 W 7 B 5 W 2 2 A 9 DD

S TR RG] A7 150, 06 25 B A L

Lo B Y OR P BOR 2 4, A B R e DR L AT I 2 Tl A FIs IS . R
Frfom 25, R ThRE S0k 107 Ak 1% SPRMIB=true fI7G 24/ TesterPresent 3L, fEXFh
00 T P s L U5 R A AL B . P 8% ST IR LR IR OO & “PHZE” MR, JF
PR AT DAL 3 J5 252 1) 3 1k 4R O

2 IRAEH S SR AN NSO R K2 WG K, HAREIUAH RIS (a0, M aRis
W) A FIEEPIRES, R R R — AN S AT R, W ARIRUAR 5% R B 551 2% 1
Re RN TE, IR ANHEBOH R K72 W AR 55
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2.5 LR

T ELE 2 W N ST 18] A B EAE CAN 2% 4] 2% .
it BCM [ CAN/LIN S ZRi2 W =% .
2.5.1 BCM CAN/LIN & ZRiZMr %

BCM 1y [E]4% CAN/LIN B2 < & 2-5 B

- BCAN diogmos e servins
1
i
1
1
i
1

Client req
Fxternal teat tool

L

1
Comfort AN i hignestic
SErvice
SBPVET TESP

L= | e s +

slave LINnode SlaveResps

Comfort CAN

BCM (LIN DOOR LIN Bus
master)

o pDAPWL | | PoAPWL | |RLAPWL | |RRAPWL || 15
SCNSGE

K 2-5 CAN /LIN ML/ W GRfiD

PR T BN iZ i @ 2 W R AR 55 (s 0x31), SRELE A% LIN T SEE A1 B A
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WA “Bus off”

PERE DTC #UE, WL S BRSERE SR 2 -

3.9.2.2 SRR F B B A R AR TN

25 1) 28 IS 127 R W A W) 3813254 3042 1) 8% (40 T A 71 0 L 4% ) o o 3, 7 42 1) 2 50 1) L
By (i, ARERES . PATEE. FAEALERERS FEHI N A RER: (B0, ONTERR RS . W
AR BB %)

{5 | s BEAIN T 6 X HAELIG,  of PR YA K S5 A LB B, U R P
s AR/ AL/ RIE L DTC TSI ks 5%

R 3T HEFETIAE ) S A R R AR 51 3R

P55 PE o ) P i PR R
01  PFREIA RO (i, BRI, B E A BOEEE 1 R,
02  PFRHEIA SR E AR (1, MR — NN S A A E AR, OGN B R
H) .
03 [BELHIA Yo} FEL YR R I BT I
04 Bl Dot Hb R 1
05  [BEHLHIA SEIRE E LA R (B, F SRR KR EOR . ElEEEE. 5 AE
FHES) .
06 [FM. PCM. PWM  [of FHJR4EEE .
BRI, AL
5
07 |FM. PCM. PWM [RsRg T (RE-FRB > SR ESGR P RE) -
B VAL PN
5
08 |FM. PCM. PWM [SEEiEE e @ ) iihs (Blan, 552 KB EoRR. BB, E55 040
BRI N, 22 (A4 A5 .
B3 ERE]
09 i IR Bh 28 DXoT FEL YR AT I
10 far i OREh 2 Do} Hb J i BT I
11 B IRsn e FH St 4 s ) A (i, AR BRI )
12 BEHEsmgEr ESmE DIC J%.
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13 [fYE i AT IS AT I 42 1) 5 P P IRt ey o 20 7 SRR ) 8 AN IEHOIRES, f— BUt /]
W, DHRERR > Bl R Ak
14 [HYF i BT T2 AT IR 28 1) 2 PR P IR R i, R 23 %5 7 T T 2 A I e

s CIEIEEESI B SIHLRIZTRD .
16 [HABAMER S . [HI S0 e .

3.9.2.3 MEEEH

W PSR TR A A A — DO R s 2 A T R, DRI B RRES Y “ A7 A - R
AlEPE s R R oL, RIFE — e NS, JESER A MR IR . BRI
PR K26 A AN EER AR

3.93DTC

AATE LT AT N

DTC fi 45 )
DTC ##id

Lok

i RE 2%
PR A
LA
W A
ERV/EER 71

3.9.3.1 DTCH#g

SFAT NI B T ME— AR IR N AF R IR . DTCAE =X b TR A5 B2 3 2 SAE_J2012-
DA DTCFormat 04, ISO 27145, HIESRZHEEISO 15031-6, Nl FH M — [R5 44 1 244 5 fn E —
NSNS 25 (0x00) &

T 242 DTC B123400 (K74

% 3-8 DTC &5#4

DTC High Byte DTC Middle Byte DTC Low Byte

$9 $9 $3 $4 $0 $0

1 JoJo 1t fofo 1t ]oJoJo 1t [1]o]1]o]o]oJolfo]o] o] o]o]o
B 1 2 3 4 0 0

3.9.3.2 DIC #id

] LA IR P A AL RSO SRR (o oo kT 425 e ko FLRAELS 7 Do SR AN BCU A7 i
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aAR R RE HI A R AR

3.9.3.3 R

FE— LT, RIS HAR S KA A, I A SCRFFI A2 52 DTC P A2 i KA DTC
WHEL. Bk, FE-MIRSH.

XFFAE—AN DIC, ARSI E S BRIEITER . il dsfh R AR N 3R 3-9, A& DIC 42
RGNS RIS Bl RN DTC KIS .

U SRAEFTIK DTC ML, T DTCOIRZSAE B A2 il 45 A7 R, T R G AT E & 2
W f5e T K] DTC, 3 & IR A7 AR I BR AR T HLAth DTC, BASRAG 23 IR 2 (R R A7 i 5o ) DTC

R A e ot — A HE T BB FEHE P 454 o WOBR 10 S8 20 T 2 A2 P s ) A7 CL i
A7 PR i e 2 F NS B o BB S840 1 H0E SUNANREM A A RS BR (Rt Bae, A4t 1
f¥] DTC B AT it e A7 R B KA o R IL 5640 2+ on W8 SO0, AT RAHITAH A B Rt o
20 AR NP AF R K R (BT, s d 2 (1 DTC R Bl fli a4t 3 1 DTC).

fifi £ DTC ZHEAE LN 2K

D = fESegii) DTC R A= A AF F I B b . =i Ja i) DTC S48 18 S NS fid RiE sk
A i A HETOR SR 0 i

2) CFEAER (EPHBETAELER) DTC ANLZAIMER .

3) MRS RAL ) DTC,  PAR SR Kok . IX RS I DTC M5B A Bk o

VE: Sk b, AR AN DTC Bl , o dlhs A7 O3, e 1D MIAREGE DTC (A2 mfiised N
HPMER o U0 R HBEE 1 DTC AFAEAE SR A A7, BRI SE L0 DTC Ab, ARATHT DTC KB 20

PAE 1 2] 255, FR5E LT PSS NI FH T :

* 3-9 DIC gk

Wiegk Mk
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1 4 A MO XTSI o b+ BB A T E S R A O . A O R TR E R R
5] .
2 B .
3 N BB, 78 )5 RS B RE M O I b
n 24T B A A s PR R ; ZE A (5 AT RE A2 B PR
5 A
6 o BE A S S S, IS IRSGHIE (I, SERYIKE. B, Bk, 2%
7 (2 M 7 325 5 L AN R ) 2 205 5 ) ) e
3 — A B
9 R A 15
10-255 R E
vE:
fitif7- DTC ELIEFLL T EoR

BN 52 3CRFI DTC 2 e — M e 2
PSR 1 (At B AN S T A i A LA R iR 2% H R B KB

3.9.3.4 fHEE%M

F A DTC Z /i, LA 2 AH L) R GUBAT 256, R Wil R R ok Ak . A7 %Sl fig
SEAF, WS ILE 3.9. 2.1 . IXMBL—FREAR 55 BOR N S RENE R IR 3-10 FhoE LA PHI T
Al x K

2% 3-10 FERESR AT

G5 O BT 42 & 1 77 K)

AL Ot B 42 1) 45 RO R 3 7 3K

3.9.3.5 FEAE%M
FRonyEH 28 % & DTC & 1F.

3.9.3.6 ZHEMH
FRm 06 R R B 26, A REME DTC MZALIRE B A BEIRES

3.9.3.7 BE#®ME

R iR 2H L Bt — 2 W 0 A P 7 B BRI o B AR A 5 AR 55 B 1 T el A 7 3 T RT A
AL RREAT O (n, S RN E ) .

GCV Diagnostic Requirement Specification Version:1.3 Page 51 / 118
= BIER, FIFAEHRR. 8F. AR






PEZ: P

3.9.3.8 HIKEIRHE

a7 IS [ HE AR P I B C A7 A DTC SR AF (9 dn: “ 42 40 DMEHLIEIA,: 5L 100 4> IGN
ON to OFF fE¥, T2 DTC B NBUEIRS” .

1E L

OBD U5E, BRMLAZSR NIANLAEAAE R sy, W AR 2/ ETF 22°C (40°F) , JFIk B H i

70°C (160°F) (60°C (140°F) . W15 &3 47 1 A8t 255 IR E, B4 T4 B W AZARERTE 255 UK, A 0 IR

3.9.4 DTCRBMEE

Wk N AR DTC, WFEENPIRAESEE . DTC AR B rT LAF BhERAT T #% DTC IFRAS, 1
IEBIRES . AP DTC B4 RS TR R4 UL KB T Fam a1 SRARES

% 3-11 DTC IRESNHLE X

fir | #k HegAEX | ek &

0 | Mo (4 iy M M; AL BOHT AT BT A R
)

1| Az 5634 1 M U/ GALARREIR AR I, 8 2 A A AT K SR )
AR T it.
2 | ¥fF DIC M U SALFENAE H AT B IR E S RIS F A I a], 22
Wl 2 A 2 Dk 7k IR I 1)
giR.
3 | HAEMI DTC (Jh M M A 7 B WO A A Cagder T 21 2 9% 22 1) AT R
) K DTC A7 AE K IYIAF it o

4 | H LG A M Us Zhrfes B ECORPT “TEERZIER IkSS)E, KT
AR 5E % DTC (a2 5 D 4817 5E

5 | H EXiFkRE M Us ZAARR B B SAT “iEERIZIE S kS5 )s DTC I
AR Bl 75 8 el e I R T

6 | ALAETEAN M U LIRS A 2 AT AR AR IR DTC Ik 2 75 1 Leizf7 JF B
IR 58 TE

7| BUETRARER M U IR R E SRR .

VEsk

1) SR SCRFER 2 Az (B DTC) , MIER 1 A7 (FE 4 Ja i ik R WO A2 0 75 1
UERANSZREER 2 A7 (4L DTC) , WIZR 1 A7 (FE gt o 300 rh I SR MO & T e 1

2) 55 4 ALANER 5 L NARZE SCRRAE— .
3) T —ANES IR A WIT AR, K28 0 i E N “07 .
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3.9.5 DIC {REEER

DTC tRIGAS B — e, 7EWE DTC IR A X La Bl . XK AT B T MR B o iR A A
MVEH, A4 RRIERIA I PRI

2 J5 DTC MRBEEIRAL N, e DA h, BT ECU #nl LAgiiit, ANl DTC PRI AL
i, A ECU BUplE S, I HoaT DLELEE RAERSE ECU g U #E .«

ECU R SCHFAE N A7 A7 2 4> DTC PRIBHC 3% o Wb N A7 I TSR BLA7 it 22 /0 8 A DTC S K
PRI E G . A DTC AUl /b — 4R IR Id % .

S HARBC SR S R T2 DN FFIE R . SRR SR o
5 (i) U R — .
5 A A7 Y BIGR B  E R OL R, MBRAEA 1 DTC PR G Kt RSB DTC Lo 2.

3.9.6 DIC ¥ BEHE

DTC 4 R {5 B2 — 48l , B Rt 5 DTC AR RARS(E B, a4 T H s
OB SR THAGES R T B AR AN ROt g . IR P RS 1 R AR SC “DTC 3 R
W FSFFR TR, NAEREMRFE [ ECU 2 v 455 .

3.9.7 DTC k3|

HTF IS0 15031-6, DTCs ¥ NIUZK:ZE 5. KE. sh RS, W%, FERIBE T R4,
IG5 FSHERMER 2/ BT RG2 WK E

* 312 FHRIZZF DIC RG]

B B RAYC iR ARG

Body BOxxxxx - B3xxxxx 8xxxxXx ~— Bxxxxx B

Chassis COxxxxx - C3IXXXxX 4XXXXX — TXXXXX C
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Powertrain POxxxxx - P3xxxxx OxxxxX — 3XXXXX

Network UOxxxxx - U3xxxxx Cxxxxx - Fxxxxx

4 KR
4.1 BERML
FR R TR

R A-1 RO

T ZHR R {E (Hex)
#1 17 2R R 55 R IR M 00 - FF
72 ToiaE / BIE-S5 #1 S/U 00 — FF
#n %&?E—%%%z#m U 60 - FF

TUIREIZ B 7T A, WRRGE o

R A2 TUIRESHEH

(7R BT
7 A 1 W AR SCHE R SuppressPosRspMsgIndicationBit (SPRMIB)

LA FE 7 12 1) 28 A2 75 N 22 11 R 355 58 M N AR S
"0’ = FALSE, ANZEILJRI%EH &M W AR S
’1’
75 5 W N S R IE AN T2 1 W N AR SC AR AR .
RIEEAS 55 B e i o, (B, B e N AiHoA 1), RS HRHAT .

6-0 {7 f¥) T IIRESE ).

TRUE, & 1124236 15 5 Wi 4R S (R -1k AR 1) 8 AN A8 58 WAL BRSO

A8 L 1 5 T AT S s S PR A8 A AP 122 M 55 R4 1) 28 SRR 7 D RE S U SR (Bl

6-0 FINRESHUE
T RS EUN 0-6 AL AL S RS BT B B S HUE (0x00 — 0xT7F) o

4.2 &M PR SC

R A-3 HIEM AR L

F R R {E (Hex)
#1 <R 55 A4 FK> H E W M 00 - FF
k%5 1d
H2 HlE -2 4 #1 U 00 - FF
Hn AE-Z 4 #(n-1) U 00 - FF
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4.3 7 &M MR SC
4.3.1 75 5EW NAR L

FEAE ) S AT X2 W DGR RIRSCTICVE B IR SO T, K 75 % W N S 12T R 55 15 €
M I 3xk i A S A 5518 SRR AT AR IR A% 3. & T 75 3 M AR SC IR 2544

R A4 3 5E M AR SCEEH

] 2R R {E (Hex)
#1 3 78 Wi N iR 55 1D M 7F

) RS AZO1ERRS 1d M 00 - FF
#3 ] 6 M 00 - FF
*:

D Mg RIS T RE FHERT, 75 5 SR SRR A e W M AGEL G . SNS (IRESASSCRED. SNSIAS
(TEMFT SRS A FE ). SENS (FINBEAN I HF). SENSIAS (FE4RT4xiE T IHREAS ). ROOR (i
KABHTERD, AMiZKRIE.

2) IR T RGBS SRRSO RS 1D A S22 il 28 SR, 45 i 8 A 26 75 e e SRS 0x 11 (ARG AN
FF)

3)  MIERIRSCR A ThEE T HE, 758 W SRS NRC=RCRRP (i 3R IER RS B ma B 48 ) Nzt Rk, 4R
JE HRHE I KRR ST PDU 23 M 25 51, PR IK 15 e M AR SCELHE: SNS (IR ASSZHRE) . SNSIAS (5451
SRS AT H) . SENS (FIIEEA ). SFNSTAS (FF4RT<> 1% FIIREAZEE ). ROOR (iR H
B

4. 3.2 ZEHIE R M NAS

R A4 5 SCT AR SRR FITAT SCRF TR RE W SLACRS (NRCD o BENZ W R 55 Fi8 5 SRR A5 5 i
ARSI — /N o (BRI 48 A2 BT AR 55 (R SRS b w5 P AR e ) A 75 5 Wi N2

R A5 STRFIA 2 I LA

NCRfE (Hex) {#iR
11 serviceNotSupported
RIS,
12 subFunctionNotSupported
T IIREA SRR
13 incorrectMessagelLength
i % AR S B BRIE A5U % X
14 responseToolLong
WSt
22 conditionsNotCorrect
Wi 83 SR B AT SR 26 AL, IHSRA S AT
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24 requestSequenceError
W SRIUT AR R, 15 SRASHAT
31 requestOutOfRange
SR e, RS PAT
33 securityAccessDenied
AV I AR A
35 invalidKey
o
36 exceedNumberOfAttempts
e I VR IR 2 AU 1) 22l
37 requiredTimeDelayNotExpired
GEIR I 8] A F
70 uploadDownloadNotAccepted
AL RO, RORE iR, WA AR/ N BRI
71 transferDataSuspended
PR, ol TSR BdE e mir b
72 generalProgrammingFailure
— AR R, FONEAR D RYEAE A (0 NAF) HRIERBRERAERT, $5 ) F kil 215 %
73 wrongBlockSequenceCounter
R I TR, SR Bl U+ B E B ISR
78 requestCorrectlyReceived—ResponsePending

TR IEW, FEWCEI TR N, FoRTERIRSC ORI, 1SRRI A S8 2 A
R, AHPAT DI REIE AT HE R AU SR o B RIRST TR TER, F2H &% BLAR H T IR N AR
SCER AR TN R SC OISR T A 75 T8 RS o

7E subfunctionNotSupportinActiveSession
HHT S TE PASFRRZ T O

7F serviceNotSupportedInActiveSession
GRS P A SRR IZ RS

83 enginelsRunning
RENPLIEAEIZAT

34 enginelsNotRunning
RANPLAIEAT

85 engineRunTimeTooLow
RANHLIZAT I A I

92 voltageTooHigh
AL

93 voltageTooLow
GERESNR(ES

E:

1) SRR — NS NRC, T B45 3 75 ) [ & .
2) MUTEEHIILZ AN NRC B, SRR LR B 4-1 1 4-2, 3R B4 5 e AR
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SID supported?

NRC 0x11

1°

SID supported in yes
avtive session?

NRC Ox7F

e

<
IR

yes
SID security check ok?

NRC 0x33

yes

Min. length check?

NRC 0x13

T

yes

Parameter supported?

no NRC 0x31

‘Qe

Total length check?

yes
&n 0 NRC 0x13

Preconditions met?

yes
&n 0 NRC 0x22
Supplier specific

yes
failure detected?
y
no

Service with
sub-function,but
not SID 31?

Kl 4-1 38 A M55 1 NRC M |82
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Le

2’::":?;:‘(‘?"”‘"“ no—>»{ NRC Ox13 >
yes
Sub-function supported
no—p|
ever for the SID? : : NRC 0x12 >
yes
Sub-function supported
in active session? no > NRC Ox7E
yes
Parameter supported?
no—>» NRC 0x31 >
yes
Total length check?
ne Q—no—) NRC Ox13 >
yes
SA request sequence
respected?
no—>p NRC 0x24 >
yes 2
Sub-functions
preconditions met? no—>» NRC 0x22 >

Specific SID checks

K 4-2 BAT 1 DhREMITE SRR SC (38 F AR 55 (1 NRC i i

GCV Diagnostic Requirement Specification Version:1.3

Page 58 / 118

=

RIUER, FIFABRR. 8F. Mk






PEZ: P

5 ZWrRS

5.1 XRFHIZHIAR S

AREHIH TATH ECU AIRESCRFIZHIARSS, X IFATEIRE BCU i 4l S IR B 55
ARHRBOAH RIS Wi 55 B R T

* 51 ZEIZWIR S

i8S k%% BilN& | w2 | T REE | RER | BEVING | WHE/DRE
ID[Hex] | & 5] gl | &° FHHF R
2

Wi 10 M M M U N P&F
AR AL 11 N/A M M U N P&F
BRI E R 14 M N/A M U N P&F
BE DTC {5 B 19 M N/A* M U N P&F
I PRI R 22 M M M U N P&F
b 5 P A 23 N/A N/A! U U Level 1 P
w4 A 27 N/A M M U N P
JH AR 28 N/A N/A! M U N P&F
T AR R A 2A N/A N/A! U U Level 1 P
A E LEARIRRFT 2C U N/A! U U Level 1
BRI S HE 2E N/A M M U Level 1

Level 3°

Level 11
AR R AT S N 7 | 2F N/A N/A4 U U Level 1 p
BT 31 N/A M U U Level 1 P

Level 3°

Level 11
1HK T 34 N/A M N/A N/A Level 11 P
Hm i 36 N/A M N/A N/A Level 11 P
1 SR AL KR H 37 N/A M N/A N/A Level 11 P
i S A 3D N/A U U U Level 1 P
WA 15 45 1E 2% 3E M M M U N P&F
ik DTC & B 85 N/A N/A! M U N P&F

*:

DP Pk, F -DhfeTt;

2) VORI 11 Gohsiifl 554, 3 POl s D Re AP i 45 s i S5 40
3) AR SRR B S ThRE, EORLATUL R 3 4¢;

GG, RG] SR ENZ e R 55, NAZ MM NRC Ox11.

5.2 ZWr&igEiEHl (0x10)
VIR 138 4% P LR 2530 P 42 611 2 o R [0 W 24 1 0 2 B 7 4211 52 o i P — 2L 5
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(2 RS -
PAT e 22 1 IR S5 R 4 T
1. Z# AT 3km/h,
2. FHERE RGEARBEE .
3y IRAE RS HAT HIREE EE 9/ R GUEAT M SRR
4 FCA PR 1) S5 A 75 22 35 R R =
HAE R — AN SRR, 03 LA e i RIS 0x22, FE LT KL,
R TCTEIRAFA R, W37 S0 il 2 RT3 25 1 1 25

5.2.1 KR
* 5-2 LW iE NG R IR
FH SELWK ZR {EL (Hex)
#1 T RS PR IRST M 10
#2 FUiRe= [ M 00 -7F
ZIHERA ]
X 5-3 LW iE i N
FH SHER R {H (Hex)
#1 8 W B AR S5 FR IR AT M 50
#2 S H R M 00 -7F
#3 PZCAN Server max %?‘jﬁf M 00 _FF
#4 P2exy server mx ERF-T M 00 -FF
#5 P2 0 server max fo T 19 M 00 -FF
#6 PZ*C:—\\I Server max {&?_—T—F M 00 - FF
VE RS EE AR 1N 2 2 I S 5USLEAE T 2 0E LRI AR T80 =Ko
F 5-4 LWt B E S5
25 FHH FERE (ms/bit) B/MH (ms) BAE (ns)
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P2C[\\17$crvcr7max 2 1 O 65535
P2"cax server max 2 10 0 655350

5. 2.2 ZFHIE x2mi NS

R 5-5 W2 T ST 75 R Wi MRS

{8 Hex R i
12 M T IIREA CHF

R B RSO T RS R, WKL,
13 M TR E a4 S0 K

WK B R i R
22 ¢ Hel AN IER

R SR A% ) 2 AN R D 2 A B SR 2 A, BEORGR [l B 75 5 i J32
.

7B c’ AT TE T I REA SRR

VE:
DNRC22 fEgmAE &1k, A& sl R,
2) PN S 1EE SRS AT A B 3-1 RHAEH .

5.2.3 &1ERE

% 5-6 12 ih i | S HuE I

{4 Hex iR BR | A
01 BN 21 M /
02 /Y e M /
03 i M /
04 ARG U /
60 RGUERIF H E X U /

5.2.4 SEHEFN

R OAY X R STl TP

2 RN o, LW R RS BB, W5 AT e A iR 2
SRR R R
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3 HEINEUKIREMIZ ik SC (W AES3E Ak ss) i, THI &R B E

4, (NEFEGIERT) REVA ST PRI DI R e, XEWHEEVIHBUEMARERIN S
Wreiliiny, BRAS TG Wi Thae th 2 T .

5. MRS BN ST R AR AR 2 h I, 1B RN AR PP DI R N R P R 5 A%

SR Rk G EOR TR H AR

5.3 EHIBEN (0x11)

MR S5VE SR Az B AR 52 A7 8 S Ul 1 N A S AT P 2% L BT ISR S
BRIA 215 2 WOE 19 6

PAT IR S5 IR 40 T

1. Z# AT 3km/h,

2+ MRAE ARG T HAT IRE T P38/ R GuidkAT 1 A

3. A BR i 5% R 75 B A [F)

HAE R — AN RN R R, 03 LA e i RIS 0x22, FE LT KL,

IR TCETAFA B, T 50 i 2 AT SR SRR 1 2R T

5.3.1 IR
X 57 AR EALE RIS
FH iR R & (Hex)
#1 15 R RS AR RFF M 11
#2 TIEE = [ M 00-7F
=Xt
* 5-8 & AR R AL N
FH R R B (Hex)
#1 H E W N R S5 R TR AT M 51
#2 =Xt M 00 —-7F
#3 ! c' 00 -FF
L BT RS, WEONERETUE T (H 0x04) , & HBLESEL.
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5.3.2 RIS A

R 5-9 il A8 R A SCHF I A A i R i

{& Hex R #iR
12 v TR
WA RS RIS I T RS H, WIRE.
13 M RIERRIH K
K PR B R AR
22 M SR IEH
SRR SR R T e TE R R S, T SRR [ B 7 5 W ST
7F M AT RS AN

5.3.3 Birk%E

* 510 =EHZRE AR

{8 Hex

iR

B3R

ik

01

f 1= AL

M

BLAELE T RO AL S (i, i) e B
Er/ RN R RO AT B R
1T BARRE, IFBCARHERLE . HLE R RE 3 BUE K
HIUEA ) RAEAFAE AR 5y RAE A% T2 LAE

02

PILIF R E AL

BEARRE SC T AN B 63 5 P ST R KB RL S . 1k
RAE BRI —A “key—off-on” JF4 (B, +
Pt i BRI o AT ST F5 B e, IR
AARHERLE « 18 AE 5 R L B 52 3 O 5 2R 1k
FABERATIRLL o

03

AR AL

BEAERE ST “BRAFRAL” Bt DL, tERAIEHLSE ]
s LRI AN R CHRATEARIAD o AT S ST
A BAE, JFBCAARERNE . — NI ERIE R R AL
L FARE P AT AR SE R E SR B8R, M7 S50
HeE KR,
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04 fEREPUE T H U By D e IE I A K RS R A e Lt H R s i 6

PRIk, SRHLE IR, AN AR P o BEAR R
RN, AEAHES MelE (Rt Bt L) o« T ZhRERT H A2 I8
DAEHLU ]

SRR TR SR M85 5 RO FAT “ PRI Rsoer] ™ Thg. —
BB/ sk KA, PR N BIAT 2 I RE . 24 4%
A AT KM RERS s S L AR LRE 1) 26 FH AN 1 ) 1
BBIRARAE A RN e 26 75 ZEm NEAROC,  HLAZ &%
CHERLFIAT DU ThRE, P 8% NAE “PRig
Wrrs” DHREJT IR AT AIE H MM AR L. T — B

“ONH4” B “RUKT R SAUET PRk Dhfe.

T BT R EDGE T SRR AR 242 ) 8

05 AMEREPRIE T U BRAETR SR A48 I 6 B JE AR« PR Rk ] Tl

ok
He o

5.3.4 SEHEAM]

FEPATIERI G RALZ AT, NURIEH E W .
MEEMN AW 1S 5, FEHEEN IR — M2 EHER.

5.4 BEBRZKEERE (0x14)

AR 15 2655 FH 1Pk JIR 55 A7 B 1) 48 P A7 0 i P A7 TR2 45 R X T3l RS, S Bk
S AT R T

1. Z# AT 3km/h

2. MIERGER, HFEPIT IR EIEH] 38/ RGHEAT I CHRAE

3. A BR ] 5% R 7R R

M AN SN I, B AR A e M RIS 0x22,  FE 26 B IR SRR S

AR TCETAFA B, T 50 i 2 AT S SRR 1 2R T

5.4.1 MK
# 5-11 ¥R DTC R
FA iR R 1 (Hex)
#1 TR IR S AR IRAT M 14
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DTC KM = [
#2 et M 00 —FF
#3 H M 00 —FF
#4 (= M 00 -FF
F 5-12 &R DIC & e MM
F 320 R 1B (Hex)
#1 T E M R 55 bR RS M 54

5. 4.2 ZFIIE 2 mi NS

K 5-13 iR DTC SCHF 5 2 Wi B fid

{E Hex ZR £
13 M ANIEHRIHRCCKE
22 ! A IEHf
31 B R
WA FRFE 2 10 DTC 2RS4, I RER [A] ik NRC,
72 U — Mg R W
R B 2R 5 N W AEAL B IR B8 5%, DIINR [9] 16 NRC.
Y NRC22 S T8 1 RGN Z R R, HAB RSB R ET A E .

5.4.3 FRARE LW

* 5-14 B2 2 X

{8 (Hex) ik R
100000 FSIAEL U
200000 R AL, U
300000 HEBAE 5% ECU/ R %0 U
400000 7GR U
A00000 L DTC 28 AI-CAN U
€00000 I DTC RAY-LIN U
D00000 LA, U
FFFFFF T 1% M
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5.4.4 SZiEFLN]
Lo FH B8 AT R IAZ AL — B TE R I RE 2 B, T R B % B I o
2 A DTC 955504, th AT LA S 37 e 12 B — 2L DTC (91, 30 )7 350) BRRE— M < 1 DTC..
3 TERRE — RIAT I A5 R 45 BB AL DTC, 72 RS i — VRV thist et e 72
I A R R -
4y BIRESAAERE DTC, 48t %3 0] — AN 5 Wi R
5. SHAEA Fo At R 45 #5A8 RLAEZEUF AGE B BIVE R U58  A7 0 B, 25 0 T e

6. Kk DTC iR B & /MR AT DTC 15 2 (B R NTERRAN) , BRELLF A%
DTC;

DTC IRA T

AR DTC PR IBHHE

3R DTC ™ FE s

HoAh 5 DTC MOCHIEHE, e (¥ DTC FUbRE . THEES . THAT 8855,

5.5 BEEL DTC 15 & (0x19)

I IR 25 i VR 8 86 AT AR 42 1) 5% B350 2 N 11 42 1) 8 2L S A7 i 10 12 i e AR S (DTC) 15
BPIRAS o 2] 2% S [3] HETBOM SR HEHRBUHE 5< () DTC 13 ..

DTC RS E 8 4> DTCIRASAL. FE—ALE XS 1S0 14229, 4{FAT—> DTCs 5%
FrARAS AL DTC ARASHERD HAH B RS AL T LR, 453 i) 245 2o 820X 1% % 1) DTC A5 Bl K

{E NI PR A — 51808 DIC A AR HERD, B e SO DIC R
6], JF RIS RPIRSAL. 3B H AR R BN 0.

5.5.1 ZEL DTC 5]

NRIRAZRY], AT DRI 2 W55 K3 HASF 19 DTC (5 & .

% 5-15 #LHL DTC 251
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{8 Hex

iR

B3R

1

01

TR AR
WA DIC #H

I Z T IhRe RS, 12W TR AT LIRS 2 T RRES Y
VCHECH) DTC FI%LH « iR 1 m B AL DTC RS RS
(DTCStatusAvailabilityMask), FIT il a%s2H¢1# DTC R
L. 15 DTCIREA B G, H e 7 DTC 4% bR iR AT
(DTCFormatIdentifier), i | DTC ¥ X S f#hd /7% 1S B
DTC ¥ bRIRFF G & DTC $tH (DTCCount), &— 2 FH LM
S, RIS NG S 2 LR PRSI IR K
DTC % H -

02

IR Y
& DTC

T Z TR RS, 12W TR AT LIRS S T RRESHERY
VLRI DTC FI5I3R . filan, tb+IhRe e TR G REH 28
A MR B “CiN” B “FHE” DIC.

ZR S AR A R DL R AT s 8 A0 2 W T B R 1
DTC IRFAHEND 542 1) 88 SCHF I A DTC SEpRiRE AT “fr5” #
HIZH

P S ADGR [B] DTC RESA B4, G hf “5” B85
gEBONAEERI AT DIC, (Flhn, (statusOfDTC &
DTCStatusMask) !'= 0) W2 T HHNE PR ASHEID 52
PACHERIAL, il A 2 FH H SRR S AL AL 3 DTC A5 .

T ) 28 A AT RERS VT L 2 I T B SR AR SIS Y
DTC, FEH MmN ICH, DTC ARFESH AR 775 5% A DTC
REEE

Lz TR REERZHIEE (0x14) IREE, DICIREE
B IE B -

04

Wi DTC Hi 4
DTC PRI

T Z T IhRe RS, 12 W T H AT LUK S DTC A5 AN
DTCSnapshot it 5 A FREUH M) DTCSnapshot e ##E . ECU
2 eIl 4 2R SRR DTC 213 T4 515 5K S DTC G ULEC T
DTC (DTC . . T 1), A ECU G Fid 55 512 W
T EiE R X #1243 DTCSnapshotRecordNumber 524 JLHE, i [
WAL IX A DTCSnapshotRecordNumber 37N Bl I HIE /&
SN 1% 3R A1) DTCSnapshot it 3% 59,

Mz TRREERIZHIEE (0x14) ARESE, DIC CIRFE
15 BIHH B

06

3T DTC Hik
& DIC ¥
EiaTab e

fEFZFINRER S, 12 W T H AT LUK S DTC G A1 DTC ¥ B 4L
PEES S DTC ¥ A . BEMps L, $Eml s e H 3
FRIfPT A DIC ths#k Sis T EE X DIC  HeRdit k524t
BCf DTC. M RLZAL & —ANTiE S DTC ¥ £ diic % .

Lz T EREERZHIEE (0x14) REE, DIC RE
13 B R -

0A

W SRR
DTC

fFHZFINRE RS, 12 W LB AT DO Zi2 W R 55 SR B il
BSCEEMIFTE DTC. MR AL DTC ARSA RS
(DTCStatusAvailabilityMask), FIT il a% sz H# 11 DTC R
SO BAN, WM SCEEE T DTC ARSI R IR
(1istOfDTCAndStatusRecord), & T DTC A% H#8 S FF 1K)
B DICIRAS .
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5.5.2 BITRAHEH L DTC #HH (0x19 0x01)

5.5.2.1 IR/ ICKR,
£ 5-16 WEIDIREFEID IR DTC g1l Rk
FH #iR ER | H (Hex)
#l 1B R RS AR RFF M 19
#2 FHaE = M 01
TR S FEID RS DTC ¥z ]
#3 DTC RS FERD M 00 —-FF
£ 5-17 WIDIRASHIL L DTC FIEE 5 5 W W
Ay iR R {8 (Hex)
#1 H W N AR S5 bR IR AT M 59
#2 FIhRE =[ M 01
TR SRR S DTC $E]
#3 DTC SZFFHPIRAS RS M 00 -FF
#4 DTC &%= AR IRFF = [ M
SAE J2012-DA DTCFormat 04] [04]
#5 DTC @ik M 00 -FF
#6 DTC AR H e ds M 00 -FF

5.5.2.2 ZRHIE E ARG

% 5-18 I IRAHRD IR DTC (1 SRR IR A3 58 Wi B A

{8 Hex R i

12 M TIREA SRR
WIERASSCRF RIS TS H, WRE.
13 M AIET IR
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5.5. 3 BITIRASHILH S DTC (0x19 0x02)

5.5.3.1 AR
2 5-19 HEIDIRSMALHAE DTC iE R
FH #ia B3R {& (Hex)
#l 1B R R AR RFF M 19
#2 FIhEe = [ M 02
JEIRASHIL RS DTC ]
#3 DTC RS FERD M 00 -FF
2 5-20 LIRS DTC 15 5 Wi W
FH #iR E5R | {H (Hex)
#1 H W N AR S5 bR IR AT M 59
#2 FIhRE= M 02
TEIDRASHE R 2 DTC ]
#3 DTC SZFFHPIRAS RS M 00 —-FF
#4 DTC it C WA DIC e 7 7] H
#5 DTC H7i#1 C HA Y DTC fEAER 74 7]
#6 DTC i 77#1 C WA DIC AAAER 7 7] H
#7 DTC HAFTIRAS#] C RG24 DTC fAAER 7 7]
#m—3 DTC 7 17N C N HAEAE 1A BA R DTC B AT
#m-2 DTC 777N C NCYAEAE 1 ANCL R DTC B a]
Hm—1 DTC 54N C {MAEAE 1 ANBA R DTC B AT
#m DTC 4 H7IRASHN C B AFLE 1 ANBL B DTC B AT H

5.5.3.2 ZRHIE E ARG

F 5-21 W RASHEID R & DTC S5 78 Wi N A
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{E Hex R ik

12 M FINREA SRR
WRASCFRE RIS TR 5S4, Wk

13 M AN IERIHRCCKE

5. 5. 4 @3 DTC #4E DTC HREBiEF (0x19 0x04)

5.5.4.1 HICARA
2% 5-22 i DTC R4 DTC PRIBIC 1% SRR 3L
T o 2R {8 (Hex)
#1 15 R AR S PRI M 19
#2 FIge = [ M 04
JHIT DTC A4k &5 DTC RIR1E 3% ]
#3 DTCHgidsk [ ] = [ M
#4 DTC &7 00 -FF
#5 DTC H=7 5 00 -FF
DTC {715 00 -FF
#6 DTC FRHER {21, M 00 -FF

% 5-23 L DTC A5 DTC PRI 1 E W M.

FH #id R {& (Hex)

#1 B E W AR S FRIR ST M 59

#2 WM = [ M 04

JHIT DTC fdfie &5 DTC Pifiic ]

#3 DTC&DTC MRAIER[ 1 = [ M

#4 DTC &7 00 -FF

#5 DTC Hr =g 00 -FF
DTC K F77] 00 -FF

#6 DTC R M 00 -FF

#7 DTC A8 iC 2 #1 C1 Refer to 5.5.5.3

#8 DTC HRIEICSR AP R EE #1 Cl 00 -FF
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DTC fRIEEs%[] #1 = [
#9 HAEFRIRFTH]L byte #1 (MSB) c1 00 -FF
#10 BARFRRTTEL byte #2 (LSB) Cl 00 -FF
#11 RIBHIER] byte #1 Cl 00 -FF
PRIEEIER] byte #p
BAEFRIR S 8w byte #1 (MSB) C2
AR RS 8w byte #2 (LSB) C2
PRI byte #1 C2
PRIEE Pattw byte #m ] C2
#t DTC PR B 0 5% 4H x C3 00 -FF
#t+l DTC PR S AR IR T B #x C3 00 -FF
DTC fREECsR (] #x = [ 00 -FF
Ht+2 BARARIRIFE]L byte #1 (MSB) C3
Ht+3 BAEARRITE]L byte #2 (LSB) C3
#t+4 PEEHIRE] byte #1 C3
PRIBHHEH] byte #p C3
HAEFRiR &rdw byte #1 (MSB) C4
HAEFRR Frdw byte #2 (LSB) C4
RIS Hattw byte #1 C4
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R EHEdw byte #u ] C4

Cl: RAMEZRDAH—2 DIC RERILF AT IS, A2 HIL DTC tRHE LS4 5 A1 DTC Pl k24
158 — N B AR AR/ R B A A

C2/C4:—A> DTC PRIHC T R VF A 2 NI bR R/ R B SR A A . B, MS— D EdEhs
WRE A5 IR — A e B h, e BRSO . RN 5] AR AR, AT DU
AR IR/ PR B A &

C3: DTC PRHEC S EE A — N R AR IR AT /PSR 4 A 78 DTC IRIBIC RS R R IR R
il DTC PRIEIC R EE R B N OxFF iR A Z Ml f 4k .

5.5.4.2 ZRHIE E ARG

% 5-24 L DTC RS 15 P B E i RS

{8 Hex R ik
12 M T INREA SRR

ERASTRRE RTINS H, WkIE.

13 M ANIER RIS KE
31 M B R

ISR B AR E 1 — MBI ICIE IR DTC iSRS, sl Ik se a5 45
SE T — N DTC HRIGAC SR, IR A I& il [ A

5.5.4.3 DTC {REBiCHR S

DTC PREG ISR —A 1 FHIME, R M3 & & I DTC #ER% i %1% K 145 € DTC
BRIGERE TR B . DTC PURBIEIT 'S OxFE Sii% B /ESTIEHEBUN %/ OBD 4 (3l
WWH-OBD) . A\ 0x01 2| 0x8F 7t Fil 4 [#) DTC PRI %8 m] H T35 F 14 e & . OxFF IRMETE K
Pl 2% ST HHR 25 BT A A7 6410 DTC PRIEE 0 3¢
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5.5.4.4 SEZHEHN

4T OxFF HMEZ 4, IERES R E > —AS DTC PRIRiT 4l . i H 30— DTC tRig
TSR, NGB 0x01. dn SRR 15 4548 72 (1) DTC Adic 3Rl /8l DTC PR i 3 4 2 500 5
RCH 2P 8 SCHE, HEA 52 ORI DTC PR HBEE (540, KN4 52 (19 DTC 8iid k5 MR K
AR o P RURIE A DTC FURAS IS (E R DIC 45 (v Hh s IRF2TY) 11k
HIDTC ARAS) R 7E M N o

FEHIZE DTC PRIGIC S DID 44 MR 5t A28 1) 351 & 12 W Bais 28 R i 428 ) 38 T o s SRt
HEF o

5.5.5 @i DTC #FRk 4 DIC ¥ BEIEiE S (0x19 0x06)

5.5.5.1 HICKER
2% 5-25 it DTC 3k 45 DIC ¥ E i ic ki SRRk
FH ik ER | {H (Hex)
#l RIS AR AT M 19
#2 ToeE = [ M 06

i DTC AR 7 DTC 4 R dli ik |

#3 DTC f5idsx[] = [ M

#4 DTC i 00 -FF

#5 DTC Hr =71y 00 -FF
DTC K15 ] 00 -FF

#6 DTC 4" e £ 45 ic s b M 00 —FF

% 5-26 @I DTC AL 45 DTC # e BhHE 10 35 1 1 5 Wi

FH i B3R & (Hex)
#1 B E W N R S5 bR TR AT M 59
#2 HwERA = [ M 06

I DTC A4l & DTC 4 & id sk ]
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DTC FBALRAS e [ ] = [

#3 DTC &7 M 00 -FF

#4 DTC Hr=g i M 00 -FF

#5 DTC {5 M 00 -FF

#6 DTC R ] M 00 -FF

#7 DTC ¥ R Hd il 3hS #1 c1 01 - EF
DTC ¥ B HR e ] #1 = [

#8 T REdE #1 byte #1 c1 00 -FF

ug+(p-1) | 7 FEH #L byte dp ] C1 |00~ FF

#t DTC ¥ & Zdfiic i tx C2 01 - EF
DTC ¥ EBH e %] #x = [

#t+1 P A #x byte #1 C2 00 -FF

-1+ (g ExtendedData #x byte #q | 9 00 —FF

1)

Cl: AFHEZED—A DIC ¥ IR ILF AT N, DTC ¥ BEIRICES30h 1 DTC ¥ R EdR i S 24H F0

TR A & .

C2: DTC ¥ i A DTC ¥ A i e 3 e B S 58U Z R s Fr e sk 417

fE. (TE1ERAFK DTC ¥ B EHE IC R4 % B A 0xFE 8 0xFF) , 7] PAiRE 2 M%)

5.5.5.2 ZREHIE & RIEG

R 5-27 i DTC M5 DTC ¥ Fe Fhdis 1 5% S 7 I 75 78 e W AL

fH Hex | R ik
12 M T IREASCRF
WRASCFRERACCHI T RBS L WKk,
13 M AN IERA H) RSO
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31 M 15 >R Ve

BRI AR E T — MEHI g ICIE R R DTC ididsk, Bl
WIRAHRE T — AN TR DTC 7 R i i i, R A3k ik [m]
Kb,

5.5.5.3 DTC ¥ BEHE L FIL 4K

DTC ¥ R et —A 1 WM, e Rl e L DTC fdid ki SR s e
DTC ¥ R EUE IR %R . DTC R AEiC st VG T

0x00 H1 T1SO/SAE {584

0x01-0x8F : 75 F| HA% DTC ™ g F#f id %

0x90-0xEF : 37.% OBD f7fi#% DTC ¥ E HHfa it %

0xFO-0xFD: H1 ISO/SAE { F4

OxFE: AT SEyEHERUH 5% 1 OBD 17-4% DTC ¥ g $idhe ic ¢

OxFF: T 47 % ¥ DTC 4™ JE i dh e 5%

5.5.5.4 SEHEFN

BT OxFF MIME 241, BN %L FFE D —A DIC ¥ BEIE e R4l . W A S —4 DIC
JrRBRIds A, W A e 0x01. a2 £ 45 & 1Y DTC A &A1/ 88 DTC ¥ e £ iim
WRHSHIH AR, I HZ B SRISCRE, (BREA 5 RN DIC § e (Bln,
T REWEM N AR H) .

P8 R B RS, DTC 7 B Hds id 4 (R (10 DTC Uy (Ji s s IR 1Y) i feli%, Jf
I DTCARZS) , W H 8 i B o

PR 254 P B 42 B - 6 2 W B e 0 2% 1 # TS e SRR AES

5.5.6 MEIFA DIC (0x19 0x0A)

5.5.6.1 I

528 P LR DTC i KRk 3L
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FH 3% B3R & (Hex)
# SRR AR M 19
#2 FIIRE= M 0A

AL FFR DIC ]

F 5-29 A SCHEF DTC Y e i o7

FH ik R {E (Hex)
#1 W N RSS BRI M 59
#2 EHRA = [ M 0A

i P CFFH DICs ]
#3 DTC S FE PR HER M 00 —FF
#4 DTC =it M 00 -FF
#5 DTC i1 M 00 -FF
#6 DTC K7 i#1 M 00 -FF
#7 DTC IRAS#] M 00 -FF
#m—3 DTC &7 158N C' 00 -FF
#m—2 DTC Hh 74N C' 00 -FF
#m—1 DTC 7N C' 00 -FF
#m DTC JRASHN C' 00 -FF
T
D AUCHAFELE 1AL DTC B AT

5.5.6.2 ZRHIE &M REG

2 5-30 JEILAR RIS HE SR 0 15 5 i A5

{8 Hex R Ei:5%)

12 M T IIREASCFF

U RASCFRFR R B T s S HL MIRGE

13 M AN IER RSO

5.6 BT RFFEEIE (0x22)
SEEE R S OO A IR 2% A0 VR IR T L MAC ST B b VR0 B TR P42 1) 75 R B AL
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P 288 I WA R R OSCR BB I SRAB I SRAE IR ORE SO 75 FIAE BN € R4 ]
S T E o ICAE M R A S S e A ST WEREE A R
GUIREE B (R AR RG4S SCFF)

5.6.1 KR
F 5-31 B FRIRFF AR 1 SRR
=& ETp%) R 1 (Hex)
#1 15 3R AR S5 bR IR M 22
HHEARRTFL 1 #1 =[ M
H2 441 (MSB) 00 —FF
#3 TAH2 ] 00 -FF

AR IRRFL ] #m = [
#n-1 Fi#1 (MSB) U 00 -FF

#n U 00 -FF

ZAe2 ]

R 5-32 WITARIRFT B H R Wi

FH iR R {E (Hex)

#1 H E W AR S5 bR R A M 62

Haebsiiar [ ] #1 = [
H2 FHi#1 (MSB) M 00 -FF

#3 2] M 00 -FF

HyEicxkl ] #1 = [

#4 Homgl M 00 —FF
e f(K-1) +
4 Hllak ] M 00 -FF
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BARARRAFL ] #m = [
#n—(0-1)-2 Fyi#l (MSB) U 00 —FF
#n—(o-1)-1 FHH2 ] U 00 —FF
Bmidzl ] #m = [
#n—(o-1) a4l U 00 —FF
Hn g0 ] U 00 -FF

5. 6.2 XHRFHIT M NS

R 5-33 JEI AR IR I OO SRR A 75 R Wi LAY

{8 Hex

B3R

iR

13

AN IERAFIROCK L ;

TR B TR VR IR SR S

14

M 2 S T A

T SR S S e K R R T R E AR P I BR ) (Bl an, M E—AME SR IR R 2
AN DIDs W), TR 3% i NRC,

22

FAFAIEH

A0 RN AR P 25 AR SR AR PAT T 5 A3 AE D 2 R 3k L J32 AR

31

TR H Y

LB A RRR A SR SR
2. E X £ RS R R R
3. R MRS MBS E SUHBIRFRIRG.

5.6.3 SEHEFLN
TE RN SR P B3 11 R AR AR A 1) B8 R M B A 10,

IR, SRR IR AT .
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5.7 i HibbiEAAF (0x23)
55 M) B SR SO . e 0 B A B K ol O A2 A 42K B e

5.7.1 IWICHE
2 5-34 R P AEE SRR
FH 3% B3R {& (Hex)
#1 B3R IR AR IR M 23
#2 HhhE RN B A AR TR M 00-FF

WAEhE [ ] = [

#3 Fi#1 (MSB) M 00 -FF

#(m-1) +3 | F4#m(LSB) ] ' 00 -FF
WK L] =1[

#tn— (K-1) Zi#1 (MSB) M 00 -FF
#n FHittk (LSB) ] c’ 00 -FF
A

1) EZSEAFAERO T Hk A B A B2 BRI A% bR R A P K FEAE B S 3 (m A2
FIMEZRR) o
2) %A AEMOR T Mk AN FEAS AR IR I A N BEAS B (k @ i E R R) o ik
A FEAS PR IR I 7 AT & DL R 2K
B T4 AL AR RSB K E (7540
0: PR
1-4: WEKRDNSEKE 1 3] 4 775,
5-F: {RE;
5 3--0 AL WAFHIBE S E A B (7400 5
0: PRE;
1-4: NAFHUESHOK T 1-4 5475,
5-F: R

2% 5-35 W HuhkHR N AFH E R N
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FH iR B3R & (Hex)

#1 H 58 M B R G5 AR TR M 63
ez [ ] =1

#2 sl M 00 -FF

#(kk-1)+2 | Fdzsk ] U 00 -FF

5.7.2 KT EAH R

2R 5-36 JE LIRS A SRR A E R

B3R

iR

A IR RO

22

A IEHf

YR RN AL P 2 B E AR A RAT I 5 (A, U A I
M A A o

31

R

AL AT R 2K

PR A L 1k ] o A B 1

P s s AN SCRFIR SRIRSCH AT KNS HUE;
878 I HE AN AR R AT TE 2K
RIS A A RN SHUE N 0.

33

27 R PR A

2z A 10 L AR R AL TG SRS, W SR b R 55 (i Y
AT 20— R I AL, SRR IACHS

F

R S5 AE AT VAN SRS

5.7.3 SZHAFLM
A2 58 REHAT IE 24 110 BB Y ARV 1) 22 A WL

GCV Diagnostic Requirement Specification

Version:1.3 Page 80 / 118

=

RIUER, FIFABRR. 8F. Mk






PEZ: P

5.8 &&Yil (0x27)

AR S5 B R SR A —Rh U7 17 et A/ a2 i 55 1 i, IX SR ER A/ B2 e i 5% b 1 4
A HERE g A A T R U5 1] o FH R Rl T 480/ A B4 ] 45 110 491 R M 2 i o 5 PR 2
WAL B IRIV2 W7 A 55 Al BE /7 222 Ui ) o 1 3 B2 4w X ANSE =4 10 1) R B dle ml e 51 0R i
TR B A, BUE KT S HER . s ebriE . 2 A R T A AR
.

5.8.1 ERMT
25 MR G SRR 7o FETXAR 7, B Al PATHRUA B 45 12 1) 2 1O AH R 3 8

5.8.1.1 |ICKER
% 5-37 LA AT K
=4 Eii:pa B3R {H (Hex)
#1 RS ARIRAT M 27
#2 T-IgE= M 01, 03, 05,11,
AV R = R T 61-69
# 5-38 22 Ay ) Fh-1-1E K g i B
=4 Eii:pa B3R {E (Hex)
#1 B B IR S5 AR IR AT M 67
#2 VIR = HRFT M 01, 03, 05,11,
61-69
g [4] = [ Fhr#l
(fF719)
#3 M 00 -FF
a4 (IKF19) ]
#6 M 00 -FF
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PEZ: P

5.8.1.2 T &M NG

R 539 AV 1] SCRF I A5 58 e LA

{8 (Hex) B3R 3%

12 M FIREA R
WERASFRE RSP TR BSH, WRIE.
13 M AN IERRIHRCCKSE
22 U A IEHf
U SREANTH JE R 5528 B VR 2K A R BAT BT 75 IO B A, DU 2 A 2% b AR AL,
37 M LR [P TR) E IR A 3 3
D0y SR 47 1) 2 A SIS B 1) e 2 AL 1) 22 4 ) 1 3K o
7F M MRS A R .

5.8.2 RiBHZL

U R 55 K I e 4 B R 2 B RS B 4 o H o A8 NORE MBS B 5 A ERAE A /T SRR
BEAT P AR PTAS B 7 UL HC , D02 ) 2 2 fe P C At ) 080 48 Xt g o R 55/ s (K 0 170

5.8.2.1 |ICKER
R 540 LAV AR E P R C

FA ik LB {& (Hex)

#1 TR IR S AR IRAT M 27

#2 TIhee=[ M 02, 04, 06,12,
TR = RIEPIR] 62-6A
AR [4] = [ B
#1 (57 1)

#3 M 00 -FF
Hisa (IKFY) ]

#6 M 00 -FF
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PEZ: P

R 541 AR RIEE P N

FH #iR R {8 (Hex)

#1 H 5 M B IR S5 AR IR AT M 67

#2 YRR = iERMT M 02, 04, 06,12,
62-6A

5.8.2.2 ZRHIE & RLFG

R 5742 ROAEYIRESCFF I 5 5 W S i

{H (Hex)

R

Eiiipay

12

TR

WEARASFRR SRIBOCCH I TR S HL NkGE.

13

AN IERA RSO

22

A IEH

YR RN AL P 2 B R E AR AR PAT T 5 3 AR, T 3K L o
ARG

24

R4 1R

WEAR CROEPARL T FREGRA B IR ERA T 1ERIR
3, MPRAE.

35

TERI P

WERIRCRITUN ¢ KPR T TRREME, HazE P E S
e A Bt/ S AL RS, RS

36

i 2l gk

BR SR SER TN 8% BT A VR AR 1R U5 ] 2 A oK H A T
FIRE, MIKIE.

F

E TSR &S

5.8.3 ZBEIR

K 5-43 #Z AV RIE P S HLE T

| &

S

ENEE
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01 WK - ZeEg 1 M PRy TRV )

02 RIEHM - 2% 1 M TR TRV )

03 TR - G 3 Cl b7 5 BCU #J4h 1k

04 RILARE - 2255 3 Cl b7 #5 ECU #1864k

05 ERMT - 225 5 U FRIR R AR AS L 2R (R Th
06 RIEHRM - ZRHEH 5 U FRIR R AR AE L 22 R Th R
11 WRM T - 245 11 M 25 il 28 H G FE

12 RILHR - 2 AaHH 11 M 25 1) 45 FH Y A

61 —69 ROEEARE - HEN RS R U BN PSR E D) RE

62 —6A SR - LR R U b N R AR E D R

e w0 “BisiEhlEaanie” , R B8 SRR S TR RN

5.8.4 SEHEAM]

H2% 3.8,

5.9 EfEHEMH (0x28)
RS FT 7T/ 207 (—AN) $aihil 5 0 S L S A S AN/ szl o
S it R 25 P AT SRR 4
1. EEAREIT 3km/h.
2. WRYE R G HAT IS E BCU/ R GEkAT (M B # 1
3y HoAth BRI S AR TR 2 R A
AP AN AN R, B AR A e e R 0x22 4 Za i SRR SC.
IR TCVEIRAFA B, W% S i L RT3 4 1 2
8] B 3R [ BRYOIR S (RO BT 500 Rx A Tx) , BB FH DU R —Fh (B2 Fh) 15100
HIE A AE REISCRIS R A BAS I R 5% . F87R B OB 1EAT N .
P28 E AL
B TR R, #AEAE N AEBRIA 218 B ER N 22 0 (R 46t
ST T B 2 AV E MRS (%), RS T 81, (HA R o2 i ok
HpGiBER

5.9.1 IR

R 5-44 TSI HIE R

GCV Diagnostic Requirement Specification Version:1.3 Page 84 / 118

e RIUER, FIFABRR. 8F. Mk






PEZ: P

FH iR R {& (Hex)
#1 TR ARG FRIRRT M 28
#2 FINRE= M

R ] 00 -7F
#3 JH IR M 00 -FF

2% 545 1B I 5 € M B

F ik R {8 (Hex)
#1 H M SRS AR IR AT M 68

T IIRE= M
#2 i A ] 00-7F

5.9.2 ZFHIE B NS

R 546 JBAS P SRR I 15 58 Wi A

i (Hex) | EXR ik

12 M T IIREASHF
WIRASHFFESRIBCCT T RS HL WRIE.

13 M A IEF RO

22 M FAFAN L

A0 RN AR P & AR SR AR BT T 5 B3R AR, D R 30K L S92 AR

31 M TR R v

A SRAIN RS R S AP R, BRI IR B A o

7F M IR S5 HEZ AT AN SR o

5.9.3 FHIRA
AR S S BUE L.

R 54T TR E XS HR

‘{E(Hex) Hﬁﬁ ‘%X|§'$’I
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PEZ: P

00 enableRxAndTx M AR FB7 N R 8 BB AE 28 5 F RS R SOR A& 4
01 enableRxAndDisable | M BEAE TR~ N A HTE B R, FENEE 45 e i (5 2R
Tx HIE T -
02 disableRxAndEnab M AR TR~ RIAE AV B BRI, FF R o dE E s S 2R 8L S
leTx &4
03 disableRxAndTx M BEAB FB 75 NEET X 48 5 F8 15 28 T 2% 9 B i B2 i A&
L

5.9.4 JERAKR
T IER SR T 5] P B 58S 260 . @R SR Al , T AR5 24Nl

R 5-48 WINRAE LS K

B (Hex) | iR BER | &
01 RS R S M ARSI HATE 5 R R T A IEME (A ERRS a2

T4 P 2 FH A P T8 55 58 480 o

02 ES =g OVAEE S G o HAE 225 T 48 48 B SRS .

03 [P0 255 B AR O, | VEAE 51 P I 4 8 BT 55 N R P AR SR R385
HRINL AR

i

1) il ST B P 4% 5 0 0 SE B A5 2Y 02.
2) STV W 4 A5 FLT AR Y ECUs S BLIBIRETY 03 3@ AL 01 AIF .

5.9.5 SCHEFLM

X IR S5 A R RR K SE LN o

TE U SRR SRR 2N IHAE LAAE, MRS B A IE L AR AR ST O R BN B2 I SR 1
HIE) -

5. 10 JEN MM RAFEHIE (0x2A)

5.10.1 HHEY
I R 55 0V I X 1B 25 175 SR M2 1) 2% 5 A% i eh — A B2 A 8] ST e A IR AT B B s A0
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PEZ: P

fH.

B s (g SR SCHT R AE 3G, Rz hil e sCRF, nl G AR 5 5« 2075
AR E S ARREE A R GUIRESE B

SE SC T PARRSEA (10 F8 HIPAE A o LA SC, T T AERT AR 1 R i N S 2 IR R I d A iR
PR AR R BN o BN 38 I RE ST — RS [y i B 3C

5.10.2 R
5.10.2.1 #HRL

K 5-49 JELL A AR IR AT R BT SR 4R S

FH ik B3R &
#1 15 R AR S PRI M 2A
#2 FEIIAR M (01, 02, 03, 04]
#3 JAEARREE [ ] #1 c' 00 -FF
#m+2 | FIAEGEAS RS | #m U 00 -FF

CRE-ANFEMBIRST, WELHE RS T sendAtSlowRate . sendAtMediumRate B
sendAtFastRate, N AZI0FH BoRTEE SR o W R R IE R A T3 10 &%, AT DUASAELE & 1
AR R BT RAT 1L AT TiE B R BA B AR TR, B I e 2 T LR AFE & — a2 AN E R
FAEHE AR

5.10.2.2 HEWR

WZBRT TR PR 6 5 W L R SC RN P2 45845 32 I 55) A 2R 5 Wil I ik SC (375 Jol 4
PR EEE) FEATIX 70
& 5-50 WU 5E Wi SIS

FH | R &
t#1 JE I AR R AT e i S AR 45 1D M 6A
TE LT AT R B BcE e SR S, BT R BB R R R A B AR a2 IR s %, B

IR B R B2 PR AL T B 870, DR 3ATTmT IR Rt 1) R/ N #2871 . O o
PR A% UL T AZ W O BE R R 48— e R, BRATII AR U 28 — M SR AR SR IR 2 B 1) m] FH 2
I o
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Wi N3 SCHRT T - RG9S A iR AT S A TRRT P [l S R ST A TR R i

2% 5-51 I A e i S SR A #1

FH £ ZR &
#1 JE I AR VR AT e g S AR 45 1D M 6A
#2 JE A R R A M 00 -FF

#3 Hgiexl 1 =1[

pigrizl M 00 -FF

#K+1 Hdatk ] U 00 -FF

M N g SCHR A2 < A A A J S A DR R ) BB b TR A O e

2% 5-52 1@ ] HA P s B ) B i SC SR A #2

FH iR R &

#1 SRR FR R AT M 00 -FF
i [ ] =[

#2. .. k41 M 00 -FF

#K+1 HAfmtk ] U 00 —FF

5. 10. 3 ZFHIE B BAS

%% 5-53 A IV B AR IR AT 1 B SRR A S T A

& £33 Ei:13%)
13 M A IEF R
22 U FAFAIEH
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PEZ: P

U0 RN A2 IR 55 2 B E AR AR PAT P 5 (O33R, T 8 30K L o7 ARG

31

AR v

AACHS AL LU T 0L R RS :

1) B AN SCHF SR A IR SO AR TR AT

2) B HT 2 AN SRR SR RS AR IR A

3) Pt AN SCRFHR E A A

4) 1R BN A E S BAR PR IRATBOA BB

5) MR BE AT 1 FCVF IR E (0 5 K SR S A IR A

33

E7ee Lk (R4

AR A IR IRTT R AR, I HIRGS A A TRBIUIRAS, IR
EAMER

TF

BT 2RSS ANS R

5.10. 4 SEFEHN

FEZE € TR Y,

— AR R Bl g R RESCRE — B — AR AR a0 SR A

15 NS B B A R 0 S B o AR BT ) 52 PR SRR ST, I of Jol SV 0 s 1R A% )
FEREAT S e LS AN [F] A Jo) B3 08t 7 2 10 22 AN I 1) 3

BN A5 IS 2 /0 5 AN IR R VB AR R AT

AN FCVFAE BN E SRR ST A 2 A AT (R e BV E S b IR A, i SR v #6335 S S U,
O 32 1) 5 I 22 6 o — A ) SR R bR A5 2 S B AR B A 3 K

5.10. 5 SHEH

% 5-54 ZHIkTH

B it R U
0x00 Reserved by ISO U /
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PEZ: P

0x01

sendAtSlowRate

L2 HehR e 2] 2 2 LA o P A i R R 4
PR S AR BAE SRR SC o 5 A SR E [
BB FN S HEE, IR & e
€ o 7Bl IR TRME A 10 75

0x02

sendAtMediumRate

B2 i 58 P ] 2 I LA rp 258 3 AR i SR ) St
IR EFSYONTIVAT RS (S O i Bave G =
SEMEERAEMEL, FEAERR 8P E
o -t B BRI T 1 FD

0x03

sendAtFastRate

B2 Bt R 42 ] s L DA 717 SR A S PR PR T
PR PTE SR BER LSRG 2. MRS HL fast
fRE R E R s AR, IR GG R E
o 7l A BRI TAME A 1/10 F.

0x04

stopSending

i) S 12 1k 326 e /AR R I PR AR AR T N 4R ST o
4z — P A AR LU, A RN SRS Ik
1% (sendAtMediumRate sendAtSlowRate

and/or sendAtFastRate) SZHF) .

0x05
0xFF

Reserved by ISO

/

5. 11 BhAe LB IR (0x2C)

BN TE AR T IR S5 S0 VIR e s 7E 2 1 4 P Bl a8 DBl AR IR AT

AR 55 1K) B 0 A2 il e 4 SR HoRe — A sl s e s o B — DM B AR R e 7, XLk

B £ mT LIS i B b iR A 1 a0 Bt A S AR IR AT B e R 55— 2 s K .

M 55 AE AL EEAZ Wi N RE 7 () B 500 5 SR T St 17 B K RS 1, X B8RSR H 1 m)

Ll i A 8 SR BAE AR AT B BB B, 3 T Ld i 36 G 55 0 A 5K /e S 5 55 AH S R

SR BT 58 AT
Lo YLAE — S A oo ) AR AR IR A 5
NIE, B CBIEPRRFTR A — RO EHE S HUE 3o

T

BN E SURIFRIRAF AR 51 53— A HIARIRET, DAL 51 AR IRAT Z A B 5 FIAR IR AT

I 42 1) s S PR AN B AN — B
U SRAEE RN e IR T Fa € B A EE bR, R Se A5 Bl b il s, SRJETRER

5.11. 1 BhA&E XBHEIRIRAFH]

NRMISEARY], BlEbrRRT Al LU A F 1350 5E 3o
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K 5-55 FhFE XA DID 25

H Hex) |#iR BER | &
01 W ARRTFESC | U I LIS A58 FHY P 1o 4 1) 25 415 72 B A B AR iR AT 11 5 S I
BRI IRAT 51 AT .
02 i Ak E | U SEARL AR PP 1 422 1) 24 8 B A Bl b IR 75 K 5 SR
X B 81 ] DEE i
FER, AT U REAEIE B A B e
03 THERaEE X | U BEAE R BRAR E BB S EAR bR RAT o R, RS54
PEARIRAT AR R R B 2 AL IR R, BT SR AN AE SR 2
MIZNASEAEFR IR (2, $RE NS SEIRAR RN AER
RGN o AERAETESRIN € R 5 i € 1 3 B2 E br iR
75, MINE St B S APRRAT, IRIRTERR.

5. 11. 2 JEIFRFF B & XEARARIRAF A E X (0x2C 0x01)

5.11.2.1 WICHER
# 5-56 1ERIE LT riH= AR iR f i X

A BT | #R Bk {E Hex
#1 N E LR FRR G R RS 1D M 2C
#2 Toife= [

R FRIRRFE ] M 01

ANAE LEIEFRRFE R RS = [
#3 F7#1 (MSB) M F2, F3
# 4 Fit2 (LSB) | M 00 -FF

BEEIEFR R = [
#5 FHi#1 (MSB) M 00 -FF
#6 FHi#2 (LSB) ] M 00 -FF
# 7 PRI E 81 M 01 -FF
# 8 WA K/ M 00 -FF
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PEZ: P

PEBAEFR RS Em = [
# n-3 F 51 (MSB) U 00 -FF
# n-2 FH5#2 (LSB) ] U 00 -FF
# n-1 PEEFRIC R AL E Hm U 01 -FF
#n WAE /N #m U 00 -FF
% 5-57 HE MM
A BAEFET | #id R {8 Hex
#1 BT X BHEAR R N AR 55 1D M 6C
# 2 FIIRE=
I PR IRAF E X M 01
BAE XEHREPRRTE = [
#3 FA5#1 (MSB) M F2, F3
FHi#2 (LSB) ]
#4 M 00 -FF

5.11. 2.2 ZRHIE B RAG

R 5-58 THRFT B I A

{H (Hex)

R ik

12

M TR

WARASFRE RICCH I T RS HL, MKkIE.

13

M A IERRIROCK L .

22

U SFATFAN I

i

AR SR AN A2 A 55 8% R 25 PSR BAT i 75 O33R 4, U0 2 A 36 skt i 17 AR

31

M 1K G

WRFF) ANSESCRE/ TR

P MRS NLAE DL R LR A% -

D) 15 SRARSC P AR AT RS IR TT (Bh2 R SO AR RAT BT e b
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PEZ: P

2) VWHFEIC KA B R O T 1 BOR T 618 RV ED -
3) $8E I NAFRANIERL
4) NS S HE R IR IO Bl I i 8% e VR I SR B

33

g7ge oy EiEEG)
AACHG AL LA 0L T AE

L BRSRARSCH AR B b iR 15 (378 5 SCEEE bR IR A BT TRt
PRIRTT) #2240, MRS RCE AL TR BIUIRES .

TSRS AR T A A7 b A 22 40 (1, 423 A A TR

2.

5.11. 3 Bt AAAHbEEA & X EHEFR R (0x2C 0x02)

5.11.3.1 IR
R 5-59 TERMCE X -TREL = i A bk e X
A_BERE SH 4 B3R | (Hex)
#1 BhAS B SCBHRAMRFFE KRR S 1D M 20
# 2 FIhRe= [ M
02
BT AR E X
AT XA R = [
# 3 Z45#1 (MSB) M F2, F3
# 4 FA5#2 (LSB) ] M 00 -FF
#5 HE RN A% 2 ObR IR AT M 00 -FF
WAEHE = [
#6 F#L (MSB) M 00 -FF
# (m-1)+6 Fitm ] ' 00 -FF
#m+6 WAF K=
FHi#l (MSB) M 00 -FF
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#(m+1) +(k-1)

ZAiHm ] (o 00 -FF

WA k= [
#n—k— (m—1) FHi#1 (MSB) U 00 -FF
#tn—k FHiHm ] u/c 00 -FF

WA R/N= [
#n—(k-1) F il (MSB) U 00 -FF
tin FHitm ] U/c? 00 -FF
NEo
C1 ZEAIAFAE T s e A FE A% SR IR AT b K (R B S50
C2 ZEAIAFAEM T s HE A FE A AR IR I N A RN KR B

% 5-60 1 5E N
A BIEFET 24 R {8 (Hex)
#1 ENZS B SXCEARAR R A N 1D M 6C
# 2 FIhRE= [ M
02
@it AL E Y]

BT LB TE = [
#3 FA5#1 (MSB) M F2, F3
#4 FA5#2 (LSB) ] M 00 -FF

5.11. 3.2 XRHITE & RIAY

K 5-61 SRR E MR A%

‘ {H Hex

ENEE
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12

T IR
WERASTRAE RICCT TR S L, NkIE.

13

AIER RSO E

22

SFATFAN I
USRI SS R PAT T SR IR AR 2 AN AL, WU N2 iy LA A o

31

TR HVEH

M MRS REAE AR RO T RS

D) 38 RARSCHASLHF /TR B A€ LEHE R IRAT
2) G AS SR SRR SC A HIAEAT A A7 b

3) FRE B NAF KRNI

4) ZAT R BB E AR IRAT P I S

e A A A% T VF IR _ERR

5) $8 € i A FEAR IR A TC R

33

Ezsean LIEiEES]
AACHS RLAE L5 DL R A%

1) iR CH I/ FA] dynamicallyDefinedDataldentifier &l %4
1, AR5 AR AT EURE

TR R A AL AR A2 22 4 i), IR ST A5 B0 b T Bk 2s
e A A A P VR _ERR ;
5) 45 € H L A FEAR TR TE XL

TE

TG AN SR

5.11.4 ERIIZEXHEIEHFRFF (0x2C 0x03)

5.11.4. 1 R

R 5-62 WRIMSCE LT RE = THEERBIEE hRRRT
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PEZ: P

A BB SEL ER | fH (Hex)
#1 A E X B IRTTRSS 1D M 2C
#2 Foae= [ M
03
15 R Eh 4 8 EHRARMRFT]
BT LB RTE = [
#3 FH5#1 (MSB) C F2, F3
# 4 FH5#2 (LSB) ] C 00 -FF

T C ZHUNAAE ZRAZHI GG B 7 81 Ay 1i82 S i sh & CEHR R RTT .
RGBS HAAFAE, WSS A Sh A € AR IRFT R E B -

% 5-63 HE RN

A BT | 8L B3R {E (Hex)
#1 ENAS B SUCBHEAR RS AR 55 B AR 45 1D M 6C
#2 FIiRe= [ M
03
TERRENZS B R AR TR ]
ENASE LBHEARRSRF = [
#3 =Zi#1 (MSB) C F2, F3
# 4 FA542 (LSB) ] C 00 -FF

H

T A RN BHR PR IRAF S B BUE T RO, W7 2 C SHIEAE, BNAEREZS

5.11. 4.2 ZRHIE B RAG

K 564 STEFTS E A N ALY
{8 Hex B3R i
12 M FINEA SR
WERASZFE R F RS, KIS
13 M ANIEMRIHR K .
22 U SAEAIEH

U A AN AL D) B TSR AR, BEORAR B 75 5 M A
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31 M TR

BRERAG SRR SC PN SRS /TR Bl 58 SCBARARIRAT, IR & i A
.

5. 12 BT RAF S HHE (0x2E)

IR A5 A AR R 5 B IR 55 D SR B 1 5 N AZ 28 o B 10 S B R IR A b
e IXTIRSS R T BE A
- IR S RIE N A
. HECEINE
- REET SR E A
- WEEITA 2

5. WEZFHIRHSH (VIN) .

UPAT IR GS1 SR AT AT B A B, 9 A2 328 W) 288 P 2 A AR BE 82 7 1) B AT (9, J I 22
SR 0x27 2 BEEH) .

S e 55 R B AU 2

1. ZEs AT 3km/h.

2+ MR RS HAT IRE T P38/ R GuidkAT 1 B A

3 HAth PR 5% A 5 5 A =

HAE R — AN RN R, 03 LA e i RIS 0x22, FE LT KL,

R TSRS R, I SO i 2 AT PR A PRI R

TR VAT 5 B R 25158 FH PR s 1R AR I TE 428 1) 38 PR AR 12 W T P R 7

[

e C " \ )

5.12. 1 KR

% 5-65 MR IR S HETE RIS

A iR R & (Hex)
#1 TR IR IR IRFT M 2F
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FHabr iR er [ ] = [
#2 =Zi#1 (MSB) M 00 — FF
#3 ZHi#2 (LSB) ] M 00 - FF
BEicxl ] = [
#4 HiiEn1 M 00 - FF
#mt+3 HdEtm ] U 00 - FF
K 5-66 SEIEARIRFFH € N
FH #iR R {8 (Hex)
#1 H 7 W AR 55 bR R A M 6F
Babrlss [ ] = [
#2 “Hi#1 (MSB) M 00 - FF
#3 F5#2 (LSB)] M 00 - FF

5.12. 2 TR B MAS

R 5-67 GEHEFRIRTT SCHF 15 E i LA

E He) | Ex Hik

13 [ RSO

22 u SR E R
A SR S B8 R A PERAAAT T 75 OB, U
RS

31 M iRt
SRR RS P S AR R S0, B O T
fy, R MR T . RS B E T 2 b B 6 05
T

33 [ Ay it
SR e — A SRR 22 41, JF ELTE BRI Bk
AR TARBORE, LK% AR
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72 M — PR g R O I

AR SR S AE AT U5 ] i 55 23 A BT 9 A7 AR IS D00 21 i,
A IE IR A . i, =GR R R w7k A AL A7 B0 % (A
INAE) H A AL BN, X2 AL B 17 2RI

¥ M TG AN SR

5.12.3 SZHEHN

RGN A TR AT BE AR 551 SR AT ArT 4 VR Ik i 2 128 o) 28 25 A
NRC22 1) 2511 75 B 25 R
B S NAET KGR G, B8 RRIE S B

5. 13 B AR IRAFREATH A\ HH 24| (0x2F)

MR 25 A FH UL IR S5 SR B NS 5 o s 1) 25 Ty e A / S o] el 42 i 248 A i 2 1 5
FM BT RGN AT « H IR SN ARG SRS 5 IR/ 8%
HAE SRR MTAEE . WRERIRCINPIAT, IR ik — AN 58 M R S

58 Z A UL AN S H5UA AT P SRR R N H A2 AR IR T (0 AR R BT AR BN o R T
I 75 B ] (1 2 Bk F) — Dl e 4 R A e B 20 (S RE T 4 S22 5 1 B A A N i L A28 11
AT, PRI AR 2 — i 8 RS e o SN N\ Jin HE P AR R P (8 2800 H A AHE 5 12
F R AT BN B D0 1 AR 3 EAR TG 1908 — if 5

XA 1/0 426 D e X Ae BRI U, JF B BEAERF PR R I IS AT 26 AT R0
Y P

1. Z# AT 3km/h,

2+ BEPOEN 1/0 HETRA LTI SRR ES GREE ECU/ R 40)

v AR R/ FINL R R AT AT AV E S I (R4 ECU/ R &) -

- R A SR TR A E A E .

B W TGRS BZEHE, W% st i L B3R 26 1 I 223

H R — ARSI, F2 0 355 LA 8 i N RS 0x22, FE4ATE KRk 3.

SRR T A2 —, FR AR T IR IS AT (5 ) 2% 3Rk 2 i E R T B i

S w
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PEZ: P

1/0 #BEAT ) -
Lo W3 ZRoM s RS ie ) #5 [2F XX XX 00 hex]HiE K.
2+ RAFVEIA ST I e
3. RAIEHIR E AL
Ay YIRS 2 A (G 145 2R R B T 22 A R ) .
L4 N B A R AR DRI ) R A B 10 3%t S 2% T DU 2 W R 2% [0x 22 134T Vil

5.13.1 MK

R 5-68 JEIL R IRFTHEAT S0 N\ PR SRR L

FH iR B3R {& (Hex)
#1 15 R RS AR RFF M oF
BmbrR w1 =(

#2 Fi#l (MSB) M 00 - FF

#3 FA#2 (LSB) ] M 00 - FF
BEHiggacst [ ] = [

#4 TP TR caxiil I M 00 - FF
#5 EHRA#RL U 00 - FF
#4+ (m-1) B HR S Hm] U 00 — FF

TR I xE1 | = [

#4+m | a1 U 00 — FF
#4+m+ (T—D T%F*ﬁﬂjﬁﬁg#r] U 00 - FF
TE:

D) 0 PR N ER 28, ESH N 2R o)

R 5-69 JEIL R IR HEAT S0 N i R M
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FH iR R {& (Hex)

#1 H WA N IR S AR R RF M 6F
BHEARRTTHL = [

#2 =Zi#1 (MSB) M 00 - FF

#3 w42 (LSB) ] M 00 - FF
BHPRESIERL ] = [

#4 PN TG IE 2 M 00 -FF

#5 EHPIR AR U 00 — FF

#4+(m,1) E%U%#&#m ] U 00 - FF

5. 13.2 SCREIIT R RIAD

2R 5-T0 A N H 42 A1) SR R 85 7 T 1 )

B (Hex) BR | ik
13 M AN IERRIR OO
22 U FAFA L
AR RN IR S5 2 IR A R BAT BT TG B A, DM R A28 B i 2 AR
31 M TR G
NRC NEFE BA R 1500 T R 3% :
B AN SR R B AR IR ;
i Nt ) SRS A TE R
PRI — A B AN E F R IR S B AL
B AN SRR I B RD 10 S s PR I AL 24
33 M E7se ik EEA
MR R BT e A, IF HIRSSE R THOURE, WRR
GCV Diagnostic Requirement Specification Version:1.3 Page 101 / 118
& BIER, FIFAEHRR. 8F. AR






PEZ: P

EBARG . — A A SR B A RERE DI S R P AL 4L A

F

T2 U RS AN SR

5.13. 3 N = mIRAR

X 5-T1 #BHIRMZE

1 (Hex)

iR

B3R

1

00

returnControlToECU

M

LA M7 e s e T DMK 8 AS P2 i N i
AR S G T RS HEin

(EReR
TR R RPR S 75400

=+
BRI O LIRS 5140 B TR iR
.

01

resetToDefault

BEAE S [ IR 5525 R Y, eGSR N ETE B
155 Z Rl N AR R 51 B LERIA
WM S S

TR R RPR S 75400

PSR PR 5 7 BT SO )
.

02

freezeCurrentState

EAE S 11 IR 55 2% 2 BT, BT SRR 4 e i A\ i £
AHARRFT S RGNS B 5
TR .

TR A HPIRES 71 4 0

R MR L R AR 2 7 A O T R AR IR
7o

03

shortTermAd justment

ZAE LR R S5 a5 B, BRI SRR N S H A
PRIRST RAM 5| IS 5. B S Bl 5
SN S ARG ST HE. ER AR
WEFTHHC BUR T EAR R IRTT

R R DR & S A B T AR bR R
.
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5.13.4 SEHEHM
NRC 22 444 75 235 AR A -

5.14 #lfEs=mHl (0x31)

M v g A e R S5 JE 3 /4 1L BIRE, JFEREIE S BURS SN FA L. HIFEH 2

BIREAR R AR IR
BIFEA FRACE A . 1/ 0 4% B #gmis .

T

5.14. 1 ICHEI
* 572 BIFEIEHE KRk
=4 i::3%) B3R {H (Hex)
#1 5 R ARSSARIRTT M 31
#2 T Ife=
BRI HI SR M 01, 02, 03
BIFEFRARF [ ] = [
#3 ZA#1 (MSB) M 00 - FF
#4 FH2 ] M 00 - FF
BiFEEmlEmex [ ] = [
#5 BIREz e T 1 U 00 - FF
#n BIREZ l] 1E iAm ] U 00 - FF
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PEZ: P

T T RS EOHRBIRE RS L BIRE, Z8#5 BlEn 2R AT

R 573 R I g M

FH iR R & (Hex)
#1 A SR 55 BR R A M 71
#2 B FE g i 8 M 01, 02, 03
BIFEARIRSF [ ] = [
#3 FA#1L (MSB) M 00 - FF
#4 FAH2 ] M 00 - FF
#5 IR E E=( M 01, 02, 03, 04,
05
VL
BIRRRAIE ] = [
#6 BIFEIRA#] U 00 - FF
ttn BIFEREH ] U 00 - FF
1 BIFELER
01= BIFEFFUR %I
02= HIFEHEEA R
03= BIFETEHEFE
04= BIFE K Ih5E K
05 = BIFEAR LI TE K

5. 14. 2 TR B MRS

R 5-TA IR ) SCHF 15 5 Wi A

{8 (Hex) R iR

12 M FINREA S HRF
WMRASLFRERICF BT RES L WKL,

13 M AN IERIIR K
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22 U SAFANIEH
QT SREANTHG 42 ) B IR AR 2 A R PAT B TR A, DR A 2% st AR AL,

24 ' 15 3R T 1 B iR
W AFIEBIFE” B TESREIFESE R T RRAE A BB A TR 1
BIFEAR IR FFLRBIFE 2 H gL

31 M 1 3K H YE
A RAE € PIBIREAR IR S BE TR B R IR TS 0l o, IR R IE
PRIR ARSI T RIE, (HANSZ 3 HF.

33 M A I FE 4
WRBIFEAR IR TR A0, H BRSO K 45 6 28 3% A 4 T RBUIRE,
) 87 325 EAR AL o

72 c* T8 FH P g R
TSR R 25 2R AE AT 17 0] IR 25 4 P9 38 YA BRI AT I BB 5%, U208 ik
REMRAD . fan, 4 REER B B R K A N AE L& (WTTAAE) R RS N A7
S ERy, XHZ N AL E U5 AR

7F M TSRS AR

*:

DRI H AFIEBIFE 5t EROIFELSE R FIhRE, NRC24 NiZ 2wk ;

2) WSS A 5 FREFITIREEER, W NRCT2 Ayam]E R,

5.14. 3 BIFEFZHIRE

* 5-T5 BIFEFEHISA E LS5

fH (Hex) ik BR /I

01 THa B M ISR e 2 A5 R 2l B IR AR TR RS 2 AR

02 (EAIR Ve U I 2 HHR s 1 2% A5 1 E G R AR IR A i S AR

03 HRGIFEGIR | U UL 2R s F ) 2% B3R [ B I REAR IR R 48 18 I RE Y
4R 1E.
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5.14. 4 BIEIRRRFT

FORAEIX R 1) i LA 5 B SEBLLL R B

X 5-76 wmEITEIC KR T

FIfErs | IR R | #R B
REF
(Hex)
0202 Fer il P A7 M {5 R B AN 25 T 2 AL TR 1 o EEZ

DFFO tatlEnd= MY AR TEIEIA 1T/ o FEhlE:, v UIAT | [F5
T H (B3R, PR T ORI A 1) DTC A 2 R AED)
CEARARTICIMR A

FF00 HBER AT M PIRESZ B2 Wi SR 5 2 5.2 A2 PP 1 IR R R A A7 20 B Ek7

FFO1 B g M FESER N BP A Jm, R A BIREE RORIGIE N8 | 25
A A

5.14.5 SCHEFLN

B IE— B RSB .

5.15 EXRTH (0x34)

A v 6 158 P I A 55 I 2l ATt 1 280 42 ) 45 14 e A i (TR 380D o
PR SHRCEIE R N B8 RIS, A ACE R N SCZ |, 75 8] o R L — ) s B
Fe R S -

5.15.1 I

577 R TG R

FA 2R R {& (Hex)

#1 TR SS PR IRTT M 34

#2 B s iR AT M 00 - FF
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#3 Hiy 3 A FE RS AR IR AT M 44
WAEHEE [ ] = [
#4 FA5#1 (MSB) M 00 - FF
#5 FiH2 M 00 - FF
#6 FH3 M 00 - FF
#7 #4544 (LSB) ] M 00 — FF
WEERAD L] =1
#8 FH5#1 (MSB) M 00 — FF
#9 FH2 M 00 - FF
#10 FH3 M 00 - FF
#11 Fig4 (LSB) ] M 00 - FF
T

HBBEATR FERE SRR — A AT
BT - AR AERAINSEI K (715D
$3 - 0 AL NAEHEIE S H K (52550

TXANHRRIE B SR A A R/ P A7 bk R 8% 8 SN 4

£ 5-78 1ER NEE 2N

M, BRSBTS 43

E & 2R =R {& (Hex)

#1 H E W S AR 55 bR R A M 74

#2 KA AR IR T M 20
KRR EH=(

#3 =541 (MSB) M 00 - FF

#4 FH7#2 (LSB)] M 00 - FF

VE:

KER AR IRFTR DT HNME, AN R THRSX 2

BT A B KRR KEH KL (CFAED 2 R E Y 0x2.
953 -0 A OB ORE, BE N 0x0,

5.15. 2 SCHRFHIS sEHE DAY

R 5-T9 U5 RN BECHF I 5 R W S A
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fE (Hex) |ER #ia
13 M ANIER RSO
22 U SAFANIEH

AR SN R DI B 2 TR AR A, BERIR B 75 5 M A

31 M 15 R Ve Rl

U RN AL P 2 B R E AR AR PAT I 3R, U 3K iy 2 AR

33 M Soae carrl IS E{ EE4

DR P AR T RO, JF HAZHIE 00 2 2RV AT TR, N
RIE AR

70 M ANEZ PAERT

SEm RACHS R, R R A, Jeik e BN BB I 4% A 2l

7F M AT TE RS AT

5.15. 3 &R T HREUEW AR RFF

Wi SR IRAT 2 A NG, AT RS IS 7 i, A i S s
o WEORAHHT A sing, WERAHR S HB BN 0. ESCRF—A> 00 FEE bR IRAT

alalalalb|b|b]|b

b L A
oy e
Campressian Encryption
Methad M ethad

Bl 5-1 RN AR b IR AT A i)
5.15.4 SCHEALM
TEEZHATHN

5.16 fEH#%HE (0x36)

IR 515 FET IR 550 500 MR 18 5 A B 8092 1) 28 CF 3% BRI 01 28 AL S 308 4 4
(CEA%) o BHR AL 577 19 F R (35K R 3Rk - 3RIR 45 & 3. H IR B R LR BN T — AN
SR H, TR 5RO A 7E A SRS SRRSO A S SR S5 . St 8 4% 3 3
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TAER S T E ) S i B 2 7 A i gl Wi L3R L HR AR A o 2 20

1T 5 FHRE PP R GRS P20 corver) » DU T HL I B ST AR A G SR NS5 o A0 SR AH R )
FER A OB TR, (BN A AR R R R T, B I R RGE R SRR SR i
FRE R R, A ] BE 2 R AL IXFE IR

5.16. 1 MICKEK

R 5-80 ffmdhiE Rk

F34 ZR R & (Hex)

#l R RS AR IR AT M 36

#2 (N M 00 - FF
fetiERSHeE [ ] = [

#3 fEEIE SR S ritl C 00 — FF

#n fE5E Rk S 5Hm U 00 - FF

T TR, B MR S L.

R 5-81 ALl Fy e M N

FH #ia R {& (Hex)

#1 H 7 W AR 55 bR R A M 76

#2 BT A M 00 — FF
e N ZHEC R ] = [

#3 FE G . S8 1 C 00 — FF

#n A& . 2 H Hm ] U 00 - FF

T AR B AR, A B S R A R Y

5. 16. 2 TR B BAS

R 5-82 AR 75 7€ W S A
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{8 (Hex)

R

iR

13

A IERFIRSCKE

POCK IR B % AR

24

R IR

A 45 A P b o AR

L WURAE SRR AR 55 IR SR TF SRR SR _E 3R 55 A i IR
2. ARAE R T REEGE R BB AS AL TEBIRA, HRR RIS D ik
FE BN R N B EUE K _EBIR ST T A AN S8 E 1T o
TR SR RS BT ST SRR R SRR A T R AR
H LB HEE R R

FRE ) s ML AR U SR TE S

31

TR

R A R SR 2 i e R AR RSO E AL, MRS
Y ENE

71

P AR AR

IR IR AE DL R B0 T i

Lo i SACHS R B, Bt A At b R b in 4 1k

2. FEBBUREEAR AR T BRS HE R E P RIEAHE KNS
HEDR

72

8 P A i

Un SR A AR T B AR Hh R UM Bk s A K A A BE 6 (WIIAAR) Hh
HIPIAF LB A, 0 A 38 iR [mTA R

73

BRI T EAs

An SR A A B R e A R R R, U A SR R 1A
VER A0 R 5 A — e B SR B RS RN o B AR TR
RIS, 5 R S B R IS5 %% .

TF

R 55 5 2 BT 2 TR AN SCRF 5

92/93

CENEY NP N i

P SRAE A2 )5 00 3 PRI S| B AR B ) P PR B T AT RS VA L, R e
TEBEHIE AN A QINAE) » MIRAE BRI (A5 .
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5.16. 3 SHEH

NG T H s 70 VF2 i 22 ) A A Ak PR A i 3%

JREETER, HALRIN 1. Hfefbs 255 (0xFF) I, Ni%4

5. 17 #REHIBH (0x37)

BERIZM 1

I B 558 FH 1M A 55 248 1 I8 45 R 42 i 458 22 1) 11 i A% 4

THG . X ek 55 R
AL BT 0,

5.17. 1 IWICHER
583 1 RAL IR H R4 L
=4 i) B3R {E (Hex)
#1 T RIRSS AR M 37
EE RS 80ex] = [
#2 Fediin RSl 541 U 00 — FF
#n fehmis R ZH0e s | U 00 - FF
% 5-84 HRALHIR Y F E R
F iR R {E (Hex)
#1 T E M N R 55 FR R M 77
e N 2400z ] = [
#2 FEHmE N 2 Hd Sk #1 U 00 — FF
#n FEH I N 2 0 St U 00 - FF
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5.17. 2 ZFHIE B BAS

K 5-85 15 R AL TR HH SCHF I 5 2 M N i

{& (Hex) R iR
13 M ANIEM RIS KE
24 M 15 3R T 1 B iR
1ZR [BIRE NAE PAT 10T R0
1. BRI S I SR, GufEid 2R 5 o
2. TR N EEUE R BRSPS -
31 U 15 R H AR
WAL NG R SO S O BEHE, IR RIS IR [R5
72 U — B 2 R I
NS AR 55 AR AE S8 R v A AR 55 4 2 8] (5 0 A A o A 0 281 5% (491
an, JERE e A, WIRSR[E B NRC.
7F M AR &S AE M T 2 TE A .

5. 18 JETHHEF HAEFE (0x3D)

AR 55 F R DSBS N 101 5 B8 LA P o 00 PR 7 ELRAGE R A DR/ bl A A7 ik T A7
KANZHIHE . IR BERS AR IRAT, (B9 0x24 NAEH

5.18.1 WK
* 5-86 HANAFHAETE SRR L
FA Eit37) =R {H (Hex)
#1 TR MRS PR IRTT M 3D
#2 M b M 2 A% UFR IR TF M 24
WAEHAIEL ] = [
#3 ZA#1 (MSB) M 00 - FF
#4 FATH M 00 - FF
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#5 FH3 M 00 - FF

#6 FAHA ] M 00 - FF
WaERAD L] =1

H7 FA5#1 (MSB) M 00 - FF

#8 FiH2] M 00 — FF
a1 = [

#n—(r-1) | Zdftl M 00 - FF

U
#n Hutr ] 00 - FF
F 5-87 BT HLHES N A N

F ik R {8 (Hex)

#1 T 7E M B R 25 B R AT 7D

#2 Hh bk BE RS bR IR AT M 24
WAEHEEL ] = [

#3 F#1 (MSB) M 00 — FF

#4 FATH2 M 00 - FF

#5 FH3 M 00 - FF

#6 FATHA ] M 00 — FF
NEXRAN [T =1

#7 FHi#1 (MSB) M 00 - FF

#8 FAi#2] M 00 - FF

5. 18. 2 TR B NAS

R 5-88 JHILHLIES AT SCRF AT E i MRS
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fH (Hex) Bk | #k

13 M ANIER SO
22 U AN IERf

R AN 92 1) 2% R 2 A SR BRAT BT 5 A, U 2 32 i AR A
31 M T oK

AR SR B A A AR (MA) < AE R/ (MS) BRILEE AR FE S S AR IR &
B ETER, W RAGE AR B

33 M LA R AR 4
TX BARAL . 24 32 tn SR 5 N A7 bk IR 257 ) 22 /0 — AN SRS Y A7 Rk 2 4
P B 92 i B AL T IE BIIRAS

72 M — MG R I

USRS AE S N A AL B A I B8 R, U A& IR [R14GH
F M R 55 AE 2RI 2 AN SR

5.18.3 SEER

WAL AES B BE O 4 4>

Mok R] AR IR A 4 T B — N B A, (ER b ] DL A (0, Bhsn iz 5 3K
K- DNAFEREERS) o BT, WARBIESEAX N T AL E, N AEFE 232 Wrplva i
SRR o

WA KNS HA N 2 A7

5.19 JRABZFEL (0x3E)

L IR 55 AR FH e 47 i o R A B0 4% L AF AR o RO LAt UDS AR 55 I /5 ZE AR 55, DABS
b & B SR IR B E IR LIS .

BEfR 55 -4 — e A I 55 S R AR I i R, AR BN 21l o 1XR] DU e A%
S e 26 AE LR SRR OSORSEIL, B AR SR> HABZ AR 55 (05 50, BHAE AR 55 2% B 23R (1] 21
RN
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5.19. 1 MICHKEK

#* 5-89 M BL AL RIR L

FH i ER | {E (Hex)
#1 15 R RS AR RFF M 3E
#2 FIEE 00 M 00

R 5-90 B R AL E i

FH #iR E5R | {E (Hex)
#1 H E W N R S5 bR TR AT M 7E
#2 FIEE 00 M 00

5.19. 2 SCREIIZ R RIAD

R 591 ML AR LSRR I 15 52 i LAY

1 (Hex) R £
12 M FINREA T HF

WERA L FE R F RS, W%,
13 M ANIER SO

5.19. 3 SHHETH

* 5-92 ZHETUE

£ (Hex) 3% ER| &9

00 T-IhRE 00 - HREMMN TR | M S HUE A T4 s BRI E € e B8R AL 2 AT
TR A -

01-7F R U /

W LAThRE F-hE 7 UK I%E 0x3E 0x80.
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5.20 F24i] DTC B (0x85)

FI R T & B AR 42 1) DTC B MR %%, F T L BUMK S 4% 1] 35 v DTC ARZS LI BE R

AT IR S5 BRI A0 R

1. AR 3km/h;

2. TRYE RGTPAT IR 35 28/ R BT R OCHERR A

3. A BR ] 5% R 7R R

HA R — AN SR I, 420 380 LS e i AR 0x22, B0 SRR

U TCVEIRAG A B, W% 5o i L B3R 26 1 I 2R

MRETHINEN 2 — I, RV S 2] 25 W I DTC 474 -

Ly A A0 o o %14 B 2 37 SR 4% 1) DTC e R it G 01 < 4041 5 8 0 S 4 SC AR ot
WEN 1), BCETEHE W N RINERE GEI: % W RN CSCHR R AL E N 0) .

2. FEHIGEHE.

3. Wi TENAEBOA S TR E OB A S 1

4 F i DTC 1B [0x851 G DTC A7AEIT, AT58R 75 B 545 LA R I s o 47 1) R 55 -

BEEL DTC {5 . [0x19]

HERiZ WS B [0x14]

5.20. 1 #H|ICKEX
* 5-93 &Ml DTC 1 B iR L
=4 i) B3R | {E (Hex)
#1 TR AR S5 AR IRAT M 85
#2 FIEE = M 01, 02
DTC B 2RM ]
% 5-94 f& DTC W& H & m
FA iR ERK | {H (Hex)
#1 HE M €5
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\ #2 \ DTC ¥ & 2K \ M | 01, 02

5. 20. 2 ZFHIE B MG

K 5-95 A DTC ¥ B SRR 5 5 Wi B AL

fH (Hex) R Eiiipa

12 M T INREA SRR
WERASZFE R F R B S, NS

13 M ANIEf IR CCKE

22 M SAFANIEH
TSR AN 4 ) 28 R E 25 AR BT T 75 IR, TSR 328 L i 1
(AR
i AR AL T IE S EFE G ), R TEiE AT B SR 19 DTC 2]
ThRERHE

7F M IRSSAE AT TEASCRF

5.20.3 DTC & EHKA

2% 5-96 DTC W B KM S

£ (Hex) |#id R | &5

01 DTC setting —on | M w28 NARYE IEH TR, KE 2 WSk AL
A BT

02 DTC setting —off | M Fa ) 2% N 452 11 B T2 W B A RS IR A6

5.20. 4 SEREHLN

BEHR S T R 3 /45 AR R T 1R DTC ARZSAL, 1AM IR £ AT
— Bz DTC WEIERIAT, TREREN “on” B BIASIFFZH] DTIC W E =1k
(i, 2 PIBOA 1 26 as B A) . W DTC RASNLME B Wk gk St 4T . BIAE
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JIrER I DTC B EIRS O Tl aIRE, WERAR S AT 2 1 SCRAZRST, TERAT 3

WBLEN “on” BL “of 7, R ARAINLEIE A H IE MR o

ISR R e AR TR BRIZ W5 B (0x14) AR 55, $26i) DTC B B AN A 1E EH v B 47 1) 4 1Y)

DTC ARSI

Pl DTC B B 55 i AN A2 ¢ P e 42, AN S 2 P s SR o AN J BSCH il e A1 B
IR 22 A S L B R B 5 B DTC RS HL (B, — ARl ISR 2 WS BRI RA S B

o BR A AT IR B )
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		3.4.2.2 输入

		3.4.2.3 输出





		3.5 控制器配置

		3.6 输入信号的模拟与输出控制

		3.7 诊断例程

		3.8 安全访问

		3.8.1 安全访问级别

		3.8.2 安全访问流程

		3.8.3 延时时间控制

		3.8.4 种子和密钥的特性

		3.8.4.1 种子生成

		3.8.4.2 密钥生成





		3.9 故障管理

		3.9.1 故障分类

		3.9.1.1 法规要求的排放相关 OBD

		3.9.1.2 控制器故障类型

		3.9.1.3 系统故障



		3.9.2 故障检测

		3.9.2.1 使能条件

		3.9.2.2 外部电子电路的故障检测

		3.9.2.3 故障老化条件



		3.9.3 DTC

		3.9.3.1 DTC码

		3.9.3.2 DTC描述

		3.9.3.3 优先级

		3.9.3.4 使能条件

		3.9.3.5 产生条件

		3.9.3.6 老化条件

		3.9.3.7 修复操作

		3.9.3.8 自恢复标准





		3.9.4 DTC状态信息

		3.9.5 DTC快照信息

		3.9.6 DTC扩展数据

		3.9.7 DTC类别



		4 报文格式

		4.1 请求报文

		4.2 肯定响应报文

		4.3 否定响应报文

		4.3.1 否定响应报文结构

		4.3.2 支持的否定响应码





		5 诊断服务

		5.1 支持的诊断服务

		5.2 诊断会话控制（0x10）

		5.2.1 报文格式

		5.2.2 支持的否定响应码

		5.2.3 会话类型

		5.2.4 实施规则



		5.3 控制器复位（0x11）

		5.3.1 报文格式

		5.3.2 支持的否定相应码

		5.3.3 复位类型

		5.3.4 实施规则



		5.4 清除诊断信息（0x14）

		5.4.1 报文格式

		5.4.2 支持的否定响应码

		5.4.3 故障组定义如下：

		5.4.4 实施规则



		5.5 读取DTC信息(0x19)

		5.5.1 读取DTC类别

		5.5.2 通过状态掩码报告DTC数目 (0x19 0x01)

		5.5.3 通过状态掩码报告DTC (0x19 0x02)

		5.5.3.1 报文格式

		5.5.3.2 支持的否定相应码



		5.5.4 通过DTC报告DTC快照记录(0x19 0x04)

		5.5.4.1 报文格式

		5.5.4.2 支持的否定相应码

		5.5.4.3 DTC快照记录号

		5.5.4.4 实施规则



		5.5.5 通过DTC数报告DTC扩展数据记录 (0x19 0x06)

		5.5.5.1 报文格式

		5.5.5.2 支持的否定响应码



		5.5.6 报告支持的DTC (0x19 0x0A)



		5.6 通过标识符读数据 (0x22)

		5.6.1 报文格式

		5.6.2 支持的否定响应码

		5.6.3 实施规则



		5.7 通过地址读内存 (0x23)

		5.7.1 报文格式

		5.7.2 支持的否定相应码

		5.7.3 实施规则



		5.8 安全访问 (0x27)

		5.8.1 请求种子

		5.8.1.1 报文格式



		5.8.1.2 支持的否定响应码

		5.8.2 发送钥匙

		5.8.2.1 报文格式

		5.8.2.2 支持的否定响应码



		5.8.3 参数选项

		5.8.4 实施规则



		5.9 通信控制（0x28）

		5.9.1 报文格式

		5.9.2  支持的否定响应码

		5.9.3 控制类型

		5.9.4 通讯类型

		5.9.5 实施规则



		5.10 通过周期标识符读数据 (0x2A)

		5.10.1 目的

		5.10.2  报文格式

		5.10.2.1 请求报文

		5.10.2.2 肯定响应



		5.10.3 支持的否定响应码

		5.10.4 实施规则

		5.10.5 参数选项



		5.11 动态定义数据标识符(0x2C)

		5.11.1 动态定义数据标识符类别

		5.11.2 通过标识符动态定义数据标识符的定义(0x2C 0x01)

		5.11.2.1 报文格式

		5.11.2.2 支持的否定响应码



		5.11.3 通过内存地址动态定义数据标识符 (0x2C 0x02)

		5.11.3.1 报文格式

		5.11.3.2 支持的否定响应码



		5.11.4  清除动态定义的数据标识符 (0x2C 0x03)

		5.11.4.1报文格式

		5.11.4.2 支持的否定响应码





		5.12 通过标识符写数据(0x2E)

		5.12.1 报文格式

		5.12.2 支持的否定响应码

		5.12.3 实施规则



		5.13 通过标识符进行输入输出控制(0x2F)

		5.13.1 报文格式

		5.13.2 支持的否定响应码

		5.13.3 输入输出控制类型

		5.13.4 实施规则



		5.14 例程控制 (0x31)

		5.14.1 报文格式

		5.14.2 支持的否定响应码

		5.14.3 例程控制类型

		5.14.4 例程标识符

		5.14.5 实施规则



		5.15 请求下载 (0x34)

		5.15.1 报文格式

		5.15.2 支持的否定相应码

		5.15.3 请求下载数据格式标识符

		5.15.4 实施规则



		5.16 传输数据 (0x36)

		5.16.1 报文格式

		5.16.2 支持的否定响应码

		5.16.3 参数选项



		5.17 请求传输退出 (0x37)

		5.17.1 报文格式

		5.17.2 支持的否定响应码



		5.18 通过地址写内存 (0x3D)

		5.18.1 报文格式

		5.18.2 支持的否定响应码

		5.18.3 参数选项



		5.19 测试设备在线 (0x3E)

		5.19.1 报文格式

		5.19.2 支持的否定响应码

		5.19.3 参数选项



		5.20 控制DTC设置 (0x85)

		5.20.1 报文格式

		5.20.2 支持的否定响应码

		5.20.3 DTC设置类型

		5.20.4 实施规则
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1.2 HESAKIE

Abbr Description R

PID Parameter Identifier SEIRRRF

DID Data Identifier HURETORRT

RID Routine Identifier BIFR=HIFRR

I/0 1D | I/O Identifier BANBIHIRRR

IC Instrumentation Control Unit HENEE

ABS Anti-skid brake system FHiEE RS

AC Air conditioner TSRS

ACU Airbag Control Unit ZESEEHIRIT

ADB Adaptive Driving Beam BI&EROTE

AFS Adaptive Front-lighting System ERERIANTBERN R S

AVM | All View Module REFIER

AVAS | Acoustic Vehicle Alerting System EMEFERRS
Autonomous Driving Distribution

ADDC | Controller SELiSa v

BCM Body Control Module EBEFIER

BMS Battery Management System FEIEERSR

BDCAC | Brake DC-AC inverter ISR

BSD Blind Spot Detection BRI

CcCcu cocurrent charge control BEinsEEEHET

DCDC | DC-DC converter DC-DC &E#izlzs

DVR Digital Video Recorde ITEICRIN

DCM | Door Control Module EiHER

DMS | Driver Monitoring System RS BIRIRNERS

BRI LIS TR e i N R

Version: V1.0
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ccccccccccccccc

Abbr Description R
DSCU | Driver Seat Control Unit BIY R EE A HIEER
DR Retarder WNDERRS
ECS E-Clutch System BEFESHRAR
Electronically Controlled Air

ECAS | Suspension B FiEHs S8
EGSM | Electronic Gear Selector Module FEFHAISES
EPS Electronic Power Steering BFINEARS
EPB Electronic Parking Brake FBEFIEEHIIRS
EVPC | Electro Vacuum Pump Controller | EBFEZRIZHI2E
EMS Engine Management System KR EERRSR
ESC Electronic stabilization control B IaEE ST
ETC Electronic Toll Collection BFAMEFERERR
ESCL | Electric Streering Column Lock EEFEE AL
FRS Front Radar System BIEILR SR
FCS Front Camera System BIRELESR
GW Gateway TIPS
GSM | Gear Selector Module &gt itatiag
GCU Generator Control Unit REBHN =
HVSM | Heating/Ventilation Seat Module | EE/FINFVEXIELR
HCM | High Voltage Control Module BEEHIER
IPU Integration Power Unit RN HIES
IPK Instrument Pack PEERIEHIBRTT
MMI Multi Media Interface SRR ER S
MCU | Motor Control Unit IXZNEBAN =R
NVS Night View System LB

4 PR 2 I 0 7 R R Version: V1.0
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Abbr Description R

OBC On Board Charger 7R

PAS Parking Assistant System AEHMRSR

PDC Parking Distance Control HEIEERR

PEPS | Passive Entry Passive Start FToEARGAN—SE BT

PFCU | Power Follow Control Unit e EsiTHIERTT

RSRS R | Rear Side Radar Setting (Right) JEMSEXER ()

RSRS L | Rear Side Radar Setting (Left) BB EXER ()

SCu Shift Console Unit BEERIESIEE

SDCAC | Power-steering DC-AC inverter B R RS S
Transmission Actuator Control

TACM | Module AR TRRE HIREIR

TPMS | Tire Pressure Monitor System FRERMEARS

T-BOX | Telematics BOX pur IS SIS EE AT

TCU Transmission Control Unit BRI ERTT

TCM Top Column Module HEFAESTTX

VCU Vehicle Control Unit B iHEs

4WD | 4 Wheel Drive PUECIKENER ST

Cvt Convention SHANE

M Mandatory SR IR
Conditional B

U User Optional FAFRII%EIn

T I T FH ZE 02 W s 5 SR BT Version: V1.0
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1.3 &3

[1] 1ISO 14229-1-2013 Road vehicles — Unified diagnostic services (UDS) — Specification and
requirements ;

[2] SFEAEZHRERWE;
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2 CESERRET (Parameter Identifier)

SRR (PID) B AR IUREEWRE, BRNEXINSERH s EEIEC
. ZBHEILUNEHIZRRENEE. SHETUFETERRNEERFa SR TFEE
RAM s (MNIRENFEHIIRSS) . SEHRRFT (PID) AJLMEIZHTARSS HOERANMR M 4%
/.

2.1 tRRET (PID) EEXIS

2£HRIS0 14229-2013:Table C.1 — DID data-parameter definitions, XFSEHRRRF
(PID) SEEXIDAITER:

SHIRRT (PID) 1R
0x0000 - OxO0O0FF ISOSAEReserved

0x0100 — OxAS5FF GEELY BEXHNZ R FHIEITATTHCE

0xA600 —OxCEFF Not used

0xCF00 - OxDEFF GEELY AFKFHERZRMBHBEX SHITRTER

This identifier range is reserved by GEELY for future use.

0xDFO00 — OXESFF 2H 1D

Common PID

0xE900- OXEFFF Development Specific

range

Data records that are needed only during the development of the ECU, for e.g.
tuning, calibration and validation of the ECU’ s software, shall be defined in this

0xF000 - OxFOOF networkConfigurationDataForTractorTrailerApplicationDataldentifier

This value shall be used to request the remote addresses of all trailer
systems independent of their functionality.

0xF010 -OxF17F GEELYBENXFHII=HISBREER

0xF180 BootSoftwareldentificationDataldentifier
0xF181 ApplicationSoftwareldentificationDataldentifier
0xF182 ApplicationDataldentificationDataldentifier
0xF183 BootSoftwareFingerprintDataldentifier

R ZE 2 W R 7 SR Version: V1.0 Page 10 of 20
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0xF184 ApplicationSoftwareFingerprintDataldentifier

0xF185 ApplicationDataFingerprintDataldentifier

0xF186 ActiveDiagnosticSessionDataldentifier

0xF187 VehicleManufacturerSparePartNumberDataldentifier

0xF188 VehicleManufacturerECUSoftwareNumberDataldentifier

0xF189 VehicleManufacturerECUSoftwareVersionNumberDataldentifier

OxF18A SystemSupplierldentifierDataldentifier

OxF18B ECUManufacturingDateDataldentifier

0xF18C ECUSerialNumberDataldentifier

0xF18D SupportedFunctionalUnitsDataldentifier

O0xF18E VehicleManufacturerKitAssemblyPartNumberDataldentifier

OxF18F ISOSAEReservedStandardized

0xF190 VINDataldentifier

0xF191 VehicleManufacturerECUHardwareNumberDataldentifier

0xF192 SystemSupplierECUHardwareNumberDataldentifier

0xF193 SystemSupplierECUHardwareVersionNumberDataldentifier

0xF194 SystemSupplierECUSoftwareNumberDataldentifier

0xF195 SystemSupplierECUSoftwareVersionNumberDataldentifier

0xF196 ExhaustRegulationOrTypeApprovalNumberDataldentifier

0xF197 SystemNameOrEngineTypeDataldentifier

0xF198 RepairShopCodeOrTesterSerialNumberDataldentifier

0xF199 ProgrammingDateDataldentifier

OxF19A calibrationRepairShopCodeOrCalibrationEquipmentSerialNumber
Dataldentifier

0xF19B CalibrationDateDataldentifier

0xF19C CalibrationEquipmentSoftwareNumberDataldentifier

0xF19D ECUInstallationDateDataldentifier

OxF19E ODXFileDataldentifier

BRI LIS TR e i N R
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OxF19F

EntityDataldentifier

OxF1AO0 - OxF1EF

GEELYTEE = iRFI=HIRRhR SR

OxF1F0 — OxF1FF

TRERLR AR E R ERTHEHIRR R SR

0xF200 - OxF2FF

PeriodicDataldentifier

0xF300 — OxF3FF

DynamicallyDefinedDataldentifier

0xF400 - OxFAFF

OBDDataldentifier

0xF500 - OxF5FF

OBDDataldentifier

0xF600 — OxF6FF

OBDMonitorDataldentifier

0xF700 - OxF7FF

OBDMonitorDataldentifier

0xF800 — OxF8FF

OBDInfoTypeDataldentifier

0xF900 - OxFIFF

TachographDataldentifier

OxFAO00 - OxFAOF

AirbagDeploymentDataldentifier

This range of values is reserved for end of life activation of on-board
pyrotechnic devices as defined in ISO 26021-2.

OxFA10 NumberOfEDRDevices
OxFA11 EDRIdentification
0OxFA12 EDRDeviceAddressinformation

This value shall be used to report EDR device address information
according to the format defined in ISO 26021-2 for dataldentifier OxFAO2.

OxFA13 - OxFA18

EDREntries

This range shall be be used to report individual EDR entries. Each DID
shall represent a single EDR entry with OxFA13 representing the latest
EDR entry.

OxFA19

PCB Data Matrix

OxFA1A -OxFCFF

Not used

0xFDOO - OxFEFF

SystemSupplierSpecific

OxFFOO0

eraseMemory

OxFFO1

checkProgrammingDependencies

OxFF02 — OXFFFF

ISOSAEReserved

BRI LIS TR e i N R
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2.2

BFRFIRAFFEERIS

SHRIS0 14229-2013, &M BEXATEEO0x0100 — OXASFFFI0XCFO0 — OXEFFF#{T
XIDEX, ERTFICREIEIFAFT (record data identifiers ) . A (in-

put/output identifie) FOFFEEEIFRR®F (Routine control identifie) , HERERERS
HNSEHRRFF (PID) SEEMITER:

R SEITRGEE (HEX)
FRERRNI I, 0100-2FFF
f&eanolk 3000-3FFF
JRERE 4000-4FFF
Tl 5000-6FFF
EBERIRRE 7000-AFFF

BEFEINIEHERRISEIRRN (PID) ®&3DID, 1/0 ID, RIDEEIITE:

(=3

DID (Hex)

1/0 ID(Hex)

RID(Hex)

&=iE

New energy

VCU

0x0200-0x039F

0x03A0-0x03DF

0x03E0-Ox03FF

0200 0201 0202 2
ZEERISIIRE,
AR5 VCU BfER

MCU

0x0400-0x04DF

0x04E0-Ox04EF

0x04F0-0x04FF

BMS

0x0500-0x05DF

O0x05E0-OxO5EF

0x05F0-0x05FF

HCM

0x0600-0x06DF

0x06E0-Ox06EF

0x06F0-0x06FF

DCDC24V

0x0700-0x07DF

0x07E0-OxO7EF

0x07F0-0x07FF

BDCAC

0x0800-0x08DF

0x08E0-OxO8EF

0x08F0-0x08FF

SDCAC

0x0900-0x09DF

0x09E0-Ox09EF

0x09F0-0x09FF

OBC

0x0A00-0xOADF

OxOAEO-OxOAEF

OxOAFO-OxOAFF

DCDC12V

0x0B00-0x0BDF

OxOBEO-OxOBEF

0x0BFO-0x0OBFF

PFCU

0x0C00-0x0CDF

0OxOCEO-0xOCEF

0xOCFO-0xOCFF

GCU

0x0F00-0xOFDF

OxOFEO-OxOFEF

OxOFFO-OxOFFF

Powertrain

EMS

0x3000-0x319F

0x31A0-0x31DF

Ox31EO0-Ox31FF

SCU

0x3200-0x32DF

Ox32E0-Ox32EF

0x32F0-0x32FF

TCU

0x3300-0x349F

0x34A0-0x34DF

0x34E0-Ox34FF

EGSM

0x3500-0x35DF

Ox35E0-Ox35EF

0x35F0-0x35FF

DR

0x3600-0x36DF

0x36E0-Ox36EF

0x36F0-0x36FF

BRI LIS TR e i N R
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Chassis

ABS/ESC/EBS

0x4000-0x419F

0x41A0-0x41DF

0x41E0-0x41FF

EPB

0x4200-0x42DF

O0x42E0-Ox42EF

0x42F0-0x42FF

EPS

0x4300-0x43DF

Ox43E0-Ox43EF

0x43F0-0x43FF

ECAS

0x4400-0x44DF

Ox44E0-Ox44EF

0x44F0-0x44FF

ACU

0x4500-0x45DF

Ox45E0-Ox45EF

0x45F0-0x45FF

SAS

0x4600-0x46DF

Ox46E0-Ox46EF

0x46F0-0x46FF

Safe

BSD

0x5000-0x50DF

O0x50E0-Ox50EF

0x50F0-0x50FF

FCS

0x5100-0x51DF

O0x51E0-Ox51EF

0x51F0-Ox51FF

FRS

0x5200-0x52DF

Ox52E0-Ox52EF

0x52F0-0x52FF

PDC

0x5300-0x53DF

O0x53E0-Ox53EF

0x53F0-0x53FF

PAS

0x5400-0x54DF

0x54E0-Ox54EF

0x54F0-0x54FF

RSRS L

0x5500-0x55DF

Ox55E0-Ox55EF

0x55F0-0x55FF

RSRS R

0x5600-0x56DF

Ox56EQ-Ox56EF

0Ox56F0-0x56FF

ADDC

0x5700-0x57DF

0x57E0-Ox57EF

0x57F0-0Ox57FF

Body

TPMS

0x7000-0x70DF

0x70E0-Ox70EF

0x70F0-0x70FF

0x7100-0x71DF

Ox71EO0-Ox71EF

Ox71F0-0x71FF

AC

0x7200-0x72DF

0x72EQ-0x72EF

0x72F0-0x72FF

T-BOX

0x7300-0x73DF

0x73E0-Ox73EF

0x73F0-0x73FF

GW

0x7400-0x74DF

0x74EQ0-Ox74EF

0x74F0-0Ox74FF

MMI

0x7500-0x75DF

Ox75E0-Ox75EF

0x75F0-0x75FF

PEPS

0x7600-0x76BF

0x76C0-0x76EF

0x76F0-0x76FF

DVR

0x7700-0x77DF

Ox77E0-Ox77EF

0x77F0-Ox77FF

BCM

0x7800-0x799F

0x79A0-0x79DF

0x79E0-Ox79FF

ESCL

0x7A00-0x7ADF

Ox7AEO0-Ox7AEF

O0x7AF0-Ox7AFF

AVM

0x7C00-0x7CDF

0x7CEO-Ox7CEF

0x7CF0-0x7CFF

AVAS

0x7D00-0x7DDF

Ox7DEO-0x7DEF

0x7DFO-0x7DFF

DCM

0x7E00-Ox7EDF

Ox7EEO-Ox7EEF

Ox7EFO-Ox7EFF

DMS

0x7F00-0x7FDF

Ox7FEO-Ox7FEF

Ox7FFO-Ox7FFF

NVS

0x8000-0x80DF

Ox80E0-Ox80EF

0x80F0-0x80FF

HVSM

0x8100-0x81DF

Ox81E0-Ox81EF

0x81F0-Ox81FF

EVPC

0x8200-0x82DF

0x82E0-Ox82EF

0x82F0-0x82FF

RCS

0x8300-0x83DF

Ox83E0-Ox83EF

0x83F0-0x83FF

BRI LIS TR e i N R

Version: V1.0
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COMMERCIAL VEHICLES

2.3

GEELY EHS&IRAT (PID)

AT AGEELYEBEEIRAFF (DID) REENX:

Data Identifier Parameter definitions

DID Description Read/Write Cvt | Length | Data Conversion Default Safety Comment
Hex App Boot Bytes Type value Level
F199 | B{4RISHE] R R'W | M 4 BCD Byte 0-1 Year (e.g. 2015) | 20000101 | Level 11 | it DID iER THHARISHIELS
Byte 2 Month (e.g. 12) HEERISISIERA BRI
Byte 3 Day (e.g. 03)
F187 ECU S R R M 21 ASCII / / / A TC RREREFHS. KEAFTERTIE
0x20, ABEFEFFLANFIEHIMTIE.
F18A | ECU #5775 ID R / M 6 AsCll |/ / / LIS EPRE ]
HEARM
F190 VIN £5 R/W / M 17 ASCll / All 00h Level 1 EMS/VCU A HIss BRI REES —IX VIN 15
FEERSIEHR RN
XHF EMS, HiEid 0x2E RSB VIN BBf5, BRIZ
BILA# OBD R3S 0x09 13EEY
F1A2 | BEFRESZE™HE | R/IW / M 4 BCD Byte 0-1 Year (e.g. 2015) | 200001 01 | Level 1 ECU L3 HEA
/ECU 3=FcHER Byte 2 Month (e.g. 12)
Byte 3 Day (e.g. 03)
F189 | W EXAITHMRA | R / M 10 Ascll |/ / / MW EFIEAESIE
WS FEERSERHR RN
5 7 FH 2212 W s 75 SRS LR SR Version: V1.0 Page 15 of 20






EEEEEEEEEEEEEEEEEE

DID Description Read/Write Cvt | Length | Data Conversion Default Safety Comment
Hex App Boot Bytes Type value Level
88 FENTENAIEHRAE | R R M 10 ASCII / / / MW EFIEAESIE
F191 ws FHEERSIIRERAREWEEE
F195 HAEEN R E | R / M 16 ASCII / / / RN ER A, (EERETEIT, TR, *, #5
WS YRR, AMS6EA O BTk, REAFHERST
& 0x20, ABEEFFLFNPEILHINTIE,
HEER ST ERABEWEEE
F193 MR ESE M AR A | R R M 16 ASClI / / / IR, EEEEPEIT, TRE, *, #5%
WS YRR, AMBEEA O fEATFL. REAFLERT
& 0x20, AREfEFFLFOIAREIHINZIE,
HEERISII RPN EE
F180 Bootloader {444 | R R M 16 ASClI / / / RN ERAt, (ENESRETEIT, T, *, #5
= YRR, AMSBEA 0 BTk, REAFTEART
& 0x20, ABefEFFLFPEIHINTE,
F112 EHER R/W / M 8 ASCII / All 00h Level 1 7). MBS LR08 (4C523038 20202020)
RIS R AR EE
F198 MR E RS R R/W M 16 ASClI / All 00h Level 1 KEAFHERTIE 0x20
F110 MEECE R/W U 8 HEX / All FFh Level 1 B2 ERFAREEER
F101 TheekcE R/W U / HEX / All FFh Level 1 BsEREURERERE
F100 | MEHINCE R/W U 16 HEX / All FFh Level 1 | EOLBN, ZHHYER
B 8 =50 F110 48R, REMAE O,
BfsEREURERERE
T AT 22 W s 7 Sk Version: V1.0 Page 16 of 20
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DID Description Read/Write Cvt | Length | Data Conversion Default Safety Comment
Hex App Boot Bytes Type value Level

F197 ECU =282 FR R/W / M 8 ASClI / All 00h Level 1 FRLREsIEH, tkan "ABS”
RMEFAFHIERTHE 0x20

F113 IZHThRAS R / M 4 BCD / / / Bll: ISHFERAGE V3.1, SHRMYARES V2.1
F113 = 0x03 0x01 0x02 0x01.

F182 IREMRAS R / U 16 ASCll |/ / / HAtAESIRAt, (BAEEIEPEIT, Tk, * # 5
TRFRF, AMEER 0 fFATL. RERFTHERTS
0x20, AEEFEFFSLANRAILHIR=SHR,

F186 ZETERIRE R R M 1 HEX 0x01: Default Diagnostic | 0x01 / BN EIISIE

Session
0x02: Programming
Session
0x03: Extended
Diagnostic Session
0x04: Safety System
Diagnostic Session
F18B ECU HliEHHA R / M 4 BCD Byte 0-1 Year (e.g. 2015) | / / ECU &/=HH
Byte 2 Month (e.g. 12) FEERSI RPN
Byte 3 Day (e.g. 03)

F18C ECU 7515 R R M 24 ASCII / / / &% ECU FFISHBE, KRERAFHIERTIE 0x20

F18E I BEEFEHS R / U 16 ASCll |/ / / BB ECU TS, HNmAEREr-ERA
RMEFAFHIERTE 0x20

0200 B IIRISIRES R R C 1 HEX / 00 BRRISpEEUEN

0201 =RISIREL R R C 1 HEX / 00 FREEHRAFRIEEN, SRSAINETERE

T AT 22 W s 7 Sk Version: V1.0 Page 17 of 20
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DID Description Read/Write Cvt | Length | Data Conversion Default Safety Comment
Hex App Boot Bytes Type value Level
DFEC IREECEFRNEUE 4 R/W / u 64 HEX / / Level 1 F101 #0 F110 B9&1D
DFED | TheelcEF&MEIE3 | R/W / U 64 HEX / / Level 1 | AEERISIIIEF A EEREEE
DFEE ReECEFENEIE2 | R/W / u 64 HEX / / Level 1 | BOERFAEFREGAUEEEES, BINIC, GW,
DFEF TR BFEMENE1 | R/W / U 64 HEX / / Level 1 BCM, VCU, EMS, EfSERERRERFERER
DFO0 | ECU #EBER/E R / M 1/2 Unsigned | phy = XX * 0.1 / / REBER, 12VEFKE 1, 24V RHEKE 2
DFO1 TR R / M 2 Unsigned | phy = XX * 0.05625 / / HREB(EF
phy = XX * 1/256
DF02 | BERERE R / M 1 Unsigned | phy = XX * 1 / / RAB(EF
DF03 FREREREEL R / M 3 Unsigned | phy = XX * 1 / / HREBEF
DF04 BRI —IRPEEETEEL R / M 3 Unsigned | phy = XX * 1 / / HREB(HA
DFO5 | 5l84&% R / U 2 Unsigned | phy = XX *0.25 / / HREG(ERR
DF06 =2h/ =l R / U 1 HEX 0x0:OFF / / TRAR(ER
0x1:ACC
0x2:ON
0x3: START
OxFF: Invalid
DF07 BB, 1 &iE R u Unsigned | phy = XX * 1 / TREBfEF
DF08 FBA, 2 BEiE R U Unsigned | phy = XX * 1 / HRAR(EHE
DF09 FEith SOC R / u Unsigned | phy = XX * 0.1 / TREB(EF
T AT 22 W s 7 Sk Version: V1.0 Page 18 of 20
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EEEEEEEEEEEEEEE

LA AGEELY B BIEEHIRRAM S EIRAAT (RID) REENX:

Routine Identifier Parameter definitions

DID Description Cvt

Hex

DFFO ECU selftest U

FFOO EraseMemory M™

FFO1 CheckProgrammingDependencies M™

0202 CheckMemory Y
*1 . 3CHF UDS illS Th REFE i #0020 S fr

4 P2 4 7 40 75 3R L 2 K0 7 R AL

Version: V1.0





EEEEEEEEEEEEEEEE

3  iCHREHEENX RN

31  ZHRSEHEEHEX RN

ZHs¥irats (DID, 1/01D, RID ) EEENXIRN:

1) £HENSHEY, EELMEDEHNXIEFRERISEENZRINFEFIEINEY

2) AF R ABRAE L R—RERIZSE;

3) = ID DELE—EHE—XKE (W BCM BFFIFX) |

4) —NSEERMN bit0 B bit7 NEHEERINFHESI, PEAEERFEEE TRBRIRAIF
T, RARNMAIFDME, HEEmREBEY,;

5) BRENHESH (BHE. SHBR. SHRS) AT WEEA. NRT—I
BRENZSEHREN, TERBIHOEN,

6) MRELTMBIHUMFTRAT, EENEEN, JLUREREEMNE DID RKEMEF
TRE;

7) HiZzBEXRAZIELENA DID R9faFT5, Shk not used;

8) BX—IEHE, MUXFEHRTHME, ERELZEMEMEFEUNTE,
RLEEBANFEREREMESNME. NREFEESAERFEINE, ERAFESAHER
B, EEfRE, ENEBESHETAERRIR Reard; Reard, Front2; Rear6, Front6, 1J3
FELEMBRHFLEEESANER, FTEMLENXE Radar not present X%
&

9) BHENHRERSIRINE, BRAZSIEZENBES, THTFEEUER. NSHE
BNEBEEFREENAI— S, MESRBRENSH, BR, NR—KExEEEH
ERSHI, BEFEXA—1NESE, W TPMS EAMRE, EABEFXE,

10) BY—"1"5#, RECRA—FEHIERE (WNET/HS. %M. Bitmap F) , FHE/L
MREIEREEN R 24 (AMEFSHERTE—INR) FRERAEER.

4 P2 4 7 40 75 3R L 2 K0 7 R AL
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7ZS (EBE/EXy | %8 %Z %Z ik
) HHA HEA HEA
TS, = $ ®
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1 #ER 5
Tl T et 5
1.2 AEE G ARIE oo 5
13 B TR .o 7
2 #ER (DTC) 8
2.1 BBEARFDLEFA oo 8
2.2 BB IIE oottt 8
2.3 ARG ASET] ( Failure Type Category) ..o 9
2.4 HTE SUHIRID oot 10
2.5 GEELY % FIFIPIZE G B R BEERD oo 12
3 Wi e i SR N 13
3.1 WA T A E AT TEU oo 13
3.2 I DTC T EALIE XLZEW oo 13
B A (LTS HERTR) 14
fis% B (BORMERT) 18
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GEELY

COMMERCIAL VEHICLES

1 ¥R

1.1 Vaf
I ST 12 Tt A R 8- 2 050 I P42 1) 2 12 WS B A AT Rl %o i i g S AE
JRIMBEAT 1 1B .
1.2 HES5KRE
Abbr Description iR
ABS Anti-skid brake system BriEsER St
AC Air conditioner SRR
ACCM Air Condition compressor Module SR R4 IR HIER
ACU Airbag Control Unit TESEEHIRT
ADAS Advanced Driving Assistant System SRR RS
ADDC égtnot?;?;:)us Driving Distribution RS IS T Be
ATS Auto Thermal Management System BaAEERSR
AVAS Acoustic Vehicle Alerting System EIRESFERRS
AVM All View Module RRAGIRIR
BCM Body Control Module EBiiERR
BDCAC Brake DC-AC inverter GAIES S CR =
BMS Battery Management System SERITEERRS
DCDC_12 | DC-DC converter 12V ERTHEEE (12V)
DCDC 24 | DC-DC converter 24V BEniigss (24V)
DCM Door Control Module B LR
DMS Driver Monitoring System AT R S
DR Retarder W EERS
DVR Digital Video Recorde TEIERIN
EBS Electronic Brake System FEFHIEIERS

T 7 SR

Version: V1.0
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Abbr Description R

ECAS Electronically Controlled Air Suspension | BBFigd|esS 828
ECS E-Clutch System FHFEORERR
EGSM Electronic Gear Selector Module FEFii4e8

EPB Electronic Parking Brake BFHEHNRS
EPS Electronic Power Steering EBFEHERRS
EPS_A Electric Power Steering _ADAS =M EES

EMS Engine Management System EENEERS
ESC Electronic stabilization control = = Vet = =haw
FCS Front Camera System ARG R R

FRS Front Radar System BIERIARS

GCU Generator Control Unit REBHIEH

GW Gateway TFS

HCM High Voltage Control Module BEESELR

IC Instrumentation Control Unit BENEE

MCU Motor Control Unit IXBAEBHIEHIES
MGU Master Gas Unit SHRizHIEs

MMI Multi Media Interface ZIRIAZBERER
NOXxI Intake NOx Sensor REUERER (L)
NOxO Ontlet NOx Sensor RAERESE (FF)
NVS Night View System RNES

OBC On Board Charger EEHFEN

PAS Parking Assistant System BEHEN RS
PDC Parking Distance Control JHEIESIETR
PEPS Passive Entry Passive Start FoEARGHN—$E N BE =TT
PFCU Power Follow Control Unit HEFESSEHIRTT
RCS Rear Camera System BB GL RS

PTC Positive Temprature Coefficient XIBENn#tES

T 7 SR

Version: V1.0
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Abbr Description R

SAS Steering Angle Sensor HEREREE

scu Shift Console Unit A ER SRR
SDCAC Power-steering DC-AC inverter Bt M R A AT s
TCU Transmission Control Unit SRSEE ==
TPMS Tire Pressure Monitor System BBIESIESE
T-BOX Telematics BOX AR SRR RS
VCU Vehicle Control Unit pogampiat| B

YRS Yaw Rate Sensor TR e REs

1.3 SFXH5

[1] ISO 15031-6,2005 Road vehicles — Communication between vehicle and external equipment for
emissions-related diagnostics — Part6: diagnostic trouble code definition;

[2] ISO 15031-2, Road vehicles — Communication between vehicle and external equipment for emis-
sionsrelated diagnostics — Part 2: Terms, definitions, abbreviations and acronyms;

[3] SAE J2012DA _2018;
[3] SHEAEFIZHTFRRT,

TR 7 SR Version: V1.0 Page 7 of 22
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COMMERCIAL VEHICLES

2 &R (DTC)

FH & Y BB AN - BER R R B2 I 3R G i 3 1A% 7 . GEELY UDSHEE H R
M3¥ i DTC.

21 HEARELSH

WD AL S — A T R R AT, BO-B3 A T 45 & ,CO-C3H T ik it PO-P3HH T
271 748, U0-U3H T ML (5, L UGE =545 . F2il a6 B K S Qs o 5 BE 23
HIZ IR A DO RE g o SRR S5 # i 20 SR TR «

Byte 1 Byte 2
A A

|b7 b6 b5 b4 b3 b2 b1 b0 |b7 b6 b5 b4 b3 b2 bl b0 |

L] 4th character of code

(Hexadecimal 0 ... F)
[display character 5]

3rd character of code
(Hexadecimal O ... F)
[display character 4]

Area of vehicle system
(Hexadecimal 0 ... F)
[display character 3]

00 = ISO/SAE controlled
01 = manufacturer controlled
For powertrain: These bits are ISO/SAE controlled, for all — 110 = ISO/SAE controlled

others they are manufacturer controlled. y 11 = ISO/SAE controlled
[display character 2]

For powertrain:
11 = manufacturer controlled for P3000 o P3359
11 = SAE reserved for P3400 to P3999

00 = powertrain (P)
01 = chassis (C)
Display character 3 is used to identity a specific vehicle 0= hody ()

area. Within any area, display characters 4 and 5 allow up to 11. = hetwark (L))
256 code definitions [display character 1]

22 HiERg4r3s

1S015031-644 i f il 4% R B F AR 2 Wi R A 0 N F 5 (Body) KA
(Chassis) . #1775 (Powertrian) . M%% (Network) 4 K35, Z#1S0 15031-6 2005:
Table 1 — General code specifications, % 24t ( systems) , fi%25%] (code
categories) , T 7N##I{E (hexadecimal values ) 1 Z%i 15 % H}F (particular sections
of electrical/electronicsystems diagnostic) ZH i, % % £ Gt i A YE Bl kil 43 4n F 3R«

#2-1 ISOMERY 7328 S I )i )

System Code categories Hex value Appendix
Body BOxxx — B3xxx 8xxx — Bxxx B
Chassis COxxx — C3xxx 4AXXX — TXXX C
Powertrain POxxx — P3xxx Oxxx — 3XXX P
Network UOxxx — U3xxx Cxxx — Fxxx U

12 W B 7 R S Version: V1.0
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::::::::::::::::::

DTCH— A7 BRI R3S RIS AL L. 35 B 7 R B0,
“B1”, “B2”, “B3”, “C0”, “C1”, “C2", “C3”, “P0”, “P1”, “P2", “P3”, “U0”, “U1”,“U2", “U3"#k
S BB R (“BO7, “CO7, “P0”, “P27, “P3”, “U0” and “U3"/#B4)) #{ISOTIEE %
R RRA ) 5E o

T B 15 2 ISO/SAESE fill ) Mg K1) 43 . ISO/SAEFE Hil S AL AN EAL H 2 XY
kR RS . HHHISO/SAE il I 55 X 73 NISOISAE E S [ AE A1ISO/SAE Tl B [
iR

ISO/SAE#x | i[5t . ISO/SAEE X FEAS & AEAT I DA BT T —B0A ],
BN UL, H OS2 ML) 5 H Bl AE B RS, ISO/SAEXTIX FEi
AT 150 HC . FERR BT A A8 TG 2 ISO/SAE T A 45 AR SRk Dh RE 3 K 1), 7E X A
0 AR 2 AN SRV EHL) B e S A, B 2R LA L4 75 2ISO/SAE Y 5E X

FHL B E SRS T IR RGA R, B A A, B 12 W sk s A R 1R 2
PAERE 7 FHL) 2 (BB AN ISOME S AL AL FEN B € LHTE
BBl AR B 07 i 7 SR T8 SN L L B RIZ W st

#2-2 ISOH &L K4y

System ISO/SAE defined | ISO/SAE Manufacturer
reserved controlled
Body BOXXX B3XXX B1XXX,B2XXX
Chassis COXXX C3XXX C1XXX,C2XXX
Powertrain POXXX,P2XXX P3XXX P1XXX
U1XXX,U2XXX,U3X
Network UOXXX U3XXX (Part) XX (Part)

2.3 HFERBELHESET ( Failure Type Category)

= MR I S — T AR R AR 4T (DTC Failure Type Byte)
B AR 2 R 1 v 4 AR KAk (DTC Failure Category) 3Lt 16 25,41
— MR, K 4 ARG (DTC Failure Subtype) 3t 16 Fh, Wi H kx5
FB A . W% % (DTC Failure Subtype) fEiZ4E F 54:%425%] (DTC Failure
Category) AHXFR. HiFEAARE 25715 (DTC Failure Type Byte) & X iR :

F2-3MFRACHD R %28 (Failure Type) F77

High Nibble (bit 74, 0x — Fx hex) | Low Nibble (bit 3-0, x0 — xF hex)
DTC Failure Category DTC Failure Subtype

K25 (DTC Failure Category) 5#f#EIL% (DTC Failure Subtype) M4 &1
A 3 ME:

1) AT EAE MR A QRS R A 5 WA RS 2R 2 (Failure Type) 77i. il
AL IR TS T HE RS R BEEMIME B 0 K287 (DTC Failure Category)
5Pl R (DTC Failure Subtype) AfZALER. F]41—LL 1ISO FrifhE A
f,401: PO127 £ 1SO 15031-6:2005 F7ife i itz ¥ (012700 hex): P0127 Intake Air
Temperature Too High, T8, & FARIZ Wi 5 AR 25 8088 301, DRkt il e ARS8 ) =715
IR 15 B OX00. B AR 2 3820 715 9 000 7 i e AR 2R RIH Il o s e e
GG B

WAL 7 SR A YE Version: V1.0
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EEEEEEEEEEEEEEEEEE

2) T EAE AR B A AL B R AR R RS (Failure Type) 775 (FR 2K
ARG 22245 (DTC Failure Category) 1M AR E M &M% (DTC Failure
Subtype) ) . ui: DTC (803910): B0039-10 Second Row Right Frontal Stage 1
Deployment Control — General Electrical Failure;

3) T EAE WA B Rk AL B R A R A (Failure Type) 775 CGRREAR
g 5<%35%] (DTC Failure Category) Al % (DTC Failure Subtype) #\7
F) . 1. C0031-23 Left Front Wheel Speed Sensor —General Signal Failure —
Signal Stuck Low.

HAR BRI RSN 3 RS H IR A SRR A4S0 (Failure Type )

T
24 HE X HEG
ZHRISOXT 55 ZR i xt M4 il 2% ) 5 S R 190 20 2o i ke e &l 3 G 1 3%
F2-4 TN 1 5 SO 5 S
=4 RIS | ] 28 1 52 S
it FeAD 43 BT

Powertrain | P1XXX EMS P1000-P13FF

& New VCU P1400-P14FF

energy
MCU P1500-P15FF
Reserved P1600-P167F
EGSM /SCU P1680-P16FF
TCU P1700-P19FF
DCDC_24V P1A00-P1A7F
OBC P1A80-P1AFF
BDCAC P1B00-P1B7F
DCDC_12V P1B80-P1BFF
SDCAC P1C00-P1C7F
Reserved P1C80-P1CFF
GCU P1D00-P1DFF
PFCU P1E00-P1EFF
ECS P1F00-P1F7F
Reserved P1F80-P1FFF
HCM P3000-P30FF
BMS P3100-P31FF
Reserved P3200-P30FF
Reserved P3300-P33FF

Chassis&S | C1XXX ABS/ESC/ABS+ESC C1000-C10FF

afe C2XXX EPS C1100-C11FF

T R SRR

Fie

Version: V1.0
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FCS C1200-C12FF
FRS C1300-C13FF
PAS C1400-C14FF
EPB C1500-C15FF
TPMS C1600-C16FF
ADDC/ADAS C1700-C17FF
Reserved C1800-C1CFF
ECAS C1D00-C1D7F
EPS_A C1D80-C1DFF
Reserved C1EOQ0-C1FFF
Body B1XXX BCM B1000-B10FF
B2XXX IPK/IC B1100-B117F
AC B1180-B11FF
ACU B1200-B127F
PEPS B1280-B12FF
Reserved B1300-B137F
MMI B1380-B13FF
T-box B1400-B14FF
Reserved B1500-B15FF
GW B1600-B16FF
DVR B1700-B17FF
Reserved B1800-B1CFF
AVM B1D00-B1DFF
Reserved B1EOO-B1EFF
DCM B1F00-B1FFF
Reserved B2000-B20FF
AVAS B2100-B21FF
Reserved B2200-B251F
NVS B2520-B254F
DMS B2550-B257F
RCS B2580-B25FF
Reserved B2600-B2FFF

Network U1 XXX
U2XXX
U3XXX

(Part)

Network Electrical

U1000-U10FF

Network Communication

U1100-U12FF

Network Software

U1300-U13FF

Network Data

U1400-U23FF

Checksum Error

U2400-U24FF

Reserved

U2500-U2FFF

T 7 SR

Version: V1.0
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Control Module/Power

U3000-U30FF

Reserved

U3100-U3FFF

Checksum Error

U3400-U34FF

Not used

U3500-U3FFF

Checksum Error

U3400-U34FF

2.5 GEELY %R RN 5 B & e

GEELY¥ FIHRE ERIBIE 55 LRI K e SCILFH % B:

Wb SR

Version: V1.0
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3 TR e SUR N

3.1 WiER-E 4k e SO R

1) ISO A i X i1 DTC,iEH ISO B X;

2) X T— DTC, ISO A2 5E i), e i fe W ik Hb5 L) DTC, H.
M DTC ARRBHL NI FF 4648 5

3)  I1SO HEAH WMHhE X DTCAECA W EL ML SCIE A 34 R
H e S, 55— U8 S AN AE H (8] T 5

4) 357 DTC i 2 775 & UM R G RS « 288 3 7158 U
B S 2R RS, FH 3 DX 20 A TR Bt 5 A A [ B 2R ) R i P 3 52

5) R SEEARRRIA O A S T MRS R R RIE B (R (DTC
Failure Category) Fl#i[#Il % (DTC Failure Subtype) ) , HlEACHS KR
Sl 71 LA 12 R 0x00;

6)  RAAefA S ISO/SAE #=ilSE AR R 1734, Hinsh /) & 4e4085,100 A
200 BRI TR, 300 1 sk RGECE AU RIS . FEXTE) /) R gt
17 DTC H & X Hf,P10000-P100FF NS & H E 4 BRI A = S 1T = Bt

7> JrA B X DTC M2 ARTE AR 200 2 1SO 15031-2;

8) E4E XM DTC (it g, MBI RSN G2 H ik . 4o
R S0 H 7 2 S ATAE UG B BN E T AR © & L
DTC HrithnE 5€ o

3.2 Wi DTC F& ke L2

DGR “ DhRelic AR B AR ARG E " B T 1ISO Aot iz i fry
BH WM E X FEEN HITEE . 2% 1SO HE LM% DTC &
X ,Network Software & X AE UO3XX, K, 1F N GEELY 25— H & XK M 31
G A A, e A i 1 1 1T L SR U300, i e 5 3 =715 il e QA 2k 35 2 il
NZEM T A E . EMERKS (DTC Failure Category) ,5 - &Gk
f% (System Programming Failures) #ifEffy; H XAk % (DTC Failure
Subtype) 7E%%k245 (DTC Failure Category) N 5 -Z Skl i T ik 5
5-7% Bt & (Not configured) B NHERG. Kk, % A & Xk e XN Variant
Coding Error /Software Configuration Error-D30055 (U130055) .

2 W RS R SR BE Version: V1.0 Page 13 of 22
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Fifa A (RGP Y 5%)

WA 32K H] (Failure Type ) F

Failure Failure .
Category Description Component Failures
category Type(h) Subtype Description
0 General Failure Information 00 No subtype information
— This category includes all 01 General electrical failure
other categories and is used 02 General signal failure
when the fault within that 03 FM/PWM Failures
failure category is unique (not 04 System internal failures
amenable to standardization System programming
through assignment of a new 05 failures
subtype) or when the detect- 06 | Algorithm based failures
ed fault is best described by 07 Mechanical failures
two or more subtypes within Bus signal/message
that Failure Category. 08 | cilures
09 Component failures
A-F ISO/SAE reserved
1 General Electrical Failures 10 ISO/SAE reserved
— This category includes 11 Circuit short to ground
standard wiring failure modes 12 Circuit short to battery
(i.e. shorts and opens), and 13 Circuit open
direct current (DC) quantities Circuit short to ground or
related by Ohm's Law. 14 open
15 Circuit short to battery or
open
16 Circuit voltage below
threshold
17 Circuit voltage above
threshold
18 Circuit current below
threshold
19 Circuit current above
threshold
1A Circuit resistance below
threshold
1B Circuit resistance above
threshold
1C Circuit voltage out of
range
1D Circuit current out of
range
1E Circuit resistance out of
range
1F Circuit intermittent
2 General Signal Failures — 20 ISO/SAE reserved
This category includes quan- o1 Signal amplitude <
tities related to ampli- minimum
tude,frequency or rate of 22 Signal amplitude >
TR 7 SR Version: V1.0
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change and wave shape. maximum
23 Signal stuck low
24 Signal stuck high
o5 Signal shape/waveform
failure
26 Signal rate of change
below threshold
27 Signal rate of change
above threshold
Signal bias level out of
28 range/zero adjustment
failure
29 Signal invalid
2A-2E | ISO/SAE reserved
2F Signal erratic
3 FM (Frequency Modulat- 30 ISO/SAE reserved
ed)/PWM (Pulse Width 31 No signal
Modulated) Failures — This 39 Signal low time <
category includes faults re- minimum
lated to Frequency Modulat- Signal low time >
ed (FM) and Pulse Width 33 | maximum
Modulated (PWM) inputs and Signal high time <
outputs of the control module. 34 minimum
This category also Signal high time >
includes faults where position 35 maximum
is determined by counts. 36 Signal frequency too low
37 Signal frequency too high
38 Signal frequency
incorrect
39 Signal has too few pulses
3A Signal has too many
pulses
3B-3F | ISO/SAE reserved
4 System Internal Failures — 40 ISO/SAE reserved
This category includes faults 41 General checksum failure
related to memory,software 42 General memory failure
and internal electrical circuit- 43 Special memory failure
ry,requiring component (con- 44 Data memory failure
trol module,sensor,etc.) 45 Program memory failure
replacement. 46 Calibration/parameter
memory failure
47 Watchdog/safety uC
failure
48 Supervision software
failure
49 Internal electronic failure
4A _Incorrect component
installed
4B Over temperature
4C-4F | ISO/SAE reserved
5 System Programming Fail- 50 ISO/SAE reserved
TR 7 SR Version: V1.0






GEELY

COMMERCIAL VEHICLES

ures — This category in- 51 Not programmed
cludes faults related to opera- 52 Not activated
tional software, calibrations 53 Deactivated
and options, which are reme- 54 Missing calibration
died by configur- 55 Not configured
ing/programming a part of the
system (control module, sen- | 56-5F | ISO/SAE reserved
sor, etc.).
6 Algorithm-Based Failures 60 ISO/SAE reserved
— This category includes 61 Signal calculation failure
faults based on comparing 62 Signal compare failure
two or more input parameters 63 Circuit/component
for plausibility or comparing a protection time-out
single parameter to itself with | 64 | Signal plausibility failure
respect to time. Signal has too few
65 "
transitions/events
66 Signal has too many
transitions/events
Signal incorrect after
67
event
68 Event information
69-6F | ISO/SAE reserved
7 Mechanical Failures — This 70 ISO/SAE reserved
category includes faults de- 71 Actuator stuck
tected by inappropriate mo- 72 Actuator stuck open
tion in response to control 73 Actuator stuck closed
module related in- 74 Actuator slipping
put/controlled output. 75 Emergency position not
reachable
76 Wrong mounting position
Commanded position not
77
reachable
78 Alignment or adjustment
incorrect
Mechanical linkage
79 )
failure
7A Fluid leak or seal failure
7B Low fluid level
7C-7F | ISO/SAE reserved
8 Bus Signal/Message Fail- 80 ISO/SAE reserved
ures — This category in- 81 Invalid serial data
cludes faults related to bus received
hardware and signal integrity. 82 Alive/sequence counter
This category is also used incorrect/not updated
when the physical input for a 83 Value of signal protection
signal is located in one con- calculation incorrect
trol module and another con- Signal below allowable
trol module diagnoses the 84 range
circuit 85 Signal above allowable
range
86 Signal invalid
TR 7 SR Version: V1.0
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87 Missing message
88 Bus off
89-8E | ISO/SAE reserved
8F Erratic
9 Component Failures — This 90 ISO/SAE reserved
category includes faults re- 91 Parametric
lated to component failures Performance or incorrect
(including parametric, per- 92 operation
formance assembly and op- 93 No operation
erating environment failures). 94 Unexpected operation
95 Incorrect assembly
9% Component internal
failure
Component or system
97 operation obstructed or
blocked
98 Component or system
over temperature
99-9F | ISO/SAE reserved
A General Electrical Failures AQ ISO/SAE reserved
-2 A1l Circuit short to ground
This range specifies the A2 Circuit short to battery
standard wiring failure modes A3 Circuit open
(i.e., shorts and opens), and aq | Circuit short to ground or
direct current (DC) quantities open
related by Ohm's Law. a5 | Circuit short to battery or
open
A6 Circuit voltage below
threshold
A7 Circuit voltage above
threshold
A8 Circuit current below
threshold
A9 Circuit current above
threshold
AA Circuit resistance below
threshold
AB Circuit resistance above
threshold
AC Circuit voltage out of
range
AD Circuit current out of
range
AE Circuit resistance out of
range
AF Circuit intermittent
ISO/SAE reserved —
B-E This range of values is re- / /
served by this part of ISO
15031 for future expansion.
F GEELY specific / /
WAL 7 SR A YE Version: V1.0
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fii3% B (BBHERR)

GEELY ¥R RIE ZRIE(E 155 TCRHIRER K H 5 X

DTC Number | DTC Name Note
u000100 CAN Bus Off (Private CAN) Private CAN only
u001088 Telematics CAN Bus Off

. . W] — B EMECUZ E RGN T
u002887 Global timeout with Comfort CAN GWil 3 %DTC
u002888 Comfort CAN Bus Off

. . . [ — AR B EECUZL E ARG T
u003787 Global timeout with Chassis CAN GWil 3 %DTC
u003788 Chassis CAN Bus Off

— __‘/\ XX M) e

U004687 Global timeout with Powertrain CAN EWE' %ﬂfgﬁiﬁcuzi%rﬁﬁ?
u004688 Powertrain CAN Bus Off

. . . W] — B EMECUZ E RGN T
Uu005587 Global timeout with Information CAN GWil 3 %DTC
Uu005588 Information CAN Bus Off

. . [ — M B EECUZ E ARG T
u006487 Global timeout Hybrid CAN GWil 3 1%DTC
u006488 Hybrid CAN Bus Off
U007300 Control Module CAN Bus Off
u010087 Lost Communication with EMS
uo10187 Lost Communication with TCU

Lost Communication with
1010387 EGSM/SCU
uo11087 Lost Communication with MCU
u011287 Lost Communication with BMS
u012087 Lost Communication with GCU
uo012187 Lost Communication with ABS ESC is slecting configuration
u012287 Lost Communication with ESC ESC is standard configuration
u012387 Lost Communication with YRS
u012687 Lost Communication with SAS
u012787 Lost Communication with TPMS
u012887 Lost Communication with EPB
u012987 Lost Communication with EBS
12 W B 7 R S Version: V1.0
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Lost Communication with EPS/

u013187 EPS A
u013287 Lost Communicationwith ECAS
u013587 Lost Communication with ECS
u014087 Lost Communication with BCM
u014687 Lost Communication with GW
uo015187 Lost Communication with ACU
u015587 Lost Communication with IPK/IC
u015687 Lost Communication with MMI
u015987 Lost Communication with PDC/PAS
u016487 Lost Communication with AC
uo16B87 Lost Communication with ACCM
u019887 Lost Communication with T-BOX
u019987 Lost Communication with DCM
u021487 Lost Communication with PEPS
u023587 Lost Communication with FRS
U026187 k%s;\SC/irBrSgnlcanon with
u026287 Lost Communication with NVS
u026387 Lost Communication with DMS
u026487 Lost Communication with RCS
u026587 Lost Communication with MGU
u026687 Lost Communication with ABS+ESC
U029300 Lost Communication with VCU i H - OBDHEBUAH R A
u029887 Lost Communication with DCDC_24
u029987 Lost Communication with DCDC_12
u040181 Invalid Data Received From EMS
u040281 Invalid Data Received From TCU
u040381 Invalid Data Received From ECS
U040481 g(\;ashl\(jl/g?:ta Received From
u041181 Invalid Data Received From MCU
U041381 Invalid Data Received From BMS
U041581 Invalid Data Received From ABS
U041681 Invalid Data Received From ESC
Wb SR Version: V1.0
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u041781 Invalid Data Received From EPB
u041881 Invalid Data Received From EBS
U042081 E]l\:/glfjAData Received From EPS/
u042181 Invalid Data Received From ECAS
u042281 Invalid Data Received From BCM
u042381 Invalid Data Received From IPK/IC
u042481 Invalid Data Received From AC
u042881 Invalid Data Received From SAS
u043081 Invalid Data Received From TPMS
u043381 Invalid Data Received From FRS
u044781 nvalid Data Received From GW
u045281 Invalid Data Received From ACU
u045781 Invalid Data Received From MMI
U045A81 ancll/gggta Received From
U046981 Invalid Data Received From GCU
U046C81 Invalid Data Received From ACCM
U049981 Invalid Data Received From T-BOX
U049A81 Invalid Data Received From DCM
u051381 Invalid Data Received From YRS
U051581 Invalid Data Received From PEPS
U059981 I[%g'g_gita Received From
U059A81 IlgéaDllg D132ta Received From
U056181 Klgi\lgj/EStDaCRecelved from
U056281 Invalid Data Received from NVS
U056381 Invalid Data Received from DMS
u056481 Invalid Data Received from RCS
U056581 Invalid Data Received from MGU
U056681 X]é/glldEg%ta Received from
U100044 RAM failure
u100145 FLASH (ROM) failure
U100246 EEROM failure

Wb SR Version: V1.0
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u100347 Watchdog/safety uC failure
U110000 LIN1 Communication fault
u110100 LIN2 Communication fault
u111587 Lost Communication with OBC
u111687 Lost Communication with DVR
u111787 Lost Communication with AVM
u111887 Lost Communication with PFCU
u111987 Lost Communication with DR
U111F87 Lost Communication with PTC
U112087 Lost Communication with HCM
u112187 Lost Communication with SDCAC
u112287 Lost communication with BDCAC
u112387 Lost Communication with ATS
u112587 Lost Communication with NOXI
U112687 Lost Communication with NOXO
u112887 Lost Communication with AVAS
U120387 Lost Communication with FCS
U140481 Invalid Data Received From VCU
U140581 Invalid Data Received From OBC
U140681 Invalid Data Received From DVR
U140781 Invalid Data Received From AVM
U140881 Invalid Data Received From PFCU
U140F81 Invalid Data Received From PTC
U140981 Invalid Data Received From DR
U141081 Invalid Data Received From HCM
U141181 Invalid Data Received From SDCAC
U141281 Invalid Data Received From BDCAC
U141381 Invalid Data Received From ATS
U141581 Invalid Data Received From NOXI
U141681 Invalid Data Received From NOXO
U143381 Invalid Data Received From FCS
U150082 CAN communication error

T 7 SR
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U300616 Control Module Input Power Low Non - PowerTrain related node

uU300617 Control Module Input Power High Non - PowerTrain related node

U350100 Power supply voltage low 1% F T OBDHEUH I 5 A

U350200 Power supply voltage hige i& FH T OBDHFHUH G 15 11
WAL 7 SR A YE Version: V1.0
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1.

Sy

AT G AR BB AT T BEBLN IR . I BCU AR ARV AR MIAT & AR SR IR 2K
AR B AERLE 2 il s S BT RN R, (8 R A SCRS REAT AR SR SR T R A

1 JaH

ARG+ AT 2 H1 4 00 300, e ST A ol

W PO 55 2505

1.

1.3 A4S, biRFFUHA

2 A IS0 kruk

He B EGEMEOR AT TS

*£ 1-1 ZH Wik

ARG HE (0SD) 2 B 5E RS W

gl IS0 15765-3, ISO 14229-1, ISO 14229-3
LN = N/A

52 IS0 14229-2

&4 = N/A

IR 2% |2 IS0 15765-2

B 2 ISO 11898-1

syBES ISO 11898-2/3

CAN Controller Area Network 2 ] 2 X 4 ) 4%

ECU Electronic Control Unit L o

NRC Negative Response Code B B ARG

VIN Vehicle identification number ZERR R ) S

EOL End of Line ARl

Node ECU connected on the network T A

Tester Test tool R T

BootManager Part of Boot software Gl BRI —H 5, BB NHEPAT R E RS, RS
51 SRR 7 BRI FE A

BootLoader Part of the ECU functionality ECU (K138 ThiE, 4 iE+T s E AL ECU B3,

PBL Primary Bootloader E5 SRR, S ECU BahiktE, NiZAFAEE—A 2R
HIZK ANAEH, DUHBREIMERRI AT R .

SBL Secondary Bootloader SBL A& —/NAI T # B, LSRRI NN, 5
flash JPF— 2 F#k, LABAIRTE IR EAE A ECU FANAEIEBE R
FI5 NI

Logical block |Logical block 12 45 Y TK Y EE P9 A7 R o N BRI AT S X sk, 45 o B AR A
R, X Ee e n] DR, N FIRAE . AR Y [RIAREE S, H A
VFE— NI AE IR

Public ECU An ECU addressable from a N ity /W& I A R, ECU J2 1T F-HkfY .

client/tester point of view.
Private ECU An  ECU not addressable from aM\%/ ¥/ MR AERE, BCU AT FHER .
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client/tester point of view.

SID Service Identifier I S5 AR IR A
SW Software L7gas
HW Hardware it -
TBD To be defined RE X
DID Data Identifier bR IRAT
UDS Unified Diagnostic Services Gi—i2 Wik
0BD On—Board Diagnostics TE 212 W
IN/A Not Applicable P NAEE!
M Mandatory o 1
C Conditional Eas
S Selection GIp7H
U User Optional FH Pk FF
Y Yes &
N No 5
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1.4 %30

[1] ISO 15765-2 Road Vehicles - Diagnostics on Controller Area Networks (CAN) -
Part2: Network layer services.

[2] ISO 14229-1 Road vehicles - Unified diagnostic services (UDS) -
Specification and requirements.

[3] ISO 14229-2, Road vehicles — Unified diagnostic services (UDS) — Part 2:
Session layer services.

[4] ISO 14229-3, Road vehicles — Unified diagnostic services (UDS) — Part 3:
Unified diagnostic services on CAN implementation (UDSonCAN).

(5] 75 AT I 2232 W i SR M
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2.2.3 5| S®MH4HThEE

Boot Software

Programming routines

Programming executive

‘ Software Download ‘

‘ Message handling ‘

The diagnostic
service management

i system
Operating software L. .
And initialization

Calibration data

Power management

Boot Software

& 2-1 Bootloader #fE45H#
KT B REAA AR . (B 2-1)
a) HHYRE
FLYR A BEALBE ECU SCRFRIMEEALE] . W R ImFEPATRE FAE— 0 B WU BN B B 5, Rk
M GRFEFHAEINER, R EHRAEPAT =18 5 B E B i NMRIIFRIRES .
FAN, YR BB A SR FL YR F R AT R AT
b) RV

AGAIa A 0 ST ] A8 IRIT I B R AT
B, RatEf, RR AR B A RBIEAT . SE U HAT IR AR A — N R R AR
T, SR R 2N TR, A WS IR AE 5] SRR

c) LUk E

2 AR 55 8 B A0 ST G R I R P AL BEAS Wi SRR [ 1Y) 312 48
S INEAE Y SR RIS W 55 A0 N AZ R T REZD, DUME AL 51 S EEFP A RN
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d) ChbH
WOCAE G T A LR AR AEIAT ECU Z R RR S A%

® CAN IXZ)j#%;

® CAN Ff5 B At 812 4
® XL

o HE E A

e) BT

o TEimfEit i, B FH LM S FH T 5H;

® A TN HLAE R NAFILS N Z, BN T wWEXI, RAM A Flash (12 44k
X 4k

® AR ER AL B IR B A AR T A, TE T R AN g sl . K. RIS A

® AT T AR R MEAZ H A AR HAT A2 W AR 558 B 28 2 TR 1482 I ANYE B AL FRFR T
DIE MG 2 T A 2 E5 0 - Ak e )3 5

o SBL Kt 2 RAM 1, F 59 AT AT 22 B o i AR B % 21 [ 2 A7
i #s

o 7E NEREIE IR, R HAT AR 7 IFE 2 3R AT 38 B, M B N SN
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0x11 | ECU &f N/A M M MG PR R H
0x22 | EEFEARIRGT M M M ECU (A br A TF
0x2E | HEIEARIRGF M M M SlW- e/
0x27 | Z24=Vji) N/A M M fift %) ECU
0x28 | JE A I N/A N/A M Ja H/%E AR 2 s s
0x31 | BilFEsH N/A M U BEBRINAT, TFEARIRAN, -
0x34 | iR TFE N/A M N/A WK T #
0x36 | fLfi%idE N/A M N/A fER R
0x37 | i RALHEEH N/A M N/A iR A%
0x3E | Mk 1ELR M M M TR 1] ECU R B E AT AR 2k
0x85 | Pl DIC & N/A N/A M {22 A B AT 14 W B P
3.2 BAIZH
% 3-2 FBL K PA R itAs
i A1 S 40 Ei:5%) jiizl:n) HERE T R(E
P2cx client WSROI 5, M T E SRR e B SRR | 150 ms N/A
N ]
P2 client {)”Jﬁiﬂf%llﬁﬁ E”F]f“?&IOx?SF ED’]%‘@J 5000 ms N/A
S 4] ] 4 S 4 38 i 28 R S BN (1]
PZCAN server E )‘( yj*ﬂ‘l %J {E %’Ejl: % J:IF m {DIJ —Lit I /E\‘ }ibﬁl “ A 50HlS N/A
17 W N (B ) ISR 8] .
P2 e server W 8 SUNTE IR AE KIE TR BN O0XT82 J5, HERIZ| 5000 ms | 2000 ms
FEr It T H & m “EiEn” 2 B (F 2 5
E) HIFRREEI TH]
# 3-3 AEH N FE
¥ e &
Block Size BS 0
Separation time STuin 0
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4 BRABGTHREXR
4.1 Lhr&iEEd
TEHfR T Sif i BOU & BAT A

r--———{f(—T— - ————————————— - - - - - - - ------ - - - -—--—-—_----—---_-__—— 1
|
! Boot Manager Power On
|
| > <
|
|
. ®
: rogrammin Yes
: Request?
|
|
|
: No
|
|
|
|
|
S =
|
|
|
|
a) ECUReset: HardReset :
|
A 4 ] A 4
|
| .
L . [ Reprogramming Software
Application Default Session ! prog & .
, Default Session
|
|
|
\\/ I
a)SessionControl: : a) ECUReset:
DefaultSession | HardReset
a) : b) SessionControl:
SessionControl: | DefaultSession
a) SessionControl: DefaultSession | a) SessionControl:
Non-default Session : Prog. Session
b) Session | "
Timeout (S3) :
|
|
|
|
v | \ 4
1 <
|
Application Non-Default ! Reprogramming Software
Session i Non-Default Session
|
|
|
N/ ! N
a) SessionControl: | a) SessionControl:
Non-default Session | ProgrammingSession
I
|
a) SessionControl: Prog.Session : Z)) ze(:slj.:{c)er‘ns(;ct)h':;cnrlczlFI;)::::JltSession
b) ECUReset: HardReset : <) Session Timeout (53)
|
|
|
|
|
! Boot Software
|
[

Kl 4-1 Zre il
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E:

1 IR B A B — AR R N R A2 53 SR e B BT g A A AR 218, — SRl A
20ms I 8] T 1 AP 20 A 2 378 SRAT 1 2 TR 2 DR BE N E B SRR B A

2) N A AEbR ENAFREAEAR S RIE WA, AT 51 SR . £E N AR P s AT i, ANeE
AR

4.2 HIRRFAMF

MEF AR S AR s ATy, ERRINEE A dnFE 2 1E 1 SessionControl 153K G, #EA
bootloader Z Hl, WAZHfLRIHCATA AT E M. — R, X

1) 23T 3km /h.
2) EHEEEEE A TAE.
3) HAMAE I e a5 LR IMAE 2 Wi B s b 48 2 3 52 W LR IM A

4) R T VP0G S sk SR AT AR HE TSR IR AE (I JCIRaRIS A AR ) , M3 S 2 T
Ve L

LA AR — AN LI, $b 2 DL 5 RS 0x22, FRAAERIRSC.
4.3 HIEHEE

Peblse e R Bk S % (5 AR ZE CAN R R TG ).
4.4 EYEHFE

g2t ST 3 B SIS B BN B S INERE RN, BT SR T/0 BRI E N A

HIFERARHPRGS, RS N ST, I HAZIX 800 T 5 B TAER N R 2 4.
i/ METIAE R P 4 R SRS AT B T 8 I 24

PBL 3 A Z50U i FI SCHF AT~ 48 1A A 42 1) 45 Pl 75 (RO AT /0
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4.5 X5 SERF

PBL N7 b 47 fil] % i 1 7 S A2 2 AF 5 RAEAF A 4% o 12 136 7 DL REE 5 Bt 5 N 5 SR Mk
fefitas . A8 PBL X I BE IR BR, AT BR R AMERR I A BEfE .

4.6 X5 BERF

SBL NLAFRHAE Z) RAEAFAH A, ) R MEAF A A5 BRAF % PBL [ X3R4, NLRER BRI S
NAEG RAEAFE SR

Ja 3 SBL J&, 5l S INERE 7 N A5 46 58T N #k SBL.

4.7 FANFSERF

NG SRR TR ATA KA R, A RE I MR AR A E A BRI — IRis W ih
(programmingSession) fx 55 KiFEN 5| ST .
4.8 mIEREN

Y ECU JEd U — M2 Wi 1% ] (programmingSession) 13K, & WM 27 H &AL
i, AN SFMEET G, BEnENBE NI, AR EREUR I,

— BAE5| S INEFE P 9 tEbr EHOA NN, N7 B I E AR

4.9 K5 RUEBRERT
BFAM 0 P17 D 38R 1 00 P AR 4 78 0N 52 4 P 1) EL A 5 2 A0 B 2 S 5 £ PR A7 [X S
5 PR 3 (B 5 A B 52 £ PN A IS5 31 3 R TR 58 1 i 4723 1A B BB T 380

FE T ARENME R A R SRV SBL, N 1 ORKFAH R RO ARNUS » P1l B A R % B 36 AR [ ) SBL.

4. 10 RACFEASHBE LSBT

FEURAL A - SCHL BGl TR NI EAORAT £ B A A AR AT B o 7 e e
il 2 PR AN N BEL LR R S A O A . LIRS, KRR RIS AT BR 73 18 AT YR A 4 B B o T 3
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BIRALHRER A, ASDNLFH AR AR 15 R g A% A A7 IX SR i 2 BT 2 A o

4.11 FA ECU IR 5

FERLA Pt o 1 A AR AT P A7 DX ) 4 R AT B BRI N 12 SE B, SRR 52 20 A 271 R A 3
% 5 2 HERE A5 ) 48 _E SRR A A AE XSRS AR R o CROAT 92 11 48 ) P A A2 A R i 28] 2
izt s ER A B KN A7 A E], DA B

BT g R YA —A SBL, AN TIRFFARIE R RFE 5, FAA 15§ 23 415 A He i ) 2%
LA E A SBL.
4.12 FFA ECU &@1= b

TSI STIL T A S ) 5 R RA AT 1 0 S O AR, Bl A2 R 125 1 8 T B — 6 A 11
TG 14 DA 77 X 35 B o) 2 P 7 7 4 AR At B v, N5 L L 40T J5 48 T % £ T 4 P2 AL
F | ST R I I AE I e AN, K AT (T FERRVE B A e VTR A B 40 F 3R B AL A H b
S5 T 4 L PR A7 I S 7 BEL L 8 S5 (] T 86 T 4 PR A7 [X S 4T S 4 P
4.13 EEL M B ECU

B SRR I 1% 57 B M E S T8 T 125 45 NI B b F 3

4. 14 BHEE IR S AL

X FAR S RN R BIRL R, 31 SR LA R 5 R N 2T, B
R IR S WA TR

FE P SE B A OB 2 DR 5] SR 3 B AT A A B B 2

A AR SN AR AR S RAE A AR, EBT IR S M ER -

4.15 BEI N X

PN B B SO A REIEE — DA X o I8 N A7 RN AZ A & — D B 5] 3 B X
XA SRS /BRI
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4.16 3|2 FEFF CAN Busoff b3

U ARAEAE SR B 3 CAN busof £ YR,  WIRE FRZ K E L] W REELEASZRF B3l busof f
WA, 51 R ROZ LK 10ms (18] s & BT 530 CAN #4451 busof £ RZS, W RAGTI 21
busoff, W 10ms WEZ) busoff IKE 341, XA KIE M T 51 FINERE 7 (PBL) Ak 5| 3
JNEALS (SBL)

E AR I BTV EK S 7K A busof £ ARAS, S3server W #HIRHISAT HBA KA, FEGmE S 1HR
H:]I o

4. 17 BPBRERE
A G ) R T BT AT ) O Bk AR AR s B M . R b

TR EARS, mp3 SO, SHURAER, ARG LR EGEM O PR, ISR iR
B, EAES) ARG A B LA 1 B B AR

4.18 HIEEH

BAZ R R 22 AR HURT— A CRC He2H i, CRC HAE A AR — 4 R 803 ECU Hr.
CRC B R E 2 A TR B R 5 S 1 i A Bt B mp o S R 9

Z W 4-2 FENZ R H A R S R 7 ]

Logic Block

Data Block #1

Data Block #2

Data Block #n

CRC Block

K 4-2 —BRIEEERI BT
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4. 19 A2

R A% 2P 4% 10 P F Rt B B A SO el . O 7 OREF B — &0k, AR Rt
o AL B

FI T4 R DN A RIS 5K B A /IME B 20 NHE SO T, I AR SRR AR P A
FEVFINA R 25 A P H ik (72

4.20 FHEILHE
BREATIEBLAL, gaAs il ae s i Iy, d ) a4 A Redndn, R IR W ST 75 T2 W 2w A
1) FEIR W
2) AL L AR E
3)ME LK,
4) 3Bl bus of f BRAKAE ;
5) gmAEI 5 AL
4. 21 IR ARBIE K VE
B AT A% B s 1 KN RAZ R AT BE I K o 80 B A T VR IR R R AT A% B O N 1% 2

0x0402 (BL4E 2 M1 IARSS 1D Al blockSequenceCounter) » HI-FA&H PRI IR HI, & AME
#& OxOFFF . X & PR SRR T AR S 208 i /NS & AN 0x0402 2] 0xOFFF,

5 B4 T EFS

5.1 MR

BAF N SR T RO, AR RE S T ] S AE 2 A TR, il s & T
VF2 51 SRR AR 55 R SEHLX —

LA 5-1 2%, HESEMIER .

GCV Diagnostic Requirement Specification Version:1.3 Page 19 / 47
e RINGER, RIFABER, 8F. MK






PEZ: P

?

Pre-Programming sequence

Enter Program mode

Programming sequence -
Download and activate SBL

<&
<

£ 1T

Programming sequence -
Download Data file

More data files to
download?

Yes

No

?

Post-Programming sequence

-

K 5-1 BEdR 5E B gmAe 7 41

AR BB & TR 5 R i 28 WA A2 FE S % Gk (5] h ik . R A dmfEb
I% (STP2) F )5 YA A5 B8 (STP3) 18 FH Jm A2 B 1 .

W H —FONEHE R, T RIGHE BRI N8 AR A 5-2 & 5-7 Pon b
HRIE.

JI A RT R B ECU 1 2 R A B3 SCHE B RERE N3 2 BECU W] DL FEAN Y, i n] L&A T
I FEAEART 23 20 2H 6 o SBL 2 5 il P PR 2 S N3k A AT H At 75 2110 20 ZHL B0 T B A3t 28 75 2 e
ZE N T FRE W BRI A B AR UL 5 BOL AN/ BARSS TR BT A S22 T H 0k B b
Wo i, ECUSZHF SBL  (SLHF A) . SREEAFAEIX (U1 B) « BHEAAHIX CLPF C) s SLRFLLR TR
BT -

o ¥ P programmingSession, & NECHE A, R ECCHE B
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« B3 programmingSession, S NECCH A, B ECSCMC
« B4 %] programmingSession, N A, B, AR5 C

« 43| programmingSession, FN#ECAF A, C, 2R)5 B

5.2 E#mERSI-5 135

TESTER ECU

MNote:
1) The sub-step is optional, which is used to identify the

target ECU to be programmed.

K 5-2 E4AEPA (1 / 4)
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5.2.1 AR RBEMRA S
AN LB ) 25 SR P RO RRAS 5 1 Kk W R 5 25 DTD (9341 B, 120 (5]
% 51 fCha

Data Byte# Data Value Parameter Description

1 0x22 Request Service ID
2 OxF1 DID - high byte
3 0x93 DID - low byte

Data Byte# Data Value Parameter Description

1 0x62 Response Service ID

2 OxF1 DID - high byte

3 0x93 DID - low byte

4..19 SystemSupplierECUHardware VersionNumber [16 Bytes
ASCII]

5. 2.2 RG] FHAFIRR

M H BRI R 51 S HA B A R 2 W IR S5 B DID I PR4E(E ., WS (5] .
% 52 ROk

Data Byte# Data Value Parameter Description

1 0x22 Request Service ID
2 0xF1 DID - high byte
3 0x80 DID - low byte

Data Byte# Data Value Parameter Description

1 0x62 Response Service ID
2 0xF1 DID - high byte
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3 0x80 DID - low byte
4..19 BootSoftwareldentification [16 Bytes ASCII]

5.2.3 LEHIBZFHS
M H FRIEH 28 S2BRIE R BT . A RILZBIRS B DID ENE R, S [5].
53 kg

Data Byte# Data Value Parameter Description

1 0x22 Request Service ID
2 OxF1 DID - high byte
3 0x87 DID - low byte

Data Byte# Data Value Parameter Description

1 0x62 Response Service ID

2 0xF1 DID - high byte

3 0x87 DID - low byte

4.13 ECU Part Number [10 Bytes ASCII]

5.2.4 RHEHSETIRIY RBE

MINEE EIERFTE 28 H s P R a1k, FRIIIZWIIRS MR, 53S0 (5].
54 ks

Data Byte# Data Value Parameter Description
1 0x10 Request Service ID
2 0x03 ExtendedSession

Data Byte# Data Value Parameter Description
1 0x50 Response Service ID
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2 0x03 ExtendedSession

3 00-FF P2CAN_server_max High byte

4 00-FF P2CAN_ Server_max LOW byte

5 00-FF P2*CAN_Server max High byte

6 00-FF P2*CAN_Server max LOW byte
5.2.5 2/ DTC BB

IhaeF-uEH 7 OB SR E #6252 1L 3 DTC RSN B RILiIZWIRS iR, 1§55
[5],
% 5-5 ks R

Data Byte# Data Value Parameter Description
1 0x85 Request Service ID
2 0x02 DTC setting — off

Data Byte# Data Value Parameter Description
1 0xC5 Response Service ID

2 0x02 DTC setting — off
T RIS IR R X 26 1) o — AN 25 R R e R 55 105 e Wi B, flash ERRATIH 4k 45

5.2.6 BEAEEHRC

ThagF-hk i) 77 2008 R AT 2 ) 8545 10 R 0% CAN Y4 2. 13 RS Wi IR &5 Ve, 16 S 1 [5] .
R 56 K

Data Byte# Data Value Parameter Description

1 0x28 Request Service ID
2 0x03 disableRxAndTx
3 0x01 normalCommunicationMessages
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Data Byte# Data Value Parameter Description
1 0x68 Response Service ID
2 0x03 disableRxAndTx

5.3 E#mEFFI-2 2 Mo

TESTER

m
@]
(o

e
[
T
—1-

Note:

1) Thesub -stepis used to trace the ECU
programming event , which is optional for EOL
programming.
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Kl 5-3 LA (2 / 4)

5.3. 1 VIRBImESTE

YRR F0k 77 N R H A5 ECU J33)) ProgrammingSession. £ RILIZIIIRS VTG, 5
B [5] o
% 5-7 i dE R o

Data Byte# Data Value Parameter Description
1 0x10 Request Service ID

2 0x02 ProgrammingSession

Data Byte# Data Value Parameter Description

1 0x50 Response Service ID
2 0x02 ProgrammingSession
3 00-FF P2CAN_server_max High byte
4 00-FF P2CAN server max LOW byte
5 00-FF P2*CAN server max High byte
6 00-FF P2*CAN Server max LOW byte

5.3.2 &K ECU FfF

PR 3-8k 7 SRR H ARE & 12 2 Ui FUR 1 o A SRS W IR S5 VR RS B (5]
% 5-8 Pl gE KA FHOCH

Data Byte# Data Value Parameter Description
1 0x27 Request Service ID

2 0x11 RequestSeed — Flash memory reprogramming

Data Byte# Data Value Parameter Description
1 0x67 Response Service ID

GCV Diagnostic Requirement Specification Version:1.3 Page 26 / 47
= BRIV, RIFABER. R, /MR






PEZ: P

2 Ox11 RequestSeed — Flash memory reprogramming
3 00-FF Seed#1 (high byte)

4 00-FF Seed#2

5 00-FF Seed#3

6 00-FF Seed#4 (low byte)

5.3.3 &K ECU 43

I ) P T BE PR PSR B BV SR H A2 ] e A A SR S W I 55 O PRI WS 0 (5]
R 59 fEHIER AR PIRARCSIR

Data Byte# Data Value Parameter Description

1 0x27 Request Service ID

2 0x12 SendKey — Flash memory reprogramming
3 00-FF Key#1 (high byte)

4 00-FF Key#2

5 00-FF Key#3

6 00-FF Key#4 (low byte)

Data Byte# Data Value Parameter Description
1 0x67 Response Service ID
2 0x12 SendKey — Flash memory reprogramming

5.3.4 BEALBERAEERNAETFIS

Y T-0E )y SR R S gm BB ) Y. A R IiZ Wi IR S5 5 DID R E
B2 [5].

R 5-10 I EHROCHE

Data Byte# Data Value Parameter Description
1 0x2E Request Service ID
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2 OxF1 DID - high byte
3 0x98 DID - low byte
4..19 RepairShopCodeOrTesterSerialNumber [16Byte, ASCII]

Data Byte# Data Value Parameter Description

1 0x6E Response Service ID
2 OxF1 DID - high byte
3 0x98 DID - low byte

5.3.5 5REHM
3Rk ECU B\ M4 a04mF2 A . A 2Cubi2 i R4 5k DID MIvEdnfs &, 155 [5].

* 5-11 il gk ek =X

Data Byte# Data Value Parameter Description

1 0x2E Request Service ID

2 O0xF1 DID - high byte

3 0x99 DID - low byte

4-5 Year [2Byte, BCD]
6 Month [1Byte, BCD]

Data Byte# Data Value Parameter Description
7 Day [1Byte, BCD]

Data Byte# Data Value Parameter Description

1 0x6E Response Service ID
2 0xF1 DID - high byte
3 0x99 DID - low byte
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5.4 EFMIEFFI-3 3 o

TESTER

Download SBL
(Download data blo ck)

ECU

v
LIS Positive Response
RoutineControl, SID 0x31 P> SID Ox7;.)
routineldentifier = 0x0202
|
Erase Memory Negative Respo nse
. SID Ox7F
—>> RoutineControl, SID 0x31 . Code 0x78
routineldentifier OxFFOO eSp,onse ode Ox
(if necessary)
o~ Positive Response
o SID Ox71
]
Download datablock to
ECU flash area
(Download data b lo ck)
check Logical Block in ROM Positive Response
RoutineControl, SID 0x31 EEEEE— SID Ox7§
routineldentifier = 0x0202
|
More data files to
download?
check Pro'grammlng Dependencies Positive Response
RoutineControl, SID 0x31 —> SID Ox71
routineldentifier = OxFFO1
* |
SRS Positive Response
EcuReset, SID Ox11 ————> sID OXSFZI).
ResetType = hardReset (0x01)
]
> T
K 5-4 EEREFH (3 / 4)
VE:
1. Data File & X N—/ e M 8di 0
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2. {E{i Data File XX AUEESN), —MahHERISZANE, . AL B. C=
BY, RN EBE W TS (0xFF) 78, DML Data File SCHEf(ES:
rf’E,

5.4.1 K& FF/53h SBL

RSk 7 S5 K B br sl #Ris AT — MEIRE, A N SBL e . Ao
WSS TS, 1520 5],

For 25 N AFBIFE 0] LA AP AN 1P IR

1) o 2 A i — 2o

2) Ko BT A e B

I P A7 DX 3k HP 1) P A7 RN AT A7 EE 2 808 % 5 RequestDownload (0x34) A 45 AH
I .

Bl — SRS B RS RE — 2, R R A EREN S L I %
#1. Bootloader Fit BT E FHEIEMIRICH, HAFERAFEHE AP AE CRC B, RIS ALK
55 A5 AR 45 9 SR & I 2 B0 AT A T S B an SRIULFCH 9 A 2 — B an R ECU
ANSCFTPIR, T 2208 WIIR 5 25 RIE S HL

WAL, IR E N SRR S R I AT . RIS A S R R B A AR S R
PE AT CRC B AF i B AT LU R 8RR an RABATTUT S, TR 2 e 1 o

NG A SBL K58, WA 2T B0 SBL.

# 5-12 ek

Data Byte# Data Value Parameter Description

1 0x31 Request Service ID

2 0x01 Start Routine

3 0x02 Routine-ID “CheckMemory” (MSB)
4 0x02 Routine-ID “CheckMemory” (LSB)
5 00-FF Checksum byte#1

6 00-FF Checksum byte#2

7 00-FF Checksum byte#3

8 00-FF Checksum byte#4

Data Byte# Data Value Parameter Description

1 0x71 Response Service ID
2 0x01 Start Routine
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3 0x02 Routine-ID “CheckMemory” (MSB)
4 0x02 Routine-ID “CheckMemory” (LSB)
5 04, 05 RoutineStatusRecord

04 = Routine Completed successfully
05 = Routine Completed unsuccessfully due to inconsistency
06= Routine Completed unsuccessfully due to incomplete

TR ZH AT A,
T ARG FER BRI e, WAL IE flash FP3l.

5.4.2 EERANF

TR AR h 28 PR 0 INAF . A ORILiZ Wi iR S VRS, 1620 (5],

RoutineControl MRFSHEFRNATE, HEFRZ E NWAFIBIINAE S Al ZREUL INIE B IRHERR 22
T H#E 1 programmingtcounter. WAFELHPIRS VLA E N invalid.

HBEAN RS BN flash SCHFAREREL, Wy 1Rk H #Y (R AIALE ECUs) SR HI Mk fhw
i, Wikl EARINE] flash A,  DLEAORIIN R & 7E R — i B2 R AT n A -

B B IXAP IR, BRI SO SO TR RS R B AR -

& 5-13 ks

Data Byte# Data Value Parameter Description

1 0x31 Request Service ID
2 0x01 Start Routine
3 OxFF Routine-ID “Erase flash sector” (MSB)
4 0x00 Routine-ID “Erase flash sector” (LSB)
5 0x44 AddressLengthFormatldentifier
6 00-FF MemoryAddress — Byte#1 (MSB)
7 00-FF MemoryAddress — Byte#2
8 00-FF MemoryAddress — Byte#3
9 00-FF MemoryAddress — Byte#4 (LSB)
10 00-FF MemorySize — Byte#1 (MSB)
11 00-FF MemorySize — Byte#2
12 00-FF MemorySize — Byte#3
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13

00-FF

MemorySize — Byte#4 (LSB)

Data Byte# Data Value Parameter Description

1

wn R~ W

0x71
0x01
OxFF
0x00
04, 05

Response Service ID

Start Routine

Routine-ID “Erase flash sector” (MSB)
Routine-ID “Erase flash sector” (LSB)

RoutineStatusRecord

04 = Routine Completed successfully
05 = Routine Completed unsuccessfully

T IR BIRER PR BRI FE B, WA 1k flash FP1

5. 4.3 K7 ROM H KB 5B

T FE SR O 25 R B AR H RS s AT —AMORE, A N BRI e . Aok
2 W RS Ve, iES M 5] .
KA 55 5. 4.1 TR AR

% 5-14 KR

Data Byte# Data Value Parameter Description

1

0 9 N W kW

0x31
0x01
0x02
0x02
00-FF
00-FF
00-FF
00-FF

Request Service ID
Start Routine
Routine-ID “CheckMemory” (MSB)

Routine-ID “CheckMemory” (LSB)
Checksum byte#1

Checksum byte#2
Checksum byte#3

Checksum byte#4

Data Byte# Data Value Parameter Description
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1 0x71 Response Service ID

2 0x01 Start Routine

3 0x02 Routine-ID “CheckSBL” (MSB)
4 0x02 Routine-ID “CheckSBL” (LSB)
5 04, 05 RoutineStatusRecord

04 = Routine Completed successfully
05 = Routine Completed unsuccessfully due to inconsistency
06= Routine Completed unsuccessfully due to incomplete

TR AN H ST A
T R BIRER IR BT 5E B, ML Zifs 1k flash FPs

5.4.4 WBEERFKBRR

i P Sk 5 SR B ARE R SIS AT — N BIRE, BT T BN A ARG
Fo ARZWRSHITER, HS005].

I R MO EL I LU A

L ERRME BRI (5 FAEFP) Z B HEATRECE /A A T A

2. A TR AR P A A IS S, AT R A

3 WRERAF e BEVEAS AR I, USRS 2 R AR R AL AR

#* 5-15 KR

Data Byte# Data Value Parameter Description

1 0x31 Request Service ID

2 0x01 Start Routine

3 OxFF Routine-ID “Check Programming Dependencies” (MSB)
4 0x01 Routine-ID “Check Programming Dependencies” (LSB)

| Data Byte# Data Value Parameter Description

1 0x71 Response Service ID

2 0x01 Start Routine

3 OxFF Routine-ID “Check Programming Dependencies” (MSB)
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4 0x01 Routine-ID “Check Programming Dependencies” (LSB)
5 04, 05 , RoutineStatusRecord

06, 07, 08 04 =Routine Completed successfully
05 = General Error
06 = Not all mandatory blocks present
07 = HW incompatibility
08 = SW incompatibility
09 = Software incompatible due to incomplete
VE:
1) an R R B R B D 5E G, WL 25 1 flash FPal.
2) ARG AEAR A B Ry, 51 S INERE P RO AT R bR BB INE R AR o RN A

5.4.5 ECU BAL
R AE R 7 S K ECU B AL, A RIS ik 95 5k DID M 4SS, 121 [5].

Data Byte# Parameter Description
Data Value
1 Ox11 Request Service ID
2 0x01 HardReset
Data Byte# Parameter Description
Data Value
1 0x51 Response Service ID
2 0x01 HardReset
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5.5 BEHMEFFF|—72 4 ¥

TESTER ECU
Functional request SID S0
Switch to Extended Session ) including
DiagnosticSessionControl, 51D Ox10 application timing
diagnosticSessionType = Extended Diagnostic parameters
session P2CAN_Server_max,
PZ*CAN_Server max
Functional request
Enable Non Diagnostic Communication Positive Response
CommunicationControl, SIDQ28 ’ SIDEE
ControlType = enableRxAndTx
Functional request
Enable DTC Storage ) Positive Response
ControlDTCSetting, SID 085 SIDOCS
DTCSettingType = ON
+ Positive Response
Functional request SID GBS0
Switch to DefaultSession including
DiagnosticSessionControl, SID 0 —» application timing
diagnosticSessionType =Default Diagnostic parameters
Session P2CAN_Server_max,
F‘I“CAN_:Trm_fnax
| |
functional request
Clear the DTC
ClearDiagnosticIinformation, 51D Ox14
programming sequence
Finish
Kl 5-5 YT (4 / 4)
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5.5. 1 ¥4 ECU 13 B &g

A AL )7 SRR BT B BB R 2218 . AT ULI IR RS RS,
(5].

* 5-15 ks

Data Byte# Data Value Parameter Description
1 0x10 Request Service ID
2 0x03 ExtendedSession

Data Byte# Data Value Parameter Description

1 0x50 Response Service ID
2 0x03 ExtendedSession

3 00-FF P2cAN server max High byte
4 00-FF P2CAN Server max LOW byte
5 00-FF P2*CAN_Server max High byte
6 00-FF P2*CAN_server_max Low byte

5.5.2 f#EEIEHMRSC

i D e hk 7 2GR SR A R s FH R AR/ CAN Y R . A7 SR BT R 55 (1 7
&, WS 5],

* 5-16 ks

Data Byte# Data Value Parameter Description

1 0x28 Request Service ID
2 0x00 enableRxAndEnableTx
3 0x01 normalCommunicationMessages

Data Byte# Data Value Parameter Description
1 0x68 Response Service ID

GCV Diagnostic Requirement Specification Version:1.3 Page 36 / 47
= BRIV, RIFABER. R, /MR






PEZ: P

2 0x00 enableRxAndEnableTx

5.5.3 f#EE DTC &E

i D RE T HE R 7 2R R A A8 5 T CE DTC. A7 RILIZI IR S5 I TESs, 125
[5].

517 Ok

Data Byte# Data Value Parameter Description
1 0x85 Request Service ID
2 0x01 DTC setting — on

Data Byte# Data Value Parameter Description
1 0xC5 Response Service ID

Data Byte# Data Value Parameter Description

2 0x01 DTC setting — on
T B B 25 1 73— A ECU IR I MR S5 B A @ W B, £lash #EREATIIE SR 4L

5.5.4 ¥FTH ECU W#H B BRNLFE

i Th e Sk T ESR T ECU JashERIN & il. A RBLIZWIIRSS BTG, 1§21 5].

% 5-18 gt

Data Byte# Data Value Parameter Description

1 0x10 Request Service ID
2 0x01 ExtendedSession

Data Byte# Data Value Parameter Description

1 0x50 Response Service ID
2 0x01 ExtendedSession
3 00-FF P2¢AN_ server max High byte
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4 00-FF P2CAN7Server7max Low byte
5 00-FF P2*CAN7$erver7max ngh byte
6 00-FF Pz*CANiserverimax Low byte

5.6 TEIAE

LA~ RequestDownload (SID 0x34) nJ UL#8 & B i K24 & 2 4Gb. n] DLimid s A4
TransferData (SID 0x36) &4 KB KN 4095 747, HAPA4E SID 0x36 775 Flbk 4
TS
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TESTER

Q)ownload data block>

RequestDownload

SID 0x34

(use Figure 4-7, sending
segmented messages )

ECU

Positive Response SID
0x74
with two byte

transferResponseParame
ter =
maxNumber
OfBlockLength

)

TransferData

SID 0x36

data bytes transferred to ECU =

maxNumberOf BlockLength -2

(use Figure 4-7, sending
segmented messages )

Negative Response

SID 0x7F

Response Code  0x78
(if necessary )

I

Positive Response
SID 0x76

J

Has the data
size specified
in SID 0x34
been
transferred ?

K 5-6 T HE B RS (1/2)
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TESTER ECU

Negative Response

RequestTransferExit SID 0x7F
SID 0x37 Response Code  0x78
(if necessary )

\ 4

Positive Response
SID 0x77

Are there any
more
RequestDownload

SID 0x34

necessary ?

K 5-7 TEEED(1/2)

5.6.1 #ERTR

TER A AR S HER N 8. KT IS iIRS s, B2 (5],
WA AR BN flash SCEFAREREL, WAy 7R H B9 (R B ECUs) R A ik (i
Mok, bR bt A2 SN2 £lash SCAFrb,  DUBA ORI 1 #5 7E [F] — I RE H AT S

#* 5-19 CHE
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Data Byte# Data Value Parameter Description

1 0x34 Request Service ID

2 00-FF DataFormatldentifier

3 0x44 AddressAndLengthFormatldentifier
4 00-FF MemoryAddress — Byte#1 (MSB)

5 00-FF MemoryAddress — Byte#2

6 00-FF MemoryAddress — Byte#3

7 00-FF MemoryAddress — Byte#4 (LSB)

Data Byte# Data Value Parameter Description

8 00-FF MemorySize — Byte#1 (MSB)
9 00-FF MemorySize — Byte#2

10 00-FF MemorySize — Byte#3

11 00-FF MemorySize — Byte#4 (LSB)

Data Byte# Data Value Parameter Description

1 0x74 Response Service ID

2 0x20 LengthFormatldentifier

3 00 — FF MaxNumberOfBlockLength byte#1 (MSB)
4 00 — FF MaxNumberOfBlockLength byte#2 (LSB)

5.6.2 fEEEUE

[ 328 ) g AR s — e g . A iz W RS B ER, WES 5]
% 5-20 gt

Data Byte# Data Value Parameter Description

1 0x36 Request Service ID
2 00-FF BlockSequenceCounter
3.n 00-FF TransferRequestParameter
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Data Byte# Data Value Parameter Description
1 0x76 Response Service ID
2 00-FF BlockSequenceCounter

5.6.3 iHKRBH

BH R ARIECWRSERE, ESH5].
% 5-21

Data Byte# Data Value Parameter Description
1 0x37 Request Service ID

Data Byte# Data Value Parameter Description
1 0x77 Response Service ID

[P

P A CRC &

StF R CRC %, MA IEEE 802.3 ™ SCM CRC-32(BAAK M) o fRA[ LLTE
http://standards. ieee. org/about/get/802/802. 3. html %%,

T AR PLK M IX A CRC-32 MIVEIM B, WS [EEE 802.3 AWz, AHMZEMILRH
IEEE 5E X,

CRC BT bR Hr s B3 A2 Bl 22 2 0x04C11DB7 ) CRC32 filF% :

#* 3-38 CRC H1:5%0

CRC result width: 32 bits
Polynomial: 04C11DB7h
Initial value: FFFFFFFFh
Input data reflected: Yes
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Result data reflected: Yes

XOR value: FFFFFFFFh
Check: CBF43926h
Magic check’: DEBB20E3h

*  CRC result width:
5E S CRC T 25 R Bz 96 1%
=  Polynomial:
€ X CRC S A a2 T
» Initial value:
7€ X CRC HZ A sh &A1
= Input data reflected:
SE SCEEM N 71 ALAE AL B 2 T A2 S AR (B 01 T A 5E 30 o
»  Result data reflected:
5 W NEHE B /A, S HOE G B CRC 45 R (S W FHIE 3O » 45 R

WL7E 32 A7) CRC32 L.
=  XOR value:

IXAMEAEAE N IE AR IE AR 8] 2 Fi# b N2 i 5 M a fr el
= Check:

G B MG I, T LU A A B Se B S0 . B A HEX {5 31h 32h 33h 34h
35h 36h 37h 38h 39h it 5 e IR A4S B RS A
=  Magic check:

CRC far ZE i R A e (%) CRC, B4 CRC 45K — MR A HHREERE LA 277
A E— 1) B 2 X (Magic check) —— s FUEEIE S cre  check fHP/ Mg, =iz
115 Magic check 1B »

VE: TR EUR (B DE, BEUURE Magic check fi, CRC AZAMHINE] Nk ek, UG 5248
S
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fHE B $E SCAF#E R
f%.B. 1 EEFEZ H 16 S A 24 ALkg = (S—record)

JEFE 2 B 1B SO RT RELL— AN AR B R TT 4G, &R ITFIR T4 SO KLl i
IR 8 NFFMRTE IS, L2 N ERESREE R BN EIRCF A 7 4F S1 5k 2 JF
A, R NEAHEE B 4 AR, WDy S, kA 6 AR, W S2.

BN PR AT HH, BRI EGE . BRI A B . s
S — AN - B B AT I RS 4 SRR (RN aER] FRRF BA_EHLEER 6 A7)

P FORRHER T, BT R AT AN TR RR . FE R 2 FRIRRA, B
TSR T T AN (kR BIETEL MR AR

ZOEFFIL S ARG AF S9 (16 Arhbl) B S8 (24 frdhhib) « 54 Hhhik (475 FIR e
MRS s RIEsR K EE A 250 N EHE 7719

AN SR iR

S00B00004441544120492F4FF3

S1130000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFC

S1130010FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEC

S1130020FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFDC

S1130030FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFCC

S1130040FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFBC

S9030000FC

— LB R A/ BRI A T EOE R . THEOE RIS UE B Z BT R IE SR B E . B 2R
T

S503010DEE

ST R T — M EOES, B T 269 Kl oSk 010D A7 EE 1)
B8 A
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EEFEZ i 32 Arkk X (S-record)

PEFEZ RO SO R RE L — DN AT IS SR RTT 4G, ER IR 547 S0 KEN . Hids
WKL 8 MEFFIIHTEIT AR, BL 2 N R AR BEFER L 32 Aok i 16 A2 24 fi
130 EEXHRIEINT S3 M ST IHAF . S3FHATIFGME 4 FIHIEIdSR. ST
T2 S3 LB Il .

B UTR Bs o

S00B00004441544120492F4FF3

$31500000000AA55AA55AA55AA55AA55AA55AA55AA55F2

$30D00000010AA55AA55AA55AA55E6

$70500000000FC
— B A/ R A A O BOE R . THEOE SRR IE S AT B T SR A
o

S503010DEE

T RER T —ANEEOE S, IR T 269 gt gt ToNHEES] 010D Fl oSk EE 1)
R AN

F4fF B. 2 Intel Intellec 8 ## (Intel Hex)

JERF /R BRI R BL 9 D TRFITERIT G, P 2 DA IRR R . 7L A5 Tidx
R 7. BEAMCR AN E Sk, B9 RHRE A 2 M PR Tt
() 4 BB 20— N A bl . RN AT 2 AT SRR T RN . AEREARID R
FO RS - 2 Je R SR, RIVRT T 7 (G 1 4 ok i % SR AN EH 7 17) (A4 (2
i D/ AV il E oz

SFEERAE R E S FABEET 00) « Hudk, ADREA (BT 01) AR AL
B FIZH Ao

AT B o

: 10000000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFO0

: 10001000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFO

GCV Diagnostic Requirement Specification Version:1.3 Page 45 / 47
e RINGER, RIFABER, 8F. MK






PEZ: P

:10002000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEQ
: 10003000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEDO
: 10004000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFCO
:00000001FF

Jekf /R Hex—32 %30

Intel 32 it Nsfil H AR KD AE XA — A 9 NF4RF (4 5B ATS, € T idsx
PFFUG . 5 gl . e SRR — 2 DRI S . N I R I
MR AT

:020000020000FC (Extended Segment Address Record)

:020000040010EA (Extended Linear Address Record)

: 10000000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFO0 (Data Record)

:10001000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFQ

:10002000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEQ

: 10003000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFEDO

:10004000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFCO

:00000001FF (End-of-File Record)

TR IR I SRR

00—~ % #1c %

ZICFK UL E IR, J5HERE 78 (P SER R RIE) « 5N EE T bk Al %
KA (EET 00) o JEHZEIET . RIGAIRAERIE T E1H, 2 1d a0 715 i m S
(D, AR, Hhbk, SRR ARG 7

01-253Rd 5%
EAAFEE R K LE ST, ARE &7 8 (55T 00) « bk (55T 0000) . il (5%
T 01) AR FI FE,
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024" R Bt ik ad s

W FAR DB % B LAR E 4 Xt H btk o Hid stk 52 Bean 2 & ASCIT 2 (/N kil
30) o LGSR E BRI AR 4 3] 19 £, © A ABENLH IAE H A5 SR AT AL &, 5
Mg SCA R e S 10 3 B A0 YA o S T AR s 5T s AR 45 97 e B SR i - His

7] 7L -

AR LN SO 8 — AN

:02 0000 04 0010 EA

:02 0000 02 1230 BA

:10 0045 00 55AA FF---BC

Hj'

W&

IR AHREGE IO T B b m g & (EASHI T 0010) o
IR 2 EHREE I T R BUh L & (FEAEH N 1230) .
% 3 B IC P AR BRI hE RS (AR5 O 0045) .

=
=

=

NG
%

=

NG
%

Xl

Ly
PR AT EBIRIC R A DT bk,
00100000 it fmts 5, 724% 16 fir

+ 12300 Betbhib (s, 8% 4 1

+0045 H 4 10 3% (1) b bk w2

00112345 55— Edhs 7 (1 32 ALtk

S — AN T bk 112345,

Nl

03~ IR B bbb 1E %
IX PRI TR 2

04~ fE £ btk id %

X0 NG BRI 8 € B ARk 16-31 £ ‘© 8 U In 2w & LA 4800 B b
Hoht, I H AT PAREMLE IR B b SR AT A B . il bt 7 B Al & ASCIT & (+
Nt 30) o
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